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Sébastien Lecornu, Minister of the Armed Forces, France

Dear friends, let me salute you. I am going to speak in French because I have learned a lot from
President Macron, but not his mastery of the English language. I want to thank again the organisers for
the way they welcome us, dear Bastian, dear John, with also a keen word for my predecessor, dear
Florence Parly. Thank you for the choice of this theme because three or four years ago, I think that we
would not have had a panel dealing with this topic that directly.

This year, we deal with it in the afternoon and I think that unfortunately, in one year, two years, three
years, it might even be the keynote speaker who will do his entire speech on that issue because the
breakthrough is very deep. And if I quote the speech of President Macron, he started and ended with
it: ‘If we have to devise coalitions of the independents, it is really on those topics that we can start
working on them.’

I'want to be quite blunt and start from what Judith said. She remarkably drew the lines. I want to share
four points about those breakthroughs, about these new disputed areas with the suggestion made,
space, cyber and underwater environments, and maybe a fourth one, that is the information and
manipulation of information, because it is not strictly cyber but it is totally linked.

What we see is that these environments are key for economic development, for our freedom, for our
sovereignty — and more than that, these environments have no borders. They have borders without
borders because we are all sort of next to each other. It might be a little less true for the underwater
domain, but cyber creates a notion of non-territory, no borders, that is the same in space. And the other
specificity is that these themes are linked to the civilian domain and that is why we were not used to
dealing with that in a rather defence-focused and security-focused forum.

What is also quite striking is that, all in all, we are almost all equals vis-a-vis this threat because as it
appears, it is a nuisance which can be done between strong, from strong against the weak, but also from
the weak against the strong, with the ability to attack another country is rather equal if we compare
that with the military capability of states, which can be extremely different in the traditional areas of
conflict, conventional and nuclear both. But we can see that in those new fields of conflict, there is some
kind of equalising effect.

Second point, these domains and areas are very difficult to monitor. And in that respect, we are not all
equals. We can see that this requires the ability to master innovation, new technologies, research, that
things are going very fast and we are not all equal in that respect. Just between brackets, we see that
the war in Ukraine has taught us that we need mass production of equipment, and other conflicts in
the Middle East teach us that you need accuracy, high technology, and to keep investing in research
and development.

The two major conflicts of the time teach us that we need to be able to do both, which is a huge stake in
terms of public expenditure. We cannot speak about new areas of conflict without wondering about
investment. We are not equal, because if you are a liberal democracy or not, the way you deal with
those three topics is totally different. I am not going to come back on that because Judith mentioned
that.

The third thing I wanted to mention, in these three environments, as I said, you can see that things are
going to go increasingly fast in the future owing to technological breakthrough for those who master it
and those who do not master it. That is what I was just saying. This relation between the weak and the
strong is very worrying; among the strong ones, that the notion of new space, that the notion of
nuclearisation of space, where you can see states able to master these technologies in a very fine-tuned
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and accurate way, they militarise space very accurately, and other countries make choices but they do
not want to fall behind, like Russia, and they are ready to just break some taboos and make these
domains even more dangerous than they are with potentially nuclear weapons in space, which would
be a total disaster given the number of satellites that we currently have in geostationary orbit.

This is going to gain momentum because in the three or four domains, the international law is just
budding or inefficient. So, budding or inefficient. We see what is happening at sea where we
increasingly see new frameworks of conflicts. We can see in the Red Sea for the first time, you strike
the sea from the ground. So that represents a challenge. I will not come back on the challenges of
maritime circulation in the Indo-Pacific. It is no longer just piracy but hybrid threats, state-based things
for the predation of underwater ground and materials and also the attacks against the underwater
cables, which convey 98% of data.

It is even more true in space. Even in the worst years of the Cold War, the blocs of the time managed to
organise the minimum level of international law. You remember the first nuclear test in space in the
1960s, but we also remember the major treaties between the United States and the USSR. We see today
what the major stakeholders of the Cold War managed to do. Today, the various stakeholders of the
world are not able to do that because of multilateralism and all the crises that we see within the United
Nations.

So things are going to speed up. And that is extremely worrying because everything which was
organised in international law, as the President said yesterday, is being questioned or just disappears.
So you can imagine, when conflict domains are not regulated yet or do not benefit from treaties yet, it
enables the stronger to keep going. If I had to summarise our dilemma today, you can be defeated
without being invaded and you can lose the war without ever having been at war. That is really a brutal
new strategic deal compared with the situation we used to know. Here again, there are a number of
threats which bring us back to nuclear proliferation, because you cannot deal with exo-atmospheric
space or the nuclear domain without seeing that it is very tightly linked.

What can we do to fuel this afternoon’s roundtable? Well, first of all, we should not give up the ambition
to regulate, to control. It is not because some countries will not do it or do not see the interest in it, that
all the other countries have to suffer from that. In every new adventure, you need some pioneer
countries tackling it. The difficulty is that it is not always militaries. It is often civilians. Major economic
organisations need to accept to look at some military subjects — the Association of Southeast Asian
Nations (ASEAN), the European Union, and some military organisations such as NATO, for instance,
accept more to look at some civilian topics.

It is a kind of a small revolution in our organisation because we were used in a very academic way,
with every alliance having its own mission. Let us not mix up the roles. But we see that it is the first
thing we need to think about, the alliances and the way we make them live.

The second point, to be quite blunt, it is only meaningful if the major stakeholders also show the will
to do it. China, the United States, for different reasons, obviously, Russia, our Indian partner, the giants
in the space domain, they must sit at a table and ask the right questions. We need to collectively go
around the table to ask the right question about what Russia is doing in terms of transfer of technology
in those topics to all the disruptive countries, those who question the international orders: North Korea,
Iran. We are bound to mention the stake of terrorist groups because we can see that increasingly this
duality can lead us to have some private stakeholders questioning this order.

Second point, we need to keep innovating not to suffer from the situation. It requires industrial
partnership —I see Guillaume Faury, the CEO of Airbus, in the room — the way to organise our alliances,
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trying to build champions, very huge companies, to suggest a new solution to the states. I am thinking
about crypto, post-quantum, artificial intelligence, new space, underwater robotics. All these topics are
capability answers to the challenges we have. We are not foreign-affairs ministers, we are defence
ministers, so we can find operational solutions as well on all those points.

Some of these projects will have to be led alone because they will be linked to the sovereignty of each
country, and we have to respect that. For quite obvious reasons, other projects will have to be developed
together. That is where we work on this coalition of the independent that President Macron explained.
He explained the philosophy of that yesterday. I would like France to progress on tailor-made specific
partnerships depending on the capability requirements and regulation requirements.

Very often we do it bilaterally — here with Singapore, on other topics with India, with the United Arab
Emirates, we come back with Indonesia. You see the dynamics, and this dynamic goes beyond the EU.
It is paradoxical because sometimes we, the French, go quicker with countries which do not belong to
the EU than within the EU. My colleague from the Netherlands might mention that later. That is a
challenge for EU members, and we should not forget our near neighbours such as Norway, such as the
United Kingdom. Norway is also a key country in that respect.

I'think that we also need to think more civilian. Think civilian means companies, ministry of the interior
or public security ministry, domestic security, education. You cannot speak about information warfare,
manipulation of information, if there is no interconnected relation with the civilian world. I am struck
by the fact that our military alliances deal with twentieth-century threats. It is difficult to make these
twenty-first-century threats appear on the agenda of our current meetings. And thanks to the Shangri-
La Dialogue because this is something quite rare.

Last point, we have to think about our ability to retaliate. We no longer have to just suffer and accept.
And self-defence in those new confrontation domains, this exists — this self-defence, legitimate defence
is not escalation. It is a means to deter, to discourage.

I will conclude with the notion of attribution, saying who attacks us, who is attacking us in the
cyberspace, in space, by mining the approaches to Rotterdam harbour or Le Havre harbour, to creating
access denial on commercial civilian ports in Europe. This raises questions. Sometimes we know. It is
quite obvious that Azerbaijan has directly manipulated information in our overseas territories in the
Pacific to retaliate against our courageous, legitimate support to Armenia and to the sovereignty of
Armenia.

Attribution can be easy, but sometimes it is a major technical challenge. That is a topic for this coalition
of the independents, to wonder who is attacking me and can I publicly or privately pinpoint the origin
of the attack. Here there is discrimination between countries who can do that — France will be one of
them — and the countries which cannot do that.

To illustrate what President Macron said yesterday, we would like the majority of countries, actually
that all countries are able to do that, because the least is to know when you are attacked. And this
duality must be dealt with in the self-defence domain.

That was for my contribution. Thank you for choosing this theme. Thank you for having invited me to
participate in it because the domains where we can speak very freely are not that numerous. Thank you

very much.

Dr Bastian Giegerich, Director-General and Chief Executive, IISS
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Thank you for your intervention and for raising technology as an equaliser, but also as potentially a
challenge and a destabilising element, when you mentioned the temptation to leap ahead, break taboos,
to seek advantage in new and unforeseen ways. You also mentioned, of course, the non-state actors
both as a challenge and as an opportunity given the dual-use nature of what we are discussing here.
Thank you very much. There are lots of points that I am sure we want to get back to, not least the
offensive dimension that you mentioned there at the end.

Minister from Finland, may I ask you to take the floor?
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