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2. United Kingdom

The United Kingdom is a highly capable cyber state, 

with clear strategic oversight at the political level. It 

has world-class strengths in its cyber-security ecosys-

tem, centred on the National Cyber Security Centre, 

and in its related cyber-intelligence capability centred 

on the Government Communications Headquarters. 

There is a strengthening partnership between gov-

ernment and industry, and an attempt to develop 

a whole-of-society approach to improve national 

cyber-security capability. There is significant invest-

ment in cyber research and development and inno-

vation, with the government looking to the strengths 

of the private sector and academia. To increase its 

reservoir of cyber skills, the UK appears to be pursu-

ing widespread and innovative collaboration across 

all sectors. Its economy, society and armed forces 

all greatly benefit from digital connectivity but are 

potentially more vulnerable as a result. Perhaps the 

UK’s key weaknesses, in common with most other 

states, are shortfalls in its skilled cyber workforce 

and that it cannot afford to invest in cyber capabili-

ties on the same scale as the United States or China. 

These are offset in part by the breadth and depth of 

the UK’s proven international alliances, particularly 

with the US. Another area of potential comparative 

weakness is that the UK lacks the indigenous indus-

trial base required to build and export the equipment 

that might ultimately dictate the future of global 

cyberspace, meaning it can only seek to manage the 

attendant risks. The country uses its international 

influence to shape the future of cyberspace and is a 

strong advocate for the application of existing inter-

national law to the use of cyber capabilities. The UK 

has developed, and used, offensive cyber capabilities 

since at least the early 2000s, and is investing further 

in their expansion.

List of acronyms
DCMS	 Department for Digital, Culture, Media & Sport
GCHQ	 Government Communications Headquarters
ICT	 information and communications technology  
JFCyG	 Joint Forces Cyber Group
MoD	 Ministry of Defence
NAO	 National Audit Office

NCF	 National Cyber Force
NCSC	 National Cyber Security Centre
NCSP	 National Cyber Security Programme
NCSS	 National Cyber Security Strategy 
NOCP	 National Offensive Cyber Programme

Strategy and doctrine
Cyber defence has been highlighted as a high-priority 

national-security issue in the United Kingdom’s strat-

egy papers since the late 1990s, and featured promi-

nently in the UK’s first National Security Strategy in 

2008. The first National Cyber Security Strategy (NCSS) 

was produced in 2009 and updated in 2011 and 2016. 

Although they concentrated on cyber security and 

defence, those strategies also included clear allusions to 

the development of offensive capabilities. 

The 2016 NCSS lays out a strategy of ‘defend, deter 

and develop’, with the last of those three rubrics cov-

ering the national cyber-industrial capability, the skills 

base and the country’s associated analytical capability.1 

One indication of the importance the UK places on cyber 
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issues is the sizeable and increasing investment the gov-

ernment made in cyber capabilities during a period of 

financial austerity: the 2016–21 plan saw a doubling of 

investment to £1.9 billion (US$2.5bn). The increase was 

justified by asserting that previous commitments had 

‘not achieved the scale and pace of change required to 

stay ahead of the fast-moving threat’.2 

The NCSS is supported by a National Cyber Security 

Programme (NCSP) and, for offensive cyber, a National 

Cyber Force (NCF). The NCF was publicly avowed in 

December 2020 and subsumed the previously existing 

National Offensive Cyber Programme (NOCP), which 

had been running since 2014. Together, the NCSP and 

the new NCF execute the national cyber strategy under 

the oversight of government ministers and parliamen-

tary committees.3 

The NCSP is strongly geared to improving public- 

and private-sector cooperation on cyber security under 

the leadership of the UK’s innovative National Cyber 

Security Centre (NCSC). Delivery of the NCSP is evalu-

ated annually by the UK’s National Audit Office (NAO) 

and the results made public. 

Now continued under the NCF, the NOCP’s role was 

described as providing a ‘dedicated capability to act 

in cyberspace’ with ‘appropriate offensive cyber capa-

bilities that can be deployed at a time and place of our 

choosing, for both deterrence and operational purposes, 

in accordance with national and international law’.4 The 

UK first avowed its offensive cyber capability in 2015, 

stating a preparedness to use cyber capabilities to deter 

and counter threats, including for warfighting. A 2019 

speech by the UK’s Chief of the Defence Staff high-

lighted the UK’s perception of the daily ‘war’ in cyber-

space resulting from great-power competition and the 

battle of ideas with non-state actors, while noting that 

this was not war as it had been understood in the past.5 

Guided by national strategies and investment, the 

armed forces set their strategy and capability objec-

tives through directives from the secretary of state for 

defence and the Chief of the Defence Staff. The need for 

and use of cyber capabilities is copiously covered in UK 

military doctrine, with the Ministry of Defence (MoD) 

Joint Doctrine Publication 0-50 on ‘UK Cyber Doctrine’ 

presumably the most important (its contents remain 

classified).6 In general, publicly available UK doctrine 

points to the perceived need to integrate the military’s 

approach to cyber, electromagnetic, information and 

kinetic operations,7 and gives a view of military cyber 

operations not dissimilar to the US concept of informa-

tion dominance, but without using the term. 

Governance, command and control
Strategic direction on cyber capability is set by the prime 

minister and other key cabinet members, supported by 

officials in the Cabinet Office, and enacted through the 

NCSS, NCSC and NCF. Ministerial roles are well estab-

lished, with the home secretary, defence secretary, for-

eign secretary and secretary of state for Digital, Culture, 

Media and Sport (DCMS) all having defined strategic 

roles. The supporting civilian cyber-security ecosystem 

is described later in this chapter.

Unlike the US and some other states, the UK has not 

created a military cyber command with unified com-

mand and control of all military (but in the US case, only 

military) cyber operations and assets, both defensive 

and offensive. That said, the UK military is fully respon-

sible for protecting its own networks. Command and 

control for doing so rests with UK Strategic Command, 

enacted through its subordinate Joint Forces Cyber 

Group (JFCyG). Created in 2013 and originally known 

as the Defence Cyber Operations Group, the JFCyG 

commands the centre for UK military cyber security 

(MoD Corsham), various joint-forces cyber units, tri-

service information-assurance units and a cyber-reserve 

component based on assets in the British Army, Royal 

Air Force and Royal Navy. But it is in command and 

control of offensive cyber that the UK is most unlike the 

US, having developed a globally unique solution with 

the creation of the NCF.   

The NCF combines the relevant cyber elements of 

Government Communications Headquarters (GCHQ) – 

the UK’s cyber-intelligence and security agency – with 

those of the MoD, the Secret Intelligence Service (SIS) 

and the Defence Science and Technology Laboratory in 

a single organisation under unified command. It covers 

the full range of the UK’s national-security priorities, 

from tackling serious criminality, international terror-

ism and the malign activity of states to preparing for 

war. As such, there is nothing comparable anywhere 

else in the world. In US terms, it is the equivalent of 
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bringing together the offensive cyber capabilities 

of Cyber Command, the National Security Agency, 

Central Intelligence Agency and Federal Bureau of 

Investigation into a single organisation. The NCF com-

mander reports to both the head of GCHQ and the com-

mander of Strategic Command, with NCF operations 

politically authorised by either the foreign secretary 

or the defence secretary, depending on the nature of 

the mission. While predominantly 

focused in peacetime on tackling 

non-military targets, the NCF also 

prepares the UK for the use of cyber 

capabilities in armed conflict. 

Greater efficiency is one reason 

why the UK has chosen to create the 

NCF, having fewer personnel and 

less money to devote to cyber than, 

for example, the US or China. It gives the UK greater 

operational agility, allowing it to prioritise across all 

national requirements, concentrating skills and tech-

nical capabilities where they are needed most. It is a 

move that also recognises the need to ensure that mili-

tary operations in cyberspace take full account of the 

domain’s centrality to civilian society and the global 

economy, allowing for full civilian–military opera-

tional coordination. 

Core cyber-intelligence capability
In the last 30 years, GCHQ has successfully adapted the 

UK’s century-old signals-intelligence and information-

security capability so that it can obtain the breadth of 

intelligence needed from cyberspace. The evidence 

for this is the UK’s history of detecting, attributing 

and disrupting malign cyber activity, its intelligence-

led disruption of terrorist activity, its efforts against 

online criminality, and the many hints in the Edward 

Snowden leaks about the sophistication and global 

reach of GCHQ’s capabilities. It is safe to assume, draw-

ing on material from the Snowden leaks, that the UK 

has retained a world-leading cryptographic capability, 

continuing a tradition of mathematical ingenuity that 

dates back to Alan Turing and beyond. GCHQ’s capa-

bilities are amplified by its long-standing and close part-

nership with the US and by its membership of the Five 

Eyes intelligence alliance. In common with the other 

Five Eyes nations, the UK has, with GCHQ, centred its 

core cyber-security and cyber-intelligence capabilities in 

a single organisation, drawing on the traditional intelli-

gence and security principle that poachers make the best 

gamekeepers and vice versa. The NCSC is an integral 

part of GCHQ.

The evidence also points to a mature system for 

assessing, sharing and making use of cyber intelligence, 

including an ability to fuse it with 

other sources of information. This 

is founded on the UK’s long-estab-

lished Joint Intelligence Committee 

and the maturity of its wider intel-

ligence system. Reports by parlia-

mentary committees indicate close 

collaboration between GCHQ and 

the other two main intelligence agen-

cies – SIS, specialising in overseas human intelligence 

collection and covert operations, and MI5, specialising 

in the UK’s domestic security. For specifically cyber-

security-related intelligence, the NCSC acts as a hub for 

combining high-grade secret intelligence with informa-

tion acquired by the private sector. 

The UK’s armed forces both benefit directly from the 

above capabilities and have their own cyber-intelligence 

assets that add to the UK’s overall situational awareness. 

These include ‘field’ interception undertaken by each 

armed service and by special forces, intelligence assess-

ment undertaken by the MoD’s Defence Intelligence 

organisation, and the ability to fuse cyber information 

quickly with intelligence from other military assets.

Cyber empowerment and dependence 
The UK is one of the most digitally connected European 

countries, with a very high internet penetration rate 

(above 90%). According to the approach adopted by 

the G20, the UK’s digital economy ranked second in the 

world in its share of GDP (just over 55%) in 2018, with 

the US in first place (59%) and Japan (46%) in third.8 

While this reliance on digital capacity and digital enter-

prise brings significant economic and social benefits 

to the UK, the government has nevertheless noted the 

vulnerability inherent in such dependence. It is there-

fore working with the private sector to gauge more 

accurately the extent of UK network resilience now and 
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in the future, including the degree to which the digi-

tal economy is dependent on the commercial energy 

network. One stated aim, stemming from the 2019–20 

debate about the use of Huawei equipment, is to cre-

ate a greater diversity of ICT suppliers and solutions to 

serve UK needs.  

 The UK armed forces are a microcosm of the wider 

situation. Their activities are greatly enabled by a 

sophisticated networked capability, with the ability to 

communicate, move and fuse data globally for tasks 

such as targeting, navigation, surveillance, and com-

mand and control. They are heavily reliant on space-

based technology for most of this capability.9 The MoD 

is consequently moving towards the idea of ‘defence 

as a platform’, which includes smaller contracts and 

shorter development time frames, potentially as a way 

of reducing its reliance on a small number of large IT 

systems with long development time frames. 

The UK’s approach to research and development 

(R&D) and innovation in cyber capabilities and related 

technology, such as artificial intelligence (AI), is highly 

distributed across the public and pri-

vate sectors and academia, in part 

mirroring the cyber-security eco-

system described below. The stated 

aim is to recognise where industry 

can innovate more quickly than gov-

ernment, and therefore to foster strong public–private 

partnership wherever possible. The result is a plethora 

of cyber-specific incubators, accelerators, start-ups, 

research institutes and academic centres of excellence. 

The amount of investment across such a distributed sys-

tem is difficult to ascertain, but some UK cyber-security 

companies are now valued in the hundreds of millions 

of pounds, with a presumed commensurate investment 

in R&D. Large companies from the US defence sector, 

such as Lockheed Martin and Northrop Grumman, are 

also investing heavily in UK cyber R&D. 

It is evident that the AI sector in the UK has great 

strengths. By 2018, AI-related companies numbered 

about 6,000, of which about 2,800 advertised them-

selves as working in that field.10 Of those, about 400 

specialised in deep learning (using automated data 

analytics), with another 300 focusing on robotics, vir-

tual reality and the Internet of Things. About 250 firms 

were working on recognition technologies and another 

250 on data-mining for business solutions. UK universi-

ties are ranked among the most influential business and 

academic organisations in the world in AI research: for 

example,  in 2020, in a top-40 list based on contributions 

to the two leading academic conferences in the field, 

Oxford was in seventh position, Cambridge in 22nd and 

University College London in 30th.11 China’s Tsinghua 

University was in ninth position, Peking University in 

24th and Shanghai Jiaotong University in 43rd. By this 

measure the UK is approximately at level pegging with 

China, at least for now. However, in a separate rank-

ing of countries according to their contributions to AI 

research in the health sector, based simply on the num-

ber of titles published in the previous 40 years, the UK 

did not figure in the top 20.12 This illustrates that in a 

field as wide and diverse as AI, a state can lead in one 

area of research and be weak in another.

The UK government states that ‘having a sustainable 

supply of home-grown cyber security professionals is 

part of our wider ambition to be a world leader in cyber 

security. Put simply, we cannot be a 

global leader in cyber security with-

out access to the best cyber security 

talent.’13 A 2020 government inquiry, 

however, found that the UK lacked 

cyber expertise across the board, from 

basic skills to specialists.14 In response to those findings, 

a wide range of measures have been introduced, largely 

driven by the NCSC and DCMS, with the aim of stimu-

lating growth in the requisite skills through the educa-

tion sector and wider society. The CyberFirst initiative 

launched in May 2016, for example, has been expanded 

and is now part of an £84 million (US$114m) govern-

ment cyber-education programme. It has courses for 

school-age children, undergraduate bursaries, degree 

apprenticeships, and sponsored doctorates in cyber 

security and related fields. There is significant emphasis 

on encouraging girls to develop cyber-security skills. It 

is too soon to assess the success of these initiatives, but 

the diagnosis of the problem appears to be accurate and 

the proposed treatment potentially effective. 

The UK’s armed forces are again a microcosm of the 

broader UK picture. The MoD works on cyber R&D with 

a range of companies including BAE Systems, Lockheed 
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Martin, Northrop Grumman, QinetiQ, Raytheon, Roke 

and Thales UK. There are cyber-recruitment initiatives 

across each armed service, and for a Joint Cyber Reserve 

Force. However, specialists with deep experience of the 

UK’s cyber capabilities assert that its armed forces will 

find it hard to develop the required depth of expertise if 

they do not emulate the US by creating opportunities for 

entire military careers in cyber. It is believed that the UK 

military is addressing this under the new NCF construct. 

Perhaps the greatest area of complexity for the UK, 

however, is the limited degree to which it controls its 

own national telecommunications infrastructure, and 

whether this really matters. Design of the network is 

currently undertaken by the company BT, which used 

to have a monopoly as the UK’s sole network provider. 

Due to its size, BT runs what might be considered the 

core public network, though providers such as Virgin 

Media compete with it, especially since the migration 

of the network to new-generation 

IP-based services. BT is the dominant 

provider of telephone exchanges and 

owns much of the access-network 

infrastructure (the element ‘down-

stream’ of the exchanges). But all the 

telecoms companies present in the 

UK (including those with foreign 

ownership) have their own networks, 

while the UK is looking to open up as 

much of BT’s network and infrastruc-

ture to other firms as possible. In real-

ity, it is impractical for competing operators to replicate 

completely the scale of BT’s network, so instead they 

rely on acquiring capacity or facilities from it. The result 

is that those companies can install their own hardware, 

voice lines and broadband services and can take over 

the existing physical lines. Overall, the growth and 

development of the UK’s telecommunications network 

has been driven principally by market forces. 

UK mobile networks include foreign-owned equip-

ment that uses either networks provided by the for-

eign companies or BT’s ‘backbone’ networks. For the 

UK’s 4G mobile networks, for example, the Chinese 

company Huawei provides radio equipment, such as 

masts, that broadcast mobile-network signals and relay 

communications back to the core network for several 

operators. Huawei’s contribution ranges from 5% of the 

equipment used by O2 to more than 30% of that used 

by Vodafone. Huawei’s involvement (right down to the 

coding) is closely monitored by the UK government at 

a facility in the town of Banbury. Other foreign suppli-

ers used across the network include Cisco, Ericsson, 

Fujitsu, Nokia and Siena, with no equivalent oversight. 

In short, the UK relies to a considerable extent on for-

eign manufacture of much of the equipment under-

pinning its telecommunications, from microchips to 

communications switches. This infrastructure com-

plexity is typical of the Western model of a free, multi-

stakeholder internet. 

Data crossing the UK network takes the most suitable 

route across various platforms and systems, based on 

factors such as cost, time and available bandwidth. Much 

of the data is encrypted by ‘over the top’ applications 

such as Facebook, Google, Microsoft, Signal, Telegram 

and WhatsApp, making the content 

largely invisible to the infrastructure 

providers (of whatever nationality), 

and to the UK government, unless 

they receive assistance from the pro-

viders of those applications. 

The complexity of its networks is 

in many ways an advantage for the 

UK since it provides a certain level 

of redundancy and resilience. For 

example, the country is so well con-

nected to the internet through auton-

omous nodes (second only to Germany in that respect) 

that multiple nodes would have to be put out of action 

for there to be a significant impact on the function-

ing of the system. Also, the UK has 88 undersea-cable 

landing points in its territory, providing a high degree 

of redundancy if several of the cables were disabled, 

although the risk that even one of the cables might be 

interfered with or cut by an adversary remains a con-

cern. It is still the case that the UK’s networks rely on 

foreign supply chains to a greater extent than those of 

the US or China and are therefore more exposed to the 

attendant risk. Furthermore, the UK’s weaker position in 

the global market for network infrastructure compared 

with the US or China means it has less influence than 

they do in shaping the physical infrastructure of global 
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cyberspace.15 The government seems to have recognised 

the risk to its national networks, having announced initi-

atives to improve security standards for equipment and 

to encourage greater diversification of suppliers.

In July 2020 the government ended a long-running 

controversy when it announced a ban on purchases of 

Huawei equipment for its new 5G networks, to come 

into force in 2021, and the stripping out of all Huawei 

equipment from all its networks by 2027.16 This over-

turned an earlier government decision to manage the 

security risk by limiting the presence of Huawei equip-

ment to non-sensitive parts of the networks. However, 

an intervening US ban on the export of US microchip 

technology to Huawei undermined the quality and reli-

ability of the Chinese company’s product, forcing the 

UK’s hand. The pressure applied by the US to both 

Huawei and the UK therefore seemed to be more about 

curtailing the global expansion of Chinese digital tech-

nology than dealing with an immediate security risk. 

Cyber security and resilience
The UK has developed a national cyber-security ecosys-

tem that aspires to a whole-of-society approach, seeking 

to ensure that government, the private sector, academia 

and individual citizens work together to improve over-

all national cyber security. The efficacy of that ecosys-

tem was reflected in the UK being ranked first out of 175 

countries in the 2018 Global Cybersecurity Index com-

piled by the International Telecommunication Union.17 

At the heart of the ecosystem sits the NCSC, which 

became operational in October 2016. This rationalised 

the government’s cyber-security effort, bringing together 

functions previously distributed across several depart-

ments and aiming to provide a central point of refer-

ence on cyber security for ministers and the private and 

public sectors.18 The NCSC includes the UK’s national 

Computer Emergency Response Team (CERT-UK). 

As part of GCHQ, the NCSC is able to draw upon 

the government’s principal source of cyber expertise 

and threat data. The NCSC’s headquarters was deliber-

ately kept separate from GCHQ, however, so it would 

be more accessible to private companies, the media 

and the public. The NCSC has good connections with 

UK law enforcement, where cyber-security capabilities 

have been developed by the National Crime Agency’s 

National Cyber Crime Unit and by the Regional 

Organised Crime Units. Through GCHQ, the NCSC is 

also organisationally connected to the NCF. 

There has been a strengthening partnership between 

government and the private sector on cyber security. 

Through its Cyber Security Information Sharing 

Partnership the NCSC has designed a way for government 

and industry to exchange information in real time, and 

it has accredited about 100 companies as suppliers of 

cyber security to government through its Cyber Growth 

Partnership. The UK’s critical national infrastructure 

officially consists of 13 sectors,19 each of which is required 

by government to produce an annual Sector Security 

and Resilience Plan, incorporating cyber-security issues, 

while individual companies are responsible for their own 

business-continuity and resilience plans. There is a proven 

system for incident-alerting and response, cyber-defence 

exercises involving government and industry, and a 

dedicated national risk register. Awareness programmes 

for the wider public include Cyber Aware, Cybersecurity 

Challenge, Cyber Essentials and Get Safe Online. 

Importantly, there was evidence of a shift in approach 

in the 2016 version of the UK’s cyber-security strategy. 

The pre-2016 versions of the strategy had relied on mar-

ket forces to bring about more secure practices among 

companies but had not achieved the scale and pace of 

change required to keep ahead of threats. In the 2016 

strategy the government adopted a more intervention-

ist role to deliver the required improvements. This was 

partly embodied in the NCSC’s Active Cyber Defence 

initiative, also launched in 2016, which has involved 

working with internet service providers to find ways of 

blocking and disrupting malicious activity at the network 

level, with the aim of protecting most UK citizens from 

most high-volume/low-sophistication attacks most of the 

time. The first tranche of activity has focused on citizens’ 

interactions with government and has had an impact 

on, for example, the phishing threat – the UK’s share of 

global phishing attacks fell from 5.3% to 2.2% between 

2016 and 2018, according to the NAO.20 The plan is now 

to incorporate UK industry sectors within this approach. 

While the various processes that make up the UK’s 

cyber-security ecosystem appear to be well estab-

lished, it is harder to evaluate the human and techni-

cal capacity that supports it. The investment of £1.9bn 
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(US$2.5bn) under the current five-year programme is 

substantial in the context of overall UK government 

funding, although the NAO has reported some delivery 

issues. The 740 staff allocated to the NCSC also repre-

sent a substantial commitment but are only a small part 

of the personnel dedicated to cyber security across gov-

ernment and the private sector. The approximately 100 

companies accredited to deliver cyber-security services 

to government indicate considerable private-sector 

capacity,21 with a 2020 report noting a 44% increase in 

the number of cyber-security firms in the UK, and a 37% 

increase in cyber-related jobs, between 2017 and 2019.22 

The challenge for the UK may lie in ensuring it has suf-

ficient personnel with crucial deep cyber-security skills 

and expertise, hence the various upskilling initiatives 

being driven by the NCSC. 

The current state of cyber security in the UK is 

reflected in a 2020 report23 showing that cyber attacks 

are being detected more frequently, with almost half 

of businesses reporting cyber-security breaches dur-

ing the previous 12 months. However, businesses also 

reported a higher level of resilience, and the average 

cost of individual breaches was quite low (£3,230, or less 

than US$5,000). The qualitative research nevertheless 

revealed some confusion about incident reporting and 

highlighted the important role for key players such as 

banks and insurance companies in guiding the private 

sector on cyber security.

Global leadership in cyberspace affairs
The UK aspires to shape the global cyber future by pur-

suing international action and exerting its influence in 

international forums. It advocates the application of 

existing international law (including the laws of armed 

conflict) in cyberspace and promotes the establishment 

of voluntary, non-binding norms of state behaviour and 

the development and implementation of confidence-

building measures. 

The UK has sponsored or led cyber-security initia-

tives in the United Nations, the European Union and 

the Commonwealth. For example, it has implemented 

international programmes helping more than 80 coun-

tries to improve their cyber security, supported by 

the UK-developed ‘Cybersecurity Capacity Maturity 

Model for Nations’;24 and in May 2019, alongside the 

Netherlands, the UK drove through the adoption 

of an EU sanctions regime to directly penalise com-

puter hackers. The UK’s withdrawal from the EU may 

weaken important channels for influence over pan-

European cyber-security policy and cyber-crime con-

trol. The UK has actively participated in the UN Group 

of Governmental Experts on cyberspace security since 

its creation in 2004.25

The UK has long-standing international alliances on 

cyber intelligence and cyber security, for example with 

its Five Eyes partners, a broad range of European states  

and as a member of NATO. There is evidence of grow-

ing cooperation on cyber security with a wider range of 

countries across the Middle East, the Asia-Pacific and 

Latin America. There is also evidence of the UK operat-

ing with close allies on offensive cyber operations, for 

example with the US and Australia against the Islamic 

State (also known as ISIS or ISIL). The UK and the US 

signed an agreement in 2016 to advance their collabora-

tive development of both offensive and defensive cyber 

capabilities. The UK’s cyber capability is almost cer-

tainly amplified by this proven ability to work in con-

cert with other cyber-capable nations.

Offensive cyber capability
Government ministers have stated unambiguously that 

the UK is prepared to use cyber capabilities to deter and 

counter threats, including from terrorists, serious crimi-

nals and malign cyber actors; that they consider offensive 

cyber operations integral to modern warfare; and that 

the UK military is committed to using its offensive cyber 

capability as a warfighting tool.26 Offensive cyber is cov-

ered in detail in published UK military doctrine, includ-

ing its use to create freedom of manoeuvre, to project 

power, for destructive military effect and for deterrence. 

The UK’s development of an offensive cyber capa-

bility has been a joint venture between GCHQ and the 

MoD. From 2014, this was under the auspices of the 

NOCP, which was subsumed in 2020 by the NCF. It 

seems the investment of people and money was already 

substantial under the NOCP and will increase under the 

NCF. Evidence from parliamentary committees in 2016–

17 shows that the NOCP had instigated a step change in 

the UK’s effort on offensive cyber, with the development 

of the full spectrum of capabilities from those required 
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