12. India

Despite the geostrategic instability of its region and a
keen awareness of the cyber threat it faces, India has
made only modest progress in developing its policy
and doctrine for cyberspace security. Its approach
towards institutional reform of cyber governance
has been slow and incremental, with the key
coordinating authorities for cyber security in the civil
and military domains only established in 2018 and
2019 respectively. They work closely with the main
cyber-intelligence agency, the National Technical
Research Organisation. India has a good regional
cyber-intelligence reach but relies on partners,
including the United States, for wider insight. The

strengths of the Indian digital economy include

Strategy and doctrine

The main lines of India’s current approach can be found
in ministerial speeches and in government regulations or
legislation, rather than in policy documents. In 2013, how-
ever, the Ministry of Communications and Information
Technology did release the country’s first National Cyber
Security Policy,” a short document affirming the need to
protect the government, businesses and citizens from
cyber attacks either by state or non-state actors. It pre-
sented basic recommendations for government organi-
sations and private companies, including the allocation

of budgets and personnel for cyber-security purposes

a vibrant start-up culture and a very large talent
pool. The private sector has moved more quickly
than the government in promoting national cyber
security. The country is active and visible in cyber
diplomacy but has not been among the leaders on
global norms, preferring instead to make productive
practical arrangements with key states. From the
little evidence available on India’s offensive cyber
capability, it is safe to assume it is Pakistan-focused
and regionally effective. Overall, India is a third-
tier cyber power whose best chance of progressing
to the second tier is by harnessing its great digital-
industrial potential and adopting a whole-of-society

approach to improving its cyber security.

and the drafting of information-security policies. It also
set out national objectives, including the training of
500,000 cyber-security professionals over the following
five years, the development of indigenous cyber-secu-
rity technologies, the establishment of public—private
partnerships, and the promotion of a culture of cyber
security and privacy that would encourage responsible
behaviour by internet users.

India’s thinking on cyber policy for the civil sector
continues to develop. Government officials had planned

to issue a new national cyber-security strategy in 2020
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to address developments in 5G, ransomware and the
Internet of Things.> That effort appears tohave stalled but
the government is actively reframing all areas of cyber-
security policy, including education, skills, import con-
trols and national security. The military confrontation
with China in the disputed Ladakh border area in June
2020, followed by a sharp increase in Chinese activity
against Indian networks, has heightened Indian con-
cerns about cyber security, not least in systems supplied
by China. In a speech on Independence Day in August
2020, Prime Minister Narendra Modi devoted a para-
graph to the new cyber-security strategy, promising it
would soon emerge.? In January 2021 a high-level gov-
ernment meeting was held to discuss a security strategy
for the telecoms sector.# Key planks of India’s cyber-
security policy will probably align quite closely with
the priorities laid out in a consultation paper released
by the Data Security Council of India (DSCI), the prin-
cipal private-sector organisation in the field.> The paper
addresses 21 different areas of policy while depicting a
backdrop of increasing threats and, in the opinion of the
DSCJ, insufficient government action.

As for the approach taken by India’s armed forces,
in 2017 they publicly released a joint doctrine in which
cyberspace, though subsumed under the rubric of infor-
mation warfare, was afforded a prominent role.® Placing
strong emphasis on the integration of capabilities across
the armed forces, cyber power — defined as “the ability to
use cyberspace freely and securely to gain an advantage
over the adversary while denying the same to him in vari-
ous operational environments’ — was presented as equal in
importance to land, sea, air and space power and special-
forces operations. Treating cyber capabilities as one of a
triad of integrated strategic forces alongside space and
special operations, the doctrine presaged the establish-
ment of a Defence Cyber Agency, eventually created in
2019. It also emphasised the importance of cyber secu-
rity for India’s economy and critical national infrastruc-
ture, placing the defence of the country’s cyberspace on
a par with the defence of its territory, airspace and trade
routes. Moreover, the doctrine identified cyber warfare
as a component of hybrid warfare, which it described as
a key element in ‘current fifth generation war’ (though
there was no clear definition of hybrid warfare or fifth-

generation war from India’s perspective).

Cyber capabilities also featured prominently in the
new Land Warfare Doctrine released by the Indian
Army in late 2018.7 Again subsumed within informa-
tion warfare, cyberspace was designated as a new
dimension of warfare and an important factor in win-
ning future battles. The document foreshadowed the
increasing integration of cyber capabilities into the
conventional and sub-conventional realms, including
for covert operations. In it, the army set itself the task
not only of developing or upgrading cyber-deterrence
and cyber-defence capabilities, but also of retaining the
capability to fight in the face of prolonged attempts at

cyber disruption.

Governance, command and control

India’s cyber command-and-control structure has been
under development since the early 2000s but remains
decentralised. Cyber-security powers are spread across
a number of agencies, with reports of overlapping com-
petencies and bureaucratic turf wars.® The situation is
further complicated by the country’s federal political
structure. Several key institutions were set up between
2004 and 2008, all operating under the direction of min-
isters and coming together in the National Security
Council of the Cabinet, which sits at the apex of security
decision-making. The main cyber agency, the National
Technical Research Organisation (NTRO), set up in 2004
and modelled on the US National Security Agency,
reports to the national security advisor and is tasked
with technical intelligence-gathering, signals intercep-
tion and influence operations.? A National Information
Board, responsible for information security, was estab-
lished in 2004 as an advisory committee, in part to formu-
late a national policy on information warfare.”® In 2003
the government set up a national Computer Emergency
Response Team (CERT-In) which operates under the
Ministry of Electronics and Information Technology.

In 2008, amendments to the Information Technology
Act of 2000 gave government agencies wide-ranging
powers to ‘issue directions for interception, monitor-
ing or decryption of any information through any
computer resource’.” The legislation also sought
protections for ‘critical information infrastructure’
networks. It was also in 2008 that the main private-

sector body representing the ICT sector, the National
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Association of Software and Service Companies, set up
the DSCI, which has proved an effective advocate in
mobilising more effective government responses in the
area of cyber security.

A security review in 2011-12, ordered by the prime
minister, identified cyber security as a key area of devel-
opment and recommended the establishment of a cen-
tralised cyber command and analogous civilian entities
with oversight powers across government agencies.™

By 2013, following allegations about cyber espionage
conducted against India by several countries (includ-
ing the United States and China) and leaks concerning
India’s own offensive cyber capabilities, the govern-
ment was keenly aware of the need for improved policy
and action. However, institutional development over
the next few years was quite piecemeal. A National
Critical Information Infrastructure
Protection Centre (NCIIPC) was

established in 2014 under the direc-

Beyond the

Core cyber-intelligence capability

India’s intelligence priorities are deeply shaped by
internal and external terrorist threats, internal political
violence and the ongoing conflict with Pakistan over
Kashmir. The internally focused Intelligence Bureau
(IB) is responsible for counter-terrorism and counter-
intelligence, in cooperation with the state police and
national paramilitary forces. India’s foreign intel-
ligence agency is the Research and Analysis Wing
(RAW). The Defence Intelligence Agency (DIA), cre-
ated in 2002, now coordinates all defence-intelligence
assets, including the Signals Intelligence Directorate
and the DCA. Intelligence collection by these three
main agencies is digitally enabled via a real-time intel-
ligence grid (NATGRID) that links citizen-data sources
across multiple government and private databases to
facilitate the monitoring of terrorist
activities that pose a threat to bank-

ing, finance and transportation net-

tion of the NTRO.3 A National domeStlc threats' works. In addition, the IB and RAW
Cyber Coordination Centre (NCCC), Ind ia’S Cybe r- are empowered to monitor internet
subordinate to CERT-In, finally inte"igence traffic through a system enabling
began operations in 2018 (having ofeas the interception of internet commu-
first received ministerial approval Capabl|ltl.e§ have nications, including social media.””
in 2013). The NCCC is responsible unsurp”s'ngly While the IB, RAW and DIA each

for intelligence-sharing between
government agencies and for coor-
dinating government responses to
cyber attacks.™

The Defence Cyber

(DCA), created in 2019, is central

Agency

to the command and control of

India’s military cyber capabilities. Its intended role is
to integrate and coordinate the cyber, space and spe-
cial-forces capabilities of the three armed services. It is
part of the Integrated Defence Staff, a tri-service head-
quarters which includes civilian representation from
the Ministry of External Affairs and other ministries.
It comprises a sizeable tri-service staff of about 1,000,
divided into several teams based at a command centre
in Delhi and in other locations around the country.”s By
operationalising the 2017 joint doctrine’s focus on capa-
bility integration, the DCA represents both an impor-
tant institutional evolution and a significant maturing

of India’s approach to military uses of cyberspace.

been focused on
its near abroad,
particularly
Pakistan

represent a part of India’s cyber-
intelligence capability, they are
all heavily reliant for core capabil-
ity on the technical-intelligence
agency, the NTRO. Various parts
of the Ministry of Home Affairs,
including the Cyber Crime Wing
and Central Forensics Science Laboratory, are also
important sources of cyber intelligence.

Beyond the domestic threats, India’s cyber-intelligence
capabilities have unsurprisingly been focused on its near
abroad, particularly Pakistan. For example, there are
indications that, since about 2010, Indian cyber teams
have been targeting IP addresses in Pakistan (and to a
lesser extent in China), as well as secessionist movements
within India itself, in a significant cyber-surveillance and
cyber-espionage operation.®® Further afield, however,
India’s cyber-intelligence reach appears weak: it tends
to rely on partnerships such as those with the US, the
United Kingdom and France for a higher level of cyber
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situational awareness and to help it develop a greater
reach of its own in future.

Mirroring the UK, the Indian government has set up
a Joint Intelligence Committee attached to the office of
the prime minister, tasked with collecting, assessing and
prioritising inputs from all the country’s intelligence
agencies.” A Multi-Agency Centre (MAC) has also
been established under the IB, together with subsidi-
ary MACs in different states, with the aim of enhancing
the sharing of information between intelligence units,
including finance and defence ministries at the state

and national levels.

Cyber empowerment and dependence

India is an ICT powerhouse, with a digital economy
estimated in value at US$190 billion* and a tech start-
up sector assessed to be the third largest in the world.>*
According to one estimate, core digital sectors such as
ICT-enabled services and electronics manufacturing
will contribute around 10% of GDP by 2025.22 However,
only slightly more than half of India’s 1.4bn people
have access to the internet, and the levels of mobile-
phone ownership and internet use are far higher among
men than women.» Most Indians who access the inter-
net do so by mobile phone, though download speeds
are below the global average. Agriculture, which still
provides the livelihoods of hundreds of millions of
Indians, is undergoing some digitisation and employ-
ing tools and techniques that rely on automated and
autonomous machines. However, the vast majority of
the population (about 90%) lack basic digital skills. As
one way of addressing the issue, the government has
been increasing the availability of apps and digital ser-
vices in a greater number of local languages.

Foreign investment plays a large part in India’s digi-
tal economy, with the country providing outsourced IT
services around the world and serving as a major pro-
duction hub for global brands, such as Dell computers.
From 2014 to 2020, US ICT investment totalled US$30bn
and Japanese investment US$12bn. As for Chinese ICT
investment, it surpassed US$4bn in the same period,
with Alibaba and Tencent accounting for three-quarters
of the total.*®

The infrastructure at the heart of India’s digital

economy is built largely from imported equipment

— for example, four of the top five mobile devices by
market share are manufactured by Chinese compa-
nies.”? Almost all the country’s most popular mobile
apps — such as Facebook Messenger, PlayerUnknown’s
Battlegrounds (PUBG), SHAREit, TikTok (at least until
India’s ban on Chinese apps in 2020), Truecaller, UC
Browser and WhatsApp — were designed abroad. One
exception, in 2020, was Aarogya Setu, the Indian gov-
ernment’s COVID-19 contact-tracing app. As a result,
and despite breakthroughs by Indian companies in
app development and plans to develop 5G systems, the
government has limited agency over the way in which
devices and platforms manage the flow of data through
their systems.

In the field of artificial intelligence (AI), India’s
research capability has been placed quite highly in
global rankings, achieving ninth*® and 13th® position,
for example, in two authoritative studies. The lion’s
share of Al research and development (about 85%) is
conducted by universities rather than industry.> The
Indian Institute of Technology (IIT) Hyderabad has col-
laborated with Nvidia, an American multinational tech-
nology company, to establish India’s first AI Technology
Centre, aimed at accelerating research and its commer-
cial adoption.>* The centre intends to focus on advanced
Al research in areas of agriculture, smart cities and lan-
guage-understanding, in line with the priorities stated in
India’s national strategy for AL In terms of the applica-
tion of Al to industrial processes, it is notable that India
was ranked third, after the US and China, in a 2018 study
by the Boston Consulting Group.?® The country’s Al
start-ups received total investment of US$y762m in 2019,
a 44% increase in comparison with 2018.34

The space industry is led by the Indian Space
Research Organisation (ISRO), which is one of the
world’s six largest space agencies and owns one of the
largest fleets of communication and remote-sensing
satellites used for civil and military purposes.’> ISRO
also operates satellites for surveillance and navigation
purposes — including the Indian Regional Navigation
Satellite System;?* dual-use surveillance satellites in the
Cartostat and RISAT series;?” and EMISAT, launched
in 2019, which can detect an adversary’s electromag-
netic signals.?® Owing to capacity limitations in its own

agencies,® the Indian government has begun to rely
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more on commercial enterprises to develop and pro-
duce space equipment such as satellites and propulsion
systems. Like many other countries, India still relies
on foreign suppliers for the space sector, with Hughes
Communications India appointed to provide a high-
performance satellite broadband system for India’s
Naval Communication Network.# It has, however,
achieved self-reliance in the production of launch vehi-
cles and some satellite technologies.+

A unique characteristic of the Indian cyber economy
is the huge number of graduates in ICT-related subjects
entering the job market every year: in 2019 the figure was

almost 600,000, which was five times more than in the US.#?

Cyber security and resilience

India’s state administrations have numerous cyber-
security-related offices with large numbers of staff,
and much attention has been paid to cyber crime since
2009, when the country became one of the first to intro-
duce cyber-crime courts and cyber police stations. But
perhaps the most distinctive feature of India’s cyber-
security infrastructure is the importance of the private
sector, which has led the way in developing strong
policies and standards. The rapid integration of the
internet into everyday economic life, albeit from a low
base, has created the need for new cyber-security capa-
bilities on a scale and at a pace unseen in any other
country — hundreds of millions of Indians have begun
to participate in e-commerce in the last five years, for
example.® The main challenges lie in policy coordina-
tion, ensuring consistency around the country, and
addressing the general lack of depth in cyber-security
skills relative to the size of the population and the
needs of industry.

India has frequently been the victim of cyber attacks,
including on its critical infrastructure, and has attributed
a significant proportion of them to China or Pakistan.
CERT-In reported, for example, that there were more
than 394,499 incidents in 2019, and 2020 saw an
upsurge in attacks from China.+ Of particular concern to
the Indian government are cyber attacks by North Korea
that use Chinese digital infrastructure.* The vast major-
ity of the cyber incidents flagged by CERT-In appear
to have been attempts at espionage,# but they could

also have resulted in serious damage to the integrity of

Indian networks and platforms. In 2020, India had the
second-highest incidence of ransomware attacks in the
world# and the government banned 117 Chinese mobile
applications because of security concerns.#

India regards its financial institutions as particu-
larly vulnerable to cyber attack.*® In August 2018, in a
persistent attack on Cosmos Bank by a North Korean
group, US$13.5m was siphoned off from customers’
accounts.” A United Nations Security Council panel
of experts, appointed to study North Korea's attempts
to evade UN sanctions, suggested in a July 2019 report
that Indian banks may have been the victims of cyber
theft by North Korea amounting to nearly US$200m
over a three-year period.>> On the other hand, thanks
to stringent guidelines from the Reserve Bank of India
(RBI), the financial sector is more secure than other
areas of the Indian economy. For example, two-factor
authentication, strictly audited by the RBI, is the norm
in internet banking and e-commerce.

Although India’s central government has been slow
in addressing cyber security, the private sector has been
far more active and more effective. The DSCI, which
promotes best practices and standards for cyber secu-
rity and privacy, undertakes capacity-building projects
with a focus on training and certification, including for
the government sector. In 2020 it said there was a ‘dire
need’ for the government to play its part in promot-
ing cyber security in the country, and recommended a
quadrupling of government expenditure on cyber secu-
rity as the country’s digital economy expands.** India
was ranked 47th out of 175 countries in the International
Telecommunication Union’s 2018 Global Cybersecurity
Index, well behind its geopolitical rival China (277th).>

In cyber-resilience policy and preparedness for emer-
gencies, India has some foundations in place, with the
NCIIPC active in promoting policies and procedures
throughout the country since it was created in 2014.
Progress in emergency-response planning has in many
cases been slower at the state level, with Tamil Nadu,
for example, only introducing a cyber-security strategy
in 2020.° In contrast, the state of Maharashtra, which
contains the commercial and financial hub of Mumbai,
has a well-established cyber-security team in its police
force and dedicated cyber ‘police stations’ in various

parts of Mumbai.
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However, compared with equivalent bodies in some
wealthier countries, the NCIIPC is not well equipped to
handle cyber emergencies and wider resilience-planning
— for example, as of 2018, there was only one sector
(power) where it had been able to organise stakeholders
around those objectives.’” There are also indications
that the NCIIPC has not coordinated well with other
government bodies.>® It is unclear, for example, if steps
have been taken to improve cyber defences at the Unique
Identification Authority of India, after its database of
citizens’ biometric information (the second-largest in the
world) was reported to have been breached in 2017, or
the Kudankulam Nuclear Power Plant, which in 2019 was
the target of a serious cyber attack that it initially denied
and then downplayed.” In Maharashtra, where the
power sector was targeted by Chinese hackers (dubbed
the Red Echo group) from early
2020, it seems the cyber-security

department in the state police were

India knows its

increase its geopolitical influence, India is the target of
cyber espionage by a wide range of states. However, it
knows its defensive capabilities are relatively weak. As
a result, it pursues diplomatic efforts to bring the gov-
ernance of cyberspace within the rules-based interna-
tional order, while maintaining a realistic approach to
dealing with the states that are targeting its networks.

In its National Cyber Security Policy of 2013,
India’s diplomatic goals included the development of
bilateral and multilateral cyber-security relationships
as well as global cooperation between national law-
enforcement agencies, security services, judicial sys-
tems and armed forces.

Unsurprisingly, the challenges involved in defending
its open networks (and largely imported infrastructure)
have prompted India to advocate international norms of
restraint. It appears to have aban-
doned its previous opposition to

emerging international legal princi-

informed of the threat by CERT-In defenSIVe Cyber ples such as the possible voluntary

in November 2020 but the NCIIPC ca pabilities are norms on security in cyberspace

only alerted the Ministry of Power . ut forward by the UN Group of
Y Y OT TN relatively weak P Y P

on 12 February 2021.%
Though the Cyber

Security Coordinator conducts periodic whole-of-

National

government audits involving relevant agencies, the
government has faced an uphill battle in trying to
make new entities such as the NCIIPC work seamlessly
alongside long-established public-sector bodies that are
in various stages of digitising their infrastructure. The
NCIIPC has taken private enterprises under its wing,
including oil and gas companies, and tries to ensure
that the public and private sectors work in tandem on
cyber security.

The first reported cyber exercise in the Indian
Armed Forces, CyberEx, was conducted by the Indian
Defence University on 29-30 April 2019.% It involved
the NTRO, the three services, the National Security
Council Secretariat, CERT-In, the Defence Research and
Development Organisation, the National Informatics

Centre, academia and industry.

Global leadership in cyberspace affairs
As a nuclear power with large conventional forces, a

burgeoning digital economy and a determination to

Governmental Experts (GGE) in
2015.%2 As a member of the 2016-17
GGE, India endorsed the inclusion in the final report of a
right to self-defence in cyberspace, although the draft did
not receive the unanimous consent of all participating
experts.® It is unclear whether India will further endorse
the right to retaliatory measures for acts that fall below
the thresholds that qualify as a ‘threat or use of force’ or
‘armed attack’ under international law.

India’s most developed bilateral cyber partnership
is with the US. The two countries have held a regular
cyber dialogue since the early 2000s, intensifying in
2015 with the decision to convene a ‘Track 1.5 pro-
gramme that seeks to convene government officials
and business leaders to collaborate on cyber questions.
Cyber is also envisioned as a component of several
other US-India agreements, including on intelligence-
sharing and mutual legal assistance.%

India has also pursued bilateral cyber dialogues with
several other partners, including the European Union,
Russia and the UK. The cyber partnership with the UK
is particularly well developed, with a regular dialogue

dating back to 2012. In April 2018 the two countries
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signed a framework agreement identifying avenues for
bilateral cooperation on cyber security and establishing
working groups on cyber diplomacy, cyber crime, inci-
dent response and the digital economy.® They have also
agreed in principle to establish a joint Cyber Security

Training Centre of Excellence.*

Offensive cyber capability

Public statements by Indian officials and other open-
source material indicate that India has developed rela-
tively advanced offensive cyber capabilities focused on
Pakistan. It is now in the process of expanding these
capabilities for wider effect.

India reportedly considered a cyber response against
Pakistan in the aftermath of the November 2008 terror-
ist attacks in Mumbai, with the NTRO apparently at the
forefront of deliberations.”” A former national security
advisor has since indicated publicly that India pos-
sesses considerable capacity to conduct cyber-sabotage

operations against Pakistan,®® which appears credible.

Notes

It is difficult to gauge the extent or orientation of
India’s current investment in offensive capabilities but
there are some indications that the focus may have
shifted more to countering China, given its growing
economy and regional power.% There is also evidence
dating back to 2014 of Prime Minister Modi’s interest
in creating a ‘Digital Armed Force’, in part for deter-
rent purposes.” A 2019 report commissioned by an
influential Indian think tank with close links to the
ruling Bharatiya Janata Party urged the rapid devel-
opment of offensive cyber capabilities but cautioned
against any public declaration until those capabilities
were in place.”

Overall, India’s focus on Pakistan will have given it
useful operational experience and some viable regional
offensive cyber capabilities. It will need to expand its
cyber-intelligence reach to be able to deliver sophisti-
cated offensive effect further afield, but its close collab-
oration with international partners, especially the US,

will help it in that regard.
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