4. Australia

Australia’s cyber-security strategies have concen-
trated on national security, commercial cyber secu-
rity, the industrial base for sovereign capability,
workforce development and good international
citizenship. The Australian Signals Directorate, the
country’s principal cyber-related agency, remains
the most influential in national policymaking. The
country is still developing its military cyber strat-
egies and policies after setting up an Information
Warfare Division in 2017. Australia can boast some
research and industry credentials in the field of
information and communications technology and
cyber security, but these are growing from a low
base. In part because of its 70-year membership of

the Five Eyes intelligence alliance, Australia has

Strategy and doctrine

Australia’s first Cyber Security Strategy, released in
2009," was the result of a review of ‘e-security’ the pre-
vious year. It had two main initiatives: to create an offi-
cial national Computer Emergency Response Team to
complement or supersede the one that had been operat-
ing since 1994, which was based in a university;* and to
establish a national Cyber Security Operations Centre.
But the document consisted largely of rhetorical poli-
cies — laudable intentions around topics such as shared
governmental and private-sector responsibility, facing

the increasing threats, protecting Australian values,

more mature cyber capabilities than its modest
defence and intelligence budgets might suggest. It
is active in global diplomacy for cyber norms and
cyber capacity-building. In 2016 it acknowledged for
the first time that it possessed offensive cyber capa-
bilities — examples of their use against the Islamic
State (also known as ISIS or ISIL) were subsequently
put into the public domain. Australia has actively
supported the United States-led Cyber Deterrence
Initiative, which aims to use cyber means to coun-
ter the malign cyber activity of other states. For
Australia to become a more effective cyber power, it
will need to make dramatically greater investments
in cyber-related tertiary education and carve out a

more viable sovereign cyber capability.

identity protection, expanding and upskilling the cyber
workforce, and enhancing international collaboration.
It did not propose significant new investments in sup-
port of its rhetorical commitments, except in the area of
national security.

In April 2016 the government launched a new Cyber
Security Strategy.> Subtitled ‘Enabling Innovation,
Growth and Prosperity’, the plan was as much about
better exploiting the economic opportunities of the
information age as it was about security. The security-

related themes were familiar from the existing strategy

List of acronyms

ACSC Australian Cyber Security Centre

ADF Australian Defence Force

ASD Australian Signals Directorate

ASIO Australian Security Intelligence Organisation

DSCC Defence Signals Intelligence and Cyber Command
ICT information and communications technology
IWD Information Warfare Division
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documents of other countries, such as the United States,
the United Kingdom and France: detect, deter and
respond to threats in cyberspace, including through
better anticipation of risks.# However, in comparison
with previous strategies, the tone was more urgent. The
document included a large number of new approaches
to security, particularly around information-sharing
between government and the private sector. It also
acknowledged for the first time the government’s use of
offensive cyber capabilities to deter or respond to mali-
cious cyber attacks.

Within 18 months, however, the planning processes for
cyber strategy in the civilian sector were thrown into tem-
porary disarray by major structural reforms that included
changes to the status of the Australian Signals Directorate,
the Australian Security Intelligence Organisation, the
Australian Cyber Security Centre and the Attorney
General’s Department in order to carry through the crea-
tion of a new Department of Home Affairs, established
formally in December 2017. It was
modelled closely on the UK’s Home
Office but inspired also by the United
States” creation of its Department of
Homeland Security in 2002.

In 2020 Australia released an
even more ambitious Cyber Security
Strategy, with notably higher levels of
funding and reflecting an even greater
sense of urgency.’ It adopted a much sharper tone around
the threats from other countries (which were not named,
even though the government had been vocal about ban-
ning Huawei from national systems since at least 2012)
and highlighted the risks associated with rapidly chang-
ing technologies and even higher levels of connectivity.
It was clear from this new document that cyber security
had moved to the centre stage of Australian government
thinking about national security.

The transition between the 2016 and 2020 cyber-
security strategies was also evident in the domain of
defence policy. The 2016 Defence White Paper made
large-scale provision for the expansion of cyber and intel-
ligence capabilities as part of a new strategic orientation
around war in the information domain.® It repeated one
of the fundamental planks of Australian security policy:
deepening partnership with the US, especially through

In 2020 Australia
released an even
more ambitious
Cyber Security
Strategy

higher levels of military integration, inter-operability
and intelligence-sharing.” This included cyber policy and
operations. Cyber threats were identified as one of six
key drivers of Australian military strategy.® The govern-
ment assessed that the US would remain the pre-eminent
global military power over the next two decades, in large
part because of its scientific and industrial capability.

The military also saw organisational reform on cyber
that occurred in tandem with the shake-up of the civil
sector. On 30 June 2017, the Australian Defence Force
(ADF) established a new Information Warfare Division
(IWD), commanded at two-star level, which was subor-
dinate to a new Joint Capabilities Group, commanded
at three-star level (equivalent in rank in Australia to the
chiefs of the single services).

One practical implication of the reforms was that new
operational concepts and doctrines needed to be ironed
out. This had less of an impact in the civil agencies but
even there the changes were significant. In 2018 the
government abandoned its commit-
ment to an annual update of the 2016
cyber-security strategy and decided
it was no longer fit for purpose. The
policy environment had changed
significantly with the escalation of
threats in cyberspace, including the
increasing use of the information
domain by Russia and China for
political interference, most notably by the Russians in
the run-up to the 2016 US presidential election.

Australia issued a Defence Strategic Update® and a
Force Structure Plan™ in July 2020, followed in August
by the new Cyber Security Strategy. All three docu-
ments demonstrate heightened concern about threats
in cyberspace, continuing commitment to previously
announced reforms, and some acceleration of the pace
of reforms and spending commitments. In the defence
context, Prime Minister Scott Morrison saw new cyber-
strike capabilities as an important part of a stiffened
posture of credible deterrence.” For the first time in
such military-policy documents, there was a greater
and more urgent emphasis on strengthening informa-
tion and cyber capabilities than on the traditional cat-
egories of land, sea and air. The two defence documents

together represent a distinct evolution towards the

48 The International Institute for Strategic Studies



view that ‘information underpins all effective military
operations’,? even though the government and the ADF
continue to shy away from the concept of information
dominance as used by the US. A new ADF military doc-
trine for cyberspace operations was also issued in 2020
but remains classified. It is understood to be essentially
an Australian version of the US doctrine on cyberspace
operations, with some changes of emphasis reflecting

the country’s quite different circumstances.

Governance, command and control

Major decisions on security policy are made by the
National Security Committee of Cabinet, with the prime
minister acting as de facto commander-in-chief of the
armed forces and ultimate authority for all government
decisions. This operates in parallel with a system of
ministerial responsibility (including for the intelligence
agencies) and statutory responsibility for the Chief of
the Defence Force in military matters. The National
Security Committee of Cabinet sets broad policy, such
as approval of new strategies, and the operational
priorities of the agencies. The Expenditure Review
Committee of Cabinet approves funding plans, some-
times merely endorsing those made by the other com-
mittees because of some overlap in membership.

The main cyber-related intelligence agency, the
Australian Signals Directorate (ASD), reports directly
to the minister for defence, who authorises operations
and sets the standards for protecting the privacy of citi-
zens.” While therefore under civilian political control,
there is also a de facto line of authority flowing from
the Chief of the Defence Force, given that ASD includes
a large number of military personnel. The personnel
strength of ASD is not revealed publicly.

Within the ADF, the IWD has continued to evolve.
When it was created in mid-2017, the IWD’s most
important element was the Joint Cyber Unit, projected
to acquire about 1,000 personnel within a ten-year
time frame. The ADF announced in January 2018 that
the Joint Cyber Unit and a newly created Joint SIGINT
Unit, alongside civilian teams from ASD, would oper-
ate under a new structure within the IWD, the Defence
Signals Intelligence and Cyber Command (DSCC),
headed by a one-star officer who had previously led
teams in ASD.™ The aim was to bring ‘all ADF SIGINT

and cyber personnel working within ASD together in a
more refined command structure’.”s

The DSCC provides a means of unifying ASD’s pri-
mary responsibility for offensive cyber operations with
the clearly competing need for the ADF to share control
of that command function. The IWD is not the com-
mand authority within the ADF for those operations,
since that falls to ASD. The IWD has a role similar to the
‘raise, train and sustain’ functions of the chiefs of ser-
vice, who defer to combatant commanders for control
of operations.*®

ASD retains the lead role in civil-sector cyberspace
policy, in large part through its subordinate agency,
the Australian Cyber Security Centre (ACSC) which
manages domestic affairs in this field. In that role, the
ACSC and ASD report to the home affairs minister,
even though ASD is accountable more directly to the
prime minister and the minister for defence. ASD works
with the Australian Security Intelligence Organisation

(ASIO) on joint cyber operations inside Australia.

Core cyber-intelligence capabilities

ASD provides the bulk of the country’s core cyber-
intelligence capabilities, which are closely combined
with its cyber-security and cyber-warfare functions.
It has strong regional cyber expertise, with a focus on
Southeast and East Asia, particularly Indonesia and
China. ASD’s wider intelligence reach is not so strong
but is significantly enhanced through membership of
the Five Eyes alliance.

ASD is part of a mature national intelligence com-
munity and works in close partnership with the domes-
tic security agency, ASIO, and the external agency, the
Australian Secret Intelligence Service, which specialises
in overseas human intelligence collection and covert
operations. Drawing on the example of the US, Australia
created the post of Director of National Intelligence in
2018, to give the government a single source of author-
ity for coordination of the analytical and collection
work of all the intelligence agencies, as well as oversight

of covert activity.

Cyber empowerment and dependence
Australiais among the world’sleading countries in terms

of average internet usage, per capita mobile-broadband
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subscriptions and the proportion of companies that are
engaged in e-commerce.”” However, it falls outside the
top ten in many other indicators of innovation, competi-
tiveness and cyber security.

Since the turn of the century, Australia’s digital
economy has mostly stood still in relative terms — for
example, its information industries” share of total global
value added hardly increased between 2006 and 2016.
There is a mismatch between its innovation inputs
(knowledge, research and investment), in which it
ranked 13th in the world in 2020, and its innovation out-
puts, in which it ranked only 31st (with a particularly
low position, 4oth, in the specific area of knowledge
outputs).” According to the same analysis, the country
ranks among the world’s top ten in terms of the exper-
tise of its institutions and scientists, and access to ven-
ture capital, but performs much less well when it comes
to the commercialisation of scientific knowledge.

This mismatch is reflected in the approach to arti-
ficial intelligence (AI). For example, Australia was in
11th position in a 2020 ranking of countries accord-
ing to the number of top-cited Al research papers they
produced,® yet it lacks the industrial capability to fully
exploit this research in economic
terms. A 2019 report commissioned
by the government estimated that by
2030 the country will need to train at
least 32,000 and perhaps as many as
161,000 workers as Al specialists if it
is to realise the economic potential of
its research strengths.®* There have
been efforts to address this issue —in
2019, for example, the government’s
main scientific research body pub-
lished an Al road map and issued a call for public sub-
missions on Al policy — but these initiatives will take
many years to bear fruit.»

Australia boasts an increasing number of successes
in the ICT sector, including in fields such as quantum
computing, but research is often funded by US gov-
ernment agencies or US venture capital.> That said,
the Department of Defence maintains a vigorous and
highly regarded Defence Science and Technology
Group, which has an active research and development

(R&D) programme in cyberspace technologies.*

Since the turn
of the century,
Australia’s digital
economy has
mostly stood still
in relative terms

In 2018 the government set up the National Space
Agency to help reverse the country’s near-total
dependence on foreign-owned satellites. It is funded
at a modest level — A$9.8 million (US$6.8m) in 2019—20
—and operates 13 satellites.s In October 2019 the coun-
try joined a small space force with Canada, France,
Germany, the UK and the US.

Overall, Australia has a modest capability to assess
the security implications of imported technologies,
with the best capabilities concentrated largely in gov-
ernment and in several larger corporations. The coun-
try contributes significantly to collaborative research
both in the commercial and open-source scientific sec-
tors, and in classified work with its closest intelligence

and military allies.

Cyber security and resilience
Successive Australian governments have made important
efforts to improve national cyber security and the resil-
ience of the country’s critical infrastructure.®® An educa-
tion campaign was launched in 2011 around the ‘top four’
threats to cyber security,” based on a list of mitigation
strategies advocated by ASD. The four became an ‘essen-
tial eight’ mitigation strategies in 2017,
and ASD'’s full list of 35 strategies was
augmented to 38. The programme has
been emulated in the UK and Canada.
By 2020 the government had signifi-
cantly improved its cyber-security
guidance for all sectors.®

The state of Australia’s national
cyber security has been well docu-
mented in numerous government
statements, several of which have
found significant weaknesses in the government’s
own practices. The Australian National Audit Office
has identified considerable recalcitrance on the part of
government agencies when it comes to upgrading their
cyber security — for example, its 2018 audit of three gov-
ernment agencies revealed that only one was compliant
with the ASD top four, which were not even a particu-
larly rigorous set of standards,® and in 2019 it found
that the Australian postal service had not been able
to manage cyber-security risks effectively.>* In 2020, a

parliamentary committee called for more reviews of
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cyber security in government departments because of
a continuing shortfall in compliance.>* Nevertheless,
Australia was ranked tenth out of 175 in the 2018 Global
Cybersecurity Index compiled by the International
Telecommunication Union (ITU).»

In 2016 the government created a cyber-security
‘growth centre’ to drive better national performance and
reduce the levels of dependence on imported ICT equip-
ment and foreign workers.> Now
called AustCyber, it provides regular
updates on the global competitive-
ness of the country’s cyber-security
sector.3* Its 2019 update, which was
notably sober in tone, reported that
‘Australian demand and employment
is dominated by outsourced cyber
security services, and more than three-
quarters of this market is controlled
by foreign companies’, even though
these operated mostly ‘from local bases and employ-
ing Australians’.>> Such shortcomings are not surprising
given that most members of the G2o — including China,
France, Germany, Japan, Russia and the UK — also rely
very heavily on foreign-made ICT. The document also
assessed that ‘several hurdles are making it difficult
for Australia to fully harness existing advantages and
develop a sizeable worldclass cyber security sector’.

The 2019 AustCyber update concluded that Australia
needed to address its skills shortage in the cyber-security
sector, do better at R&D, improve the business environ-
ment for start-ups, improve access to global markets, and
develop credible metrics to assess the development of the
sector and its economic impacts on the broader econo-
my.** To make those steps a reality, the report urged the
creation of a more advanced and resilient cyber-security
mindset. If such changes are made, many in the policy
community see Israel as an exemplar of what Australia
could achieve.

The 2016 cyber-security strategy did not have sufficient
funding to properly address the problems it identified.>
One area that needed more attention was digital literacy,
especially in tertiary (post-secondary) education - the
strategy promised only A$3.5m (US$2.7m) over four
years for its main initiative in that area, a programme

for academic centres of excellence.?® AustCyber reported

Many in
the policy
community
see Israel as an
exemplar of what
Australia could
achieve

in 2019 that the skills shortage was more severe than
initially imagined.® By 2020 the government had real-
ised that a cyber-security workforce of the necessary
size would not be created without immigration, so it
has introduced radical new visa programmes to entice
workers from abroad into the field.* But Australian
universities’ response to the new opportunities and
demand for cyber-security education could not match
the government’'s ambition, particu-
larly since the government was not
prepared to invest sufficient funds.
The 2020 Cyber Security Strategy
invested more heavily in workforce
development, education and commu-
nity initiatives, providing A$som
(US$35m),# but this is unlikely to give
universities much incentive because
the government prefers community-
and business-based solutions.
Australia has moved towards a more coherent pol-
icy and legislative framework for cyber security and
resilience, but the changes need to be reflected in bet-
ter governmental coordination and more consistent use
of standardised tools. The country has not yet made
adequate investments to defend against the most seri-
ous potential threats.+ Its providers of critical national
infrastructure appear not to have a sufficient under-
standing of the risks and the situation is aggravated by
a shortage of personnel with the relevant skills, includ-
ing at board level.# However, such issues are common

to all the countries studied in this report.

Global leadership in cyberspace affairs

Australia has taken an active role in the management of
cyberspace issues within the framework of several inter-
national organisations, including the United Nations,
ITU, Association of Southeast Asian Nations (ASEAN)
and Asia-Pacific Economic Cooperation group. A prime
example was its role as co-chair of a working group on
cyber security in the ASEAN Plus framework. It has
always cooperated closely with its allies in this regard,
based on the principle laid out in its 2016 Defence White
Paper that, despite having no shortage of resources,
it could only deliver national security effectively by

working with partners.# In 2017, following the example
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of other countries such as the US and China, Australia
published an International Cyber Engagement Strategy
addressing all diplomatic aspects of cyberspace manage-
ment, including cyber crime, digital trade, cyber security,
human rights, privacy and international security.* The
most innovative part of the strategy was the emerging
commitment, shared with its closest allies, to undertake
active defence in cyberspace, involving the setting of
expectations for state behaviour, practical confidence-
building measures and responding to unacceptable
behaviour by states.# Australia has also participated in
the UN Group of Governmental Experts on cyberspace
security, including by chairing it from 2013-15.4

Australiahas beenimplementing amodest programme
of capacity-building for cyber security in Southeast Asia
and the South Pacific since 2016. This has probably
achieved the greatest impact in partnership with other
donor governments, rather than in the projects delivered
solely by Australian providers, but the effectiveness of
some aspects of the programme is open to question. It is
arguably unrealistic to aim to build cyber-security capac-
ity in states with very low levels of economic develop-
ment in the ICT sector, scarce resources for education
and only very few officials in cyberspace-related roles.
Countries as poor as Cambodia or Laos, or the micro-
states of the South Pacific, are less likely to profit from
such projects than Indonesia or Vietnam.

The country has aligned more closely than most
other US allies with Washington’s move to exclude the
Chinese company Huawei from national 5G networks,
and was in the vanguard of international lobbying to
that effect.#® In August 2018 it became the first Five
Eyes member to advise its telecoms operators to avoid
purchasing 5G equipment or services from Huawei.
This not only soured relations with China but also put
Australia at odds with the UK and Canada on the issue
for almost two years. The extent to which the deci-
sion was the outcome of broader geopolitical concerns,
rather than specific technical issues, remains unclear.

Australia has been opposed to China’s increasing
investment in the ICT sectors of regional countries,
especially in the South Pacific — a position demonstrated
most strikingly in 2018 when it successfully pressured
the Solomon Islands to abandon a deal with Huawei for

an undersea cable to Australia in favour of a deal that

excluded all Chinese companies.# It has not had simi-
lar success with Papua New Guinea, which is reliant
on Australian aid but determined to resist pressure to
abandon Huawei.>

The country conducts bilateral and multilateral dia-
logues on cyberspace affairs, including with Canada,
China, India, Indonesia, Japan, New Zealand, South
Korea, the UK and the US. The US-Japan-Australia tri-
lateral dialogue is particularly important as a way for
Canberra to signal its positions on internet freedom and

malign behaviour by states.

Offensive cyber capability

In 2016 Australia officially avowed that it possessed an
offensive cyber capability and had used it against the
Islamic State (also known as ISIS or ISIL).>* The head of
ASD confirmed in 2019 that those operations had been
conducted jointly with coalition partners and that the
Australian dimension, under the direction of the ADF’s
Chief of Joint Operations, involved both the degrad-
ing of Islamic State battlefield communications and an
online influence operation.”> He added that the coun-
try’s capabilities would also be directed at ‘organised
offshore cyber criminals’.5> Australia has also provided
support to the US Cyber Deterrence Initiative, which
involves public attribution of foreign attacks and
engagement in cyberspace to disrupt them. Australian
offensive cyber operations are conducted in accordance
with the country’s understanding of international law
and are closely scrutinised by a growing number of
government lawyers specialising in the field.

In its five-year corporate plan published in 2019,
ASD reiterated its mission on offensive cyber opera-
tions, linking it to domestic requirements (countering
cyber crime) as well as to warfighting needs.>* The plan
aimed to build a world-class offensive cyber capability>
while emphasising that ASD’s ability to conduct opera-
tions would be underpinned by its close international
partnerships.s®

Overall, Australia has effective offensive cyber capa-
bilities. Its close partnership and joint operations with
the US and the UK secure its place in the front rank of
states in terms of offensive cyber, while its membership
of the Five Eyes alliance provides it with the enhanced

intelligence and situational awareness needed for
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top-end operations. At the same time, in terms of

resources and available personnel, Australia does not

match the capabilities of its senior allies.

In common with all other states, the biggest con-

straint on Australia’s offensive cyber capability may

Notes

well be the limited extent of its national skills base and

pipeline. ASD official documents regularly allude to this

challenge, and many of its public statements, including

revelations of offensive cyber operations, are accompa-

nied by recruitment appeals.
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