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Executive Summary

This report provides an initial assessment of efforts to
strengthen modern civil defence in Europe. Faced with
a radically altered threat landscape — characterised by
the convergence of conventional armed conflict, intensi-
fying strategic competition and accelerating technologi-
cal disruption — European nations have acknowledged
the need to build up their physical and non-physical
defences and resilience across multiple domains and
sectors. The positive news is that developing ‘civil
defence 2.0” concepts and systems is now firmly embed-
ded on most European countries’ political agendas,
with the European Union and NATO also dedicating
more institutional resources to this critical requirement.

However, the principal finding of this joint report
by the IISS and the Swedish Defence Research Agency
is that Europe remains a patchwork of resilience, with
some countries having built stronger, more durable
systems and others still facing chronic vulnerabilities.
While most European governments have recognised
the threat of Russia’s (and China’s) unconventional
warfare, they are struggling to fund and implement the
necessary whole-of-society civil defence.

Nordic total-defence models like those pursued by
Sweden and Finland provide a strong conceptual blue-
print. But, as the report sets out, even in these advanced
countries, actual readiness is hampered by the challenge
of implementing the necessary reforms. Indeed, any pre-
paredness model in Europe will likely encounter several
fundamental challenges when trying to build long-term,
structured resilience. The first, and perhaps most funda-
mental, is that of coordination, both civil-military and
civil-civil. While most European armed forces are rela-
tively homogeneous entities with a defined chain of com-
mand, whole-of-society civil defence does not involve a
single organisation but a plethora of actors, including
government agencies, regional and local municipalities,
private businesses and different parts of civil society.
This heterogeneity makes national and international
coordination in Europe complex and cumbersome at

best. Even if a coordinating body exists, to be effective

it must have clear mandates and adequate knowledge
of all the sectors and aspects that make up civil defence.

Moreover, the move away from a ‘just-in-time’ to
‘just-in-case” principle of civil defence, particularly in the
context of logistics and supply chains, requires operation-
alising preparedness by design across institutions, infra-
structure and procedures. The necessary design choices
—such as diversification, flexibility and modularity redun-
dancy —require much stronger private-sector engagement
in civil defence. But while the public—private partnership
backbone of civil defence has been strengthened in some
European countries, it remains weak in others. Moreover,
while the EU has moved to establish common standards
and greater incentives, the preparedness-by-design con-
cept is likely to fail across Europe without deep engage-
ment at the national and regional levels, across critical
sectors and ultimately among citizens.

Alongside enhancing the resilience of physical
assets, European countries know they must strengthen
civil defence in the cognitive domain. Indeed, public
trust in Europe behaves like critical infrastructure: it is
built slowly but can be lost quickly. The modern infor-
mation environment represents a structural break from
the Cold War era, from a system of regulated gatekeep-
ers to a world increasingly governed by algorithms.
Adversaries seek to exploit the cognitive domain to
paralyse decision-makers. As a consequence, since 2022,
European civil-defence doctrine has undergone a para-
digm shift, moving from a merely reactive posture of
physical-asset protection to the proactive defence of the
cognitive environment and maintenance of public trust.
The establishment of national organisations such as
Sweden’s Psychological Defence Agency is a welcome
step in this direction. But more efforts are needed across
Europe to future-proof societies against hostile cogni-
tive operations aimed at undermining public trust.

The report also examines the critical question of fund-
ing. On the positive side, NATO allies have agreed to
allocate 1.5% of their national GDP to ‘defence and secu-

rity related expenditure’, including civil preparedness,
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critical-infrastructure protection and network defence.
Moreover, individual European countries such as
Germany and Sweden have significantly increased
their financial investments in measures to strengthen
national civil defence. More broadly, countries across
Europe are investing in resilience and looking to fol-
low the example of states that have already established
models and avenues for funding.

However, differences between national approaches,

varied definitions of what constitutes ‘dual-use’ or

defence-related spending, and the lack of an agreed
minimum-viable level of resilience make it difficult
to accurately track and measure these investments at
both the national and institutional level. Until the 1.5%
requirement clearly defines what will or will not be
counted, European countries may stretch the defini-
tion to include items that do not contribute to overall
defence and resilience. There is also little incentive to
align this spending with wider European resilience, as

opposed to funding that supports national priorities.

4 The International Institute for Strategic Studies



Introduction

Europe is in a period of profound instability. European
allies and their international partners face a radically
altered threat landscape, characterised by the con-
vergence of conventional armed conflict, intensifying
strategic competition and accelerating technological
disruption. In this era of instability, traditional, reac-
tive mechanisms of crisis management are no longer
sufficient; instead, there is an imperative to build and
strengthen the physical, institutional and psychological
foundations of modern civil defence. European govern-
ments are therefore in the process of developing whole-
of-society approaches which elevate civil preparedness
alongside military defence, ensuring the continuity of
vital societal functions under extreme stress.

At the centre of this instability is Russia’s full-scale
invasion of Ukraine, which has precipitated the largest
conflictin Europe since the Second World War. However,
the Kremlin’s aggression is not confined to Ukraine’s
battlefields. Russia’s unconventional war deploys
a spectrum of hybrid campaigns against European
states. These operations combine cyber attacks, eco-
nomic coercion, Foreign Information Manipulation and
Interference (FIMI) and the targeted sabotage of critical
physical and digital infrastructure.! In Europe’s highly
interconnected societies, these disruptions disregard
national borders; a localised attack on a single vulnera-
bility, such as an undersea data cable, a national-power
grid or a transport node, can produce severe cascading
effects across national borders and vital sectors, includ-
ing energy, healthcare and transport.? This cascade risk
blurs traditional boundaries between war and peace,
combatant and non-combatant, and internal and exter-
nal security.?

Addressing these complex vulnerabilities demands
a fundamental redesign of how European states and
society prepare for, mitigate and deter crises. This
IISS report, produced in cooperation with the Swedish
Defence Research Agency in the context of the inaugu-
ral IISS Stockholm Civil Defence Forum, assesses the

principal approaches to and challenges for advancing

modern civil defence in Europe. By evaluating estab-
lished frameworks, notably the Nordic ‘total-defence’
models, and integrating lessons learned from recent
multinational shocks, the report explores the vital com-
ponents of comprehensive resilience. It examines the
challenges of institutionalising civil-military coopera-
tion; leveraging public—private partnerships to secure
critical supply chains; and fostering psychological read-
iness among populations, ultimately aiming to provide
a collaborative blueprint for safeguarding European
stability in an era of persistent threat.

The principal finding of this report is that Europe
is a patchwork of resilience, with some countries hav-
ing built strong, durable systems and others still facing
chronic vulnerabilities. While European governments
have recognised the threat of Russia’s unconventional
warfare, they are struggling to fund and implement the
necessary whole-of-society civil defence. The Nordic
total-defence models provide a blueprint, but, as the
report sets out, actual readiness is hampered by the
challenge of implementing the necessary reforms.

Europe’s resilience efforts face a bottleneck of bureau-
craticinertia, limited public-private coordination and an
ongoing reluctance to fully fund the necessary changes.
As the United Kingdom’s chief of the defence staff
recently admitted, decades of enjoying a post-Cold War
‘peace dividend’ have left Western militaries and civil
societies structurally unready to sustain a full-scale, high-
intensity conflict.* Chapter One sets out how European
civil defence is undergoing a conceptual and structural
renewal. European states are moving away from the
narrow, post-Cold War focus on reactive civil protec-
tion and returning to whole-of-society or total-defence
models.® As exemplified by the Finnish, Norwegian and
Swedish approaches, modern civil defence operates as
a strategic pillar alongside military defence, structured
around four primary objectives: protecting the civilian
population; safeguarding essential public services; pro-
viding civil support to military operations; and main-

taining the psychological will to defend.®
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But implementing this approach entails practical
challenges. Unlike military organisations, which rely
on a unified chain of command, civil defence requires
the effective coordination of a highly fragmented land-
scape of national ministries, local municipalities, pri-
vate businesses and civil society. Since modern armed
forces rely heavily on the civilian and commercial
sectors for logistics, telecommunications and energy,
civil-military friction points can rapidly become critical
bottlenecks during a crisis. NATO'’s Article 3 — which
commits member states to maintaining and developing
their individual and collective capacity to resist armed
attack — is thus increasingly important, as civil prepar-
edness becomes a core element of Europe’s collective
defence, rather than purely a domestic-policy issue.”
Overcoming fragmented governance structures and
establishing interoperable civil-military arrangements
will be key challenges for European civil defence.

Addressing the structural vulnerabilities of the mod-
ern security environment requires a fundamental rede-
sign of European societies and economies. Chapter Two
examines the concept of ‘preparedness by design’ as set
out in the European Union’s March 2025 Preparedness
Union Strategy, based on the notion that resilience
should be built into laws, infrastructure and procure-
ment from the outset.® In practice, this requires policy
and investment choices to be tested against two criti-
cal questions: ‘does it make Europe safer?” and ‘will
it hold up under stress?’. To operationalise this, the
EU proposes integrating a mandatory security-and-
preparedness check into its ‘better regulation toolbox’
to evaluate future legislative impacts comprehensively
and avoid creating new vulnerabilities.’

The aim is to shift from the ‘just-in-time’ supply-
chain models which have prioritised hyper-efficiency
in a globalised economy to a ‘just-in-case’ frame-
work that values redundancy, modularity and shock
absorption. While the shift from just-in-time to just-
in-case may be clear to defence planners, it creates
a significant tension between efficiency and resil-
ience for businesses, as business owners consider the
trade-offs of maximising investment profitability and
maintaining market competitiveness in the face of
government regulations requiring them to meet new

resilience objectives.

Much of Europe’s critical infrastructure, including
for essential goods and services like energy, telecommu-
nications, transport and water, is either owned or oper-
ated by private businesses. To that end, public—private
cooperation is a core operational requirement of mod-
ern civil defence. European governments should deter-
mine which preparedness duties belong at the national
level and which are collective European liabilities, and
how to legally and financially incentivise private opera-
tors to maintain manufacturing facilities and dual-use
civil-military infrastructure.'

As physical and digital infrastructures are hardened
across Europe, Russia and China are increasingly tar-
geting cognitive security. Chapter Three of the report
explores the challenges for Europe’s evolving informa-
tion environment and the impact of FIMI - a coordinated,
operational activity deployed as a strategic instrument of
foreign policy." Russia and China are increasingly using
deepfakes, Al-generated synthetic media, and psycho-
metric profiling to distort European public perception
and engage in reflexive control — feeding selected cues
and competing explanations to slow sense-making and
force late or inconsistent choices."?

Maintaining and sustaining public trust in Europe is
a critical strategic asset. Trust can be built slowly but
lost rapidly, risking operational paralysis; people who
do not believe institutions will not follow guidance dur-
ing a crisis. Protecting the European cognitive domain
requires a shift from reactive debunking to proactive
pre-bunking and psychological inoculation, aiming to
harden citizens against manipulation.” Rather than cor-
recting specific false claims, this requires educating the
public on the underlying tactics used to deceive them,
such as emotional manipulation or false dichotomies.
To operationalise this approach, several European
states have established dedicated institutions, including
Sweden’s Psychological Defence Agency and France’s
Viginum, tasked with fostering societal resilience and
proactively warning the public about emerging influ-
ence campaigns before they take root.

The final chapter sets out the challenges for European
governments’ funding of civil defence. NATO allies
have committed to spending 1.5% of GDP on broader
security and resilience efforts, such as protecting criti-

cal infrastructure and enhancing cyber security and civil
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preparedness.’* The EU has also formulated the goal of
dedicating a significant portion of its multi-annual budget
to security and crisis preparedness, further illustrating
the scale of the financial requirement for Europe’s civil
defence.”” Guided by the benchmark in Sauli Niinistd’s
2024 report for the EU (hereafter the Niinistd Report) to
dedicate at least 20% of the proposed €2 trillion 2028-34
EU budget to security and crisis preparedness, EU and
national policymakers are planning unprecedented
surges in resilience funding. However, these ambitious
allocations simultaneously expose Europe’s persistent
structural shortfalls; despite these record funding pro-
posals, the European Commission estimates that an
additional €500 billion in broad defence investment and
€100bn specifically for adapting priority transport corri-
dors will be required over the next decade just to credibly

face high-intensity threats."

While these investments represent a significant fis-
cal burden, the cost of non-preparedness is signifi-
cantly higher than that of early mitigation. For example,
weather- and climate-related extreme events cost EU
member states €822bn between 1980 and 2022, with
over €208bn, or 25%, of the costs falling between 2021
and 2024. Reactive crisis response invariably results in
economic, societal and human losses. The aim of pro-
active investment in disaster-resilient infrastructure,
sovereign technological capabilities, and public—private
cooperation is not only to mitigate vulnerabilities but
also to enhance overall economic competitiveness and
strategic autonomy.

Consequently, until governments bridge the gap
between rhetoric and actual financial commitments,
European civil and military resilience will remain a

fragile patchwork rather than a credible deterrent.
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1. Civil Defence: Preparing for a New

Reality in Europe

In 2024, the Swedish government published the bro-
chure ‘In Case of Crisis or War’ (‘Om krisen eller
kriget kommer’), offering practical instructions as
well as describing the core principles of total defence.'
Distributed to all residents of Sweden, the brochure
emphasised that everyone must do their part to defend
Sweden’s independence and democracy. In 2026, a ver-
sion of the brochure aimed at Swedish business owners
was published, emphasising the importance of main-
taining essential trade and production in the event of
crisis or war.?

This whole-of-society approach to defence dates
back to the experiences of both world wars. Observing
how warfare had targeted civilians as well as econo-
mies, Swedish policymakers argued that a truly modern
defence demands contributions from every part of soci-
ety.? This conclusion remains the foundation of Swedish
total-defence thinking.

The concept of total defence consists of two pillars:
military defence, led by the Swedish Armed Forces, and
civil defence, involving a wide range of actors and coor-
dinated by the Swedish Civil Defence and Resilience
Agency. Within European strategic thinking, Russia’s
full-scale invasion of Ukraine in 2022 has revived inter-
est in civil-defence concepts, with particular atten-
tion to Nordic ideas of total defence and the strategic
importance of a whole-of-society approach. This is also
informed by the principle of resilience rooted in Article
3 of the North Atlantic Treaty, which mandates member
states to “maintain and develop their individual and col-
lective capacity to resist armed attack’.*

This

approach that forms the basis of Sweden’s civil defence,

chapter introduces the whole-of-society
relating it to similar concepts such as civil preparedness
and civil protection. In this context, the Swedish case
may be of interest to other European nations in search
of a framework for including societal resilience and
civil actors in (total) defence planning. This chapter also
sets out to explore the significant challenges that total-

defence planning presents, namely coordinating a wide

range of public and private actors, responding to hybrid
warfare, and utilising civil defence for resilience as well

as deterrence purposes.

Civil defence 2.0

The language of readiness and defence varies across
nations and international organisations. NATO uses the
term civil preparedness, denoting resilience and the provi-
sion of support to military operations in war. In the EU,
the key concept of civil protection is rooted in crisis man-
agement and disaster relief in peacetime (even though
recent EU preparedness strategies include war scenar-
ios). Neither the EU nor NATO defines civil defence. To
some, civil defence is a historical concept, while others
may associate it with international humanitarian law
(IHL). In Sweden, the development of a comprehensive
civil defence during the Cold War represented a small
state’s answer to the prospect of total war. Civil defence
in this context was used as a shorthand for the ‘civilian
parts of total defence’.

In simple terms, the civilian parts consisted of civil
protection (rescue services, shelters, warning systems
and other protective measures); economic defence
(ensuring security of supply and material readiness);
and psychological defence (ensuring mental readiness
and defence will).” The primary objective was deterrence:
through the combination of robust and well-organised
civil defence and extensive military capabilities, a poten-
tial attacker was to be convinced that the cost of aggres-
sion would outweigh the benefits. If the country were
nevertheless attacked, civil defence would support the
armed forces, aid and protect the population, ensure
access to vital supplies and services, and uphold the will
to defend the country — goals that remain at the core of
Sweden’s resumed civil-defence planning.®

Sweden’s Cold War civil-defence system did not
evolve from a single, overarching strategy. Its devel-
opment process was, in important respects, iterative:
requirements and priorities shifted with changing

threat assessments and lessons drawn from exercises.”
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In THL the concept of civil defence is narrower. The
Geneva Conventions (and their Additional Protocols)
describe it in terms of specific tasks intended to pro-
tect the civilian population, support recovery, or pro-
vide the conditions necessary for survival. These tasks
include evacuation, the provision and management of
shelters, blackout measures, emergency accommoda-
tion, and the emergency disposal of the dead. Civil
defence is therefore defined by what is done, not by
which organisation performs it. Under IHL, civilians
engaged in civil-defence work must be respected and
protected. As the International Committee of the Red
Cross notes, civil defence ‘reflects the desire of those
who made international humanitarian law to mitigate
the loss, damage and suffering inflicted on civilians as
a result of the dramatic development of methods and
means of warfare’.?

After the Cold War, most Western European coun-
tries, including Sweden, made extensive defence-
spending cuts. While the Swedish military remained
as a scaled-back force, focused on international mis-
sions, civil defence was all but abolished. Instead, the
focus turned to peacetime crisis preparedness.” Of the
old model for civil defence only the legal framework
remained, as the gradual withdrawal of planning and
resources emptied it of practical significance. The
Russian invasion of Ukraine in 2014 was a late wake-
up call, prompting Sweden to resume its total-defence
planning.' The funding provided by the 2015 and 2020
defence bills mostly allowed for planning, exercises and
knowledge building, with funding for more extensive
measures secured after the full-scale Russian invasion
of Ukraine in 2022.

Sweden is currently developing a new total-defence
model, building on the core principles of the old one but
modernising its implementation and contents. This build-
up presents challenges regarding knowledge, resources,
personnel and planning. While the direct threat of war
has been driving this development, civil defence neces-
sitates a broad understanding of a range of threats and
problems, from blackouts to economic warfare and from
sabotage to full-scale war."" Against this background,
and also in relation to NATO’s work on resilience and
civil preparedness, the concepts of total defence and civil

defence have gained increased attention.

The Swedish model

Civil defence in Sweden refers to ‘the civilian activ-
ity that agencies, municipalities and regions, as well
as individuals, companies and the civil society and
others undertake to prepare Sweden for war’."> The
Swedish government summarises the overall objec-
tive of total defence as ‘deterrence from war and safe-
guarding freedom’.” More specifically, the goal is to
have the capability ‘to defend Sweden and our popula-
tion against armed attacks, assert our country’s inde-
pendence, sovereignty and territorial integrity, and
contribute to the defence of Allies’.** Civil defence is
not, however, limited to matters of civil-military coor-
dination. The objective of civil defence is to have the
capability to:

B safeguard the most essential public services;

B contribute to the military-defence capability
within the framework of NATO's collective
defence and other duties;

B protect the civilian population; and

B maintain Sweden’s will to defend itself and

society’s resilience to external pressure.

Everyone who lives in Sweden and is between
the ages of 16 and 7o is legally obliged to contribute
to total defence in case of war." This can be fulfilled
through military conscription (in the armed forces),
civil conscription (reactivated during the last few years,
for example in the rescue services and in the mainte-
nance and repair of the electric-power supply), or gen-
eral national service (either by continuing to do one’s
normal work or by carrying out tasks decided by the
authorities). Both forms of conscription, as well as gen-
eral national service, are gender neutral, meaning that
both men and women are called to serve."”

Beyond conscription, the idea of total defence has
always been seen as dependent on strong grassroots
backing and involvement, rooted in widespread pop-
ular support.’® Typically, defence bills (past as well as
present) have emphasised that total defence concerns
the entire Swedish population, stressing the importance
of individual agency and preparedness. At the same
time, the state has recognised that some guidance in
this context may be helpful, resulting in the mass dis-

tribution of preparedness brochures (which were first
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published during the Second World War). In the most
recent brochure, ‘In Case of Crisis or War’, distributed
to all Swedish households in 2024, the Swedish Civil
Defence and Resilience Agency emphasises that free-
dom must not be taken for granted: ‘Our courage and
will to defend our open society are vital, even though it
may require us to make certain sacrifices.””

The government can declare a state of heightened
alert in the event of war or the threat of war.? If it does
so, specific wartime legislation comes into play. This
legislation includes the possibility of commandeering
private property for use in the war effort; mobilising
conscripts (both military and civilian); implementing
general national service; and making changes to admin-
istrative routines in the public sector.”!

In peacetime, civil-defence activities consist of pre-
paredness planning and measures that increase capa-
bilities. Even though, as mentioned above, Swedish civil
defence is not an organisation, this planning must still
be organised.” In 2022, the government decided on a
new structure for Sweden’s civil defence, based on 12
sectors, ranging from energy and food security to com-
munications and civil protection.”

There is also a geographical structure, consisting of
four levels: municipalities (local level), county admin-
istrative boards (regional level), civil defence regions
(higher regional level, new since 2022) and, at the
national level, the government. Each level coordinates
actors within their geographical area. Although some
guiding principles have been agreed, much remains to
be worked out regarding the relationship between the
sectorial and geographical structures.” However, one
possible interpretation is that the sectors should work
to ensure that the conditions are in place to continue to
produce the necessary goods and services in states of
heightened alert, while the actors within the geographic
chain of command should work to prioritise the use of
these resources and also coordinate civil-defence activi-
ties within their geographical areas.”

The national task of coordinating all of these actors
and levels, inter alia through support and direction, has
been given to the Swedish Civil Defence and Resilience
Agency.” This body is also tasked with involving
the business sector in the development of Sweden'’s

resilience, which requires coordination with new EU

initiatives concerning, for instance, economic secu-
rity and supply preparedness.” As a NATO member,
Sweden’s total defence, including its civil defence, is

also being developed in line with NATO guidelines.”

Overlapping concepts of civil
defence

Although the term civil defence is historically well
known in many European countries and is associ-
ated with the Second World War, Sweden’s use of the
term with a broad ‘whole-of-society” meaning stands
out. Finland’s notion of ‘comprehensive security’ is a
close Nordic counterpart, as is Norway’s total defence
(although the particular terminologies differ).?’

NATO's “civil preparedness’ is linked to resilience
and rooted in Article 3 of the North Atlantic Treaty,
which states that NATO members will ‘maintain and
develop their individual and collective capacity to resist
armed attack’.*® Civil preparedness serves three core
functions within NATO: continuity of government,
continuity of essential services to the population, and
civil support to military operations. These functions are
translated into seven baseline requirements for national
resilience, against which Allies can assess their levels of
preparedness.’ The baseline requirements do not carry
the legal force of EU regulations and directives, but they
function as practical guidance and a reminder that resil-
ience depends on resources for civil preparedness as
well as military capability.

While NATO'’s understanding of civil preparedness
appears broad, the definition is in fact narrower than
comparable concepts, including the Swedish version of
civil defence. The core of Article 3 is aimed at ensuring
operational capability for the benefit of the Alliance’s
overall military objectives. By comparison, the EU
Preparedness Union Strategy does recognise the impor-
tance of such civilian support to military operations
but also emphasises the civil objective of protecting the
population, even sometimes reversing the direction of
support, noting that there are situations when military
support to civil society is required (even in war, as will
be further discussed below).

The EU’s concept of civil protection refers to the coor-
dination of disaster response.® Efforts are now being

made to move the EU towards a less reactive and more
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proactive preparedness culture, adopting an all-hazards
approach that recognises ‘the possibility of armed
aggression, affecting one or more Member States’.®
This is set out in the Preparedness Union Strategy,
launched by the European Commission in 2025, which
aims to ‘bring added value to Member States actions,
namely by complementing national efforts, enhancing
coordination and efficiency and fostering a culture of
preparedness and resilience’.** Building on three prin-
ciples — an integrated all-hazards approach, a whole-of-
government approach and a whole-of-society approach
— the EU’s concept of preparedness therefore closely
resembles the Swedish understanding of civil defence.

In particular, the strategy’s whole-of-society
approach, defined as ‘an inclusive culture of prepared-
ness and resilience involving citizens, local communi-
ties and civil society, businesses and social partners as
well as the scientific and academic communities’, aligns
with the Swedish idea of comprehensive civil defence,
which involves every part of society.*

Using the four goals of Swedish civil defence — protect-
ing the population, civil support to military operations,
continuity of vital functions, and psychological readi-
ness — as a reference point, the differences between major
preparedness concepts become clearer. Civil defence
as understood in IHL is centred on protecting civilians,
whereas NATO’s concept of civil preparedness places
greater emphasis on civil support to military operations
and the continuity of vital functions.*® The EU’s prepar-
edness concept, by contrast, encompasses all four goals.

When considering preparedness even more broadly,
anadditional category would be military support to civil
society. For instance, as noted by the EU Preparedness
Union Strategy, civilian authorities may need military
support in scenarios such as extreme-weather events
and hybrid and cyber attacks.’” Moreover, as pointed
out in Swedish total-defence doctrine, civil society may
also need military support in war situations. Classic
examples include the use of naval escorts to protect
merchant fleets and enhanced protection of criti-
cal assets. A core idea of total defence (as it has been
phrased in Sweden) is that civil and military defence
are mutually dependent.®®

Psychological resilience, understood as the mental

readiness of citizens to cope with crisis and war, has

long featured in Swedish and Finnish preparedness
thinking. This is underscored in the Swedish defence
bill, which defines sustaining the nation’s will to defend
itself and society’s resilience to external pressure as an
objective of civil defence. In the EU context, this goal is
comparatively new and more loosely framed.

The Preparedness Union Strategy nevertheless calls
for a shift in Europe’s preparedness culture, grounded
in the premise that a threat to the sovereignty of any
member state affects the integrity of the Union as a
whole. Sauli Niinistd, whose report informed the strat-
egy, notes that security is understandably perceived
first in regional terms, but argues that today’s threat
environment requires the EU to be able to sustain vital
societal and institutional functions under all circum-
stances, including armed aggression and other extreme
contingencies.” President Ursula von der Leyen has
echoed this, arguing at the World Economic Forum that
‘Europe needs to adjust to the new security architecture
and realities that we are now facing’. A new security

strategy is expected later in 2026.%

Civil defence in flux

There are several fundamental challenges that any pre-
paredness model will likely encounter when trying to
build long-term, structured resilience. The first, and
perhaps most fundamental, is that of coordination, both
civil-military and civil-civil. While most nations’” armed
forces are fairly homogenous entities, with a defined
chain of command, civil defence with a whole-of-
society approach is not one organisation but a plethora
of actors, including government agencies, regional and
local municipalities, private businesses and different
parts of civil society. This heterogeneity makes coordi-
nation complex and cumbersome at best. Even if a coor-
dinating body exists, to be effective it must have clear
mandates and adequate knowledge of all the sectors
and aspects that make up civil defence.

Coordination was also a persistent challenge in
Sweden’s Cold War civil-defence system. *' Many subse-
quent reforms during this era were intended to address
perceived shortfalls in coordination. The problem has
been, and remains, compounded by Sweden’s model of
governance, which is built on cooperation between inde-

pendent authorities rather than command. Uncertainty
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also persists over what mandates lead agencies should
hold, both in peacetime and in crisis and war, to direct
and align coordination efforts. Finally, while elements
of the legal framework for the geographical structure
are set out across several statutes, the ‘civilian chain
of command’ is not explicitly referred to beyond the
defence bill.** The framework is now being revised, and
a public inquiry has been tasked with analysing some of
these outstanding ambiguities.*

Another challenge is the inclusion of the private sec-
tor in civil defence. Businesses produce most of the
goods and services necessary for a war effort and the
survival of the population, while also generating essen-
tial tax revenues. During the Cold War, a large number
of Swedish businesses, big and small, were contracted
either to continue their production of specific goods and
services or to adapt their production to other products
necessary for the war effort. Representatives from pri-
vate businesses were also expected to take up leading
positions in important wartime agencies.* This close
relationship was based on a business environment oper-
ating mainly under national laws and regulations. The
last decades have, however, seen an accelerated interna-
tionalisation of businesses and a globalisation of supply
chains, as well as the privatisation of formerly public
services such as electronic communications, energy
supply and distribution, and rail transport. Businesses
today act largely in an international market and under
EU competition law. However, a recent public inquiry
in Sweden presented proposals that included ‘security-
of-supply contracts’ with private companies, based on
a combination of voluntary and mandatory measures
acceptable to EU legislation.** Another possible way for-
ward could be the development of common European
regulation on certain aspects of the involvement of pri-
vate businesses in civil defence, as has been suggested
in the Niinistd Report.*

Finally, there is the question of how civil defence
should respond to peacetime crises, and also to hybrid
warfare. Clearly, Europe must be prepared for a wide
set of threats. If not, various subversive methods can be
used to make Europe change or give up chosen posi-
tions, meaning that fundamental values can be lost
without a shot being fired. Military capabilities alone

cannot prevent, for example, algorithmic polarisation,

economic warfare or electoral manipulation. This reali-
sation makes a whole-of-society approach all the more
necessary, involving broad parts of society in under-
standing what is already at stake in a peacetime setting.
While war has rightly been called the ultimate threat to
our freedom, warfare against democracy, peace and sta-

bility can take many forms.*

Towards a European civil defence

A growing awareness of the dangers in the EU’s secu-
rity environment predates Russia’s full-scale invasion of
Ukraine.*® However, state-sponsored hybrid and cyber
attacks, sabotage targeting critical infrastructure, and
Foreign Information Manipulation and Interference are
now all-too-familiar features of the threat landscape.”
Together with accelerating climate change, disrup-
tive technologies, a challenged international order and
‘the real prospect of full-scale war’, this has driven EU
policy to focus more on preparedness, defence and
security in recent years.*® According to the European
Commission, there is now a choice to be made. Europe
needs to decide whether it wants to ‘muddle through
the years ahead, attempting to adapt to new challenges
in an incremental and cautious way’, or ‘decide its own
future, free from coercion and aggression, ensuring that
the people of Europe are able to live in security, peace,
democracy and prosperity’.!

Defending these values may ultimately require, as
current EU strategies point out, military force. Yet, as
NATO emphasises, military force is not enough: the
function of military capabilities depends on civilian
functionality. This is where the institutional and finan-
cial muscles and mechanisms of the EU become para-
mount, in areas such as critical infrastructure, economic
security, industrial policy, innovation, mobility and
technology. As argued in the Niinistd Report, prepar-
edness should not be seen as a separate, or additional,
policy area in this context, but rather as a way of think-
ing that cuts across all sectors.*

Steps for the practical implementation of the principles
and approaches presented in recent EU strategies seem
less clear. Historically, member states have been reluc-
tant to transfer power to the EU level in the area of pre-
paredness, which is considered a national competence.

The countermove from the European Commission has
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been to clarify the EU’s role in this context, arguing that
the EU level may complement national efforts, enhance
coordination, fill the gaps and provide an economy of
scale when it comes to costly investments. Not everyone
is convinced. Countries in Southern Europe, including
France and Italy, are sceptical about expanding the civil-
protection mechanism to an all-hazards approach entail-
ing civil-military cooperation. Conversely, as of May
2025, eight countries in Northern Europe — Belgium,
Estonia, Finland, Latvia, Lithuania, Luxembourg, the
Netherlands and Sweden — have formed a ‘coalition of
the willing’, affirming the need for such an expanded
model of European preparedness.®

The EU Preparedness Union Strategy can be seen
as an attempt to unify these perspectives under one
umbrella, as it urges the EU to be prepared to handle
the full spectrum of risks and threats, including the pos-
sibility of armed aggression. As reasonable as this may
sound, especially considering Article 42(7) of the Treaty
on European Union regarding mutual assistance in case
of an armed aggression, there appear to be challenges
in combining two different principles: civil protection
(ex-post disaster focus) and civil defence (ex-ante war-
fare focus). However, looking at Nordic models of total
defence, this may be less of a divide than it seems. For

instance, Swedish peacetime crisis preparedness is not

seen as opposed to civil defence; both are recognised as
being based on the same civilian resources and actors,
with additional resources and support needed in case
of the most extreme crises, including armed aggres-
sion. One difference is nevertheless important to note,
relating to deterrence and civil-military cooperation. As
noted above, the goal of total defence has always been
to maintain peace by deterring aggressors from attack-
ing in the first place. This requires a level of strategic
thinking and alliance building that is less prevalent in
civil protection and peacetime crisis preparedness.

In this sense, civil defence is not just an adjunct to
military defence but one of two areas of activity in total
defence, with its own strategic logic. Although one of its
main objectives is to contribute to the military-defence
capability, equally important are the objectives of safe-
guarding essential public services, protecting the civil-
ian population and maintaining the ‘will to defend’
upon which both society and the military inevitably
depend. This is where the whole-of-society approach
becomes a form of deterrence by denial: by harden-
ing the society against intimidation, manipulation and
disruption, the state denies the adversary the leverage
required for coercion. The next chapter maps the infra-
structure of preparedness that enables this, outlining

the principle of preparedness by design.
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2. Preparedness by Design: Building the
Infrastructure for Survival

Modern societies are complex. Vital functions depend
on essential services which in turn depend on critical
infrastructure. For many decades, experts and schol-
ars have discussed the strategic challenges of civil pre-
paredness, whether relating to infrastructure, energy,
transport, trade or the various critical dependencies
between sectors.! Yet recent developments have shifted
the terms of these discussions, with several new EU
strategies calling for a new security mindset and even
a new preparedness culture. Whatever the ultimate
nature of this culture, it will certainly not be purely
reactive. As is clearly stated by the European Internal
Security Strategy: ‘It is not enough to only respond to
crises when they occur.”

The concept of preparedness by design, presented
by the European Commission as the route to a more
resilient Europe, relates to the larger question of what
is important in (and to) modern societies, and how this
should be decided. Modern technologies and the infra-
structure that underpins daily life have been central to
Europe’s prosperity.® Yet in a more contested security
environment, these same systems have become points
of vulnerability, and preparedness has needed to adapt
accordingly.* As the Niinistd Report argues, prepared-
ness is a precondition for protecting citizens, interests
and values in a ‘dangerous world’.> Against this back-
drop, protecting infrastructure is not an end in itself. In
recent EU strategies, it is treated as a means of sustain-
ing vital societal functions, and thereby of safeguard-
ing the social and political foundations of Europe’s
way of life.®

The preparedness-by-design principle is captured
succinctly by Hadja Lahbib, the Commissioner for
Preparedness, who argues that new policies and invest-
ments should be tested against two questions: ‘Do
[they] make Europe safer?’, and ‘Will [they] hold up
under stress?”.”

The EU Preparedness Union Strategy, launched in
March 2025, defines preparedness by design as the

consistent identification of how policy choices affect

preparedness and security.® Coupled with the strategy’s
all-hazards approach, this framing can appear concep-
tually broad, and its practical application is not always
self-evident. Lahbib has described how, when first
asked to take up the portfolio, her initial reference points
were natural disasters such as earthquakes, fires and
floods. She now frames preparedness in terms of ‘mod-
ern aggression’, encompassing incidents such as drone
incursions over sensitive sites, sabotage of transport
links, and hybrid pressure directed at critical raw mate-
rials, the information environment, power grids and
supply chains.” At the same time, natural hazards have
not receded. The COVID-19 pandemic, recent floods and
other shocks underpin her insistence that preparedness
must remain genuinely all hazards in scope.

Preparedness by design can encompass a wide
range of measures, from climate adaptation and physi-
cal protection to cyber and economic security. The EU
Preparedness Union Strategy argues that the crises of
recent years should not be treated as ‘isolated or short-
lived” but as part of a broader trend shaped by long-
term political, economic, climatic, environmental and
technological change.”” The implication is that Europe
cannot continue to rely on reactive crisis management.
It must instead reduce underlying vulnerabilities by
building societies and systems that can absorb shocks
and continue to function.

Recent EU documents reinforce this shift in fram-
ing. The White Paper on Defence Readiness argues
that today’s security challenges are ‘strategic in nature
and therefore require a strategic response’.!’ The EU’s
Internal Security Strategy, ProtectEU, similarly empha-
sises the interdependence of internal and external
security, concluding that preparedness must be taken
further and embedded more systematically across pol-
icy and investment choices.

A key observation in this context concerns the
blurred lines between hybrid threats and open warfare.
As described in the ProtectEU strategy, Russia has been

waging an online and offline hybrid campaign against
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the EU, and hostile foreign states and state-sponsored
actors seek to ‘position themselves for maximum dis-

ruption in the future’.”?

Designing the necessary pre-
paredness to prevent and deter such disruptions is a
cross-sectoral matter, involving defence as well as secu-
rity and law enforcement.

Alongside the severity of the threats, preparedness
by design must also consider cost. The cost of reme-
dial action can be reduced if preparedness and resil-
ience considerations are factored in from the start, thus
reducing vulnerabilities.” This logic has a forerunner
in a Swedish preparedness-by-design concept known
in the 1980s by the acronym BIS (‘preparedness consid-
erations in society’).! The idea of BIS was to encourage
planners to take into account preparedness perspec-
tives in new projects related to community and urban
planning. This approach was intended not only to
strengthen the resilience of Swedish total defence but
also to reduce costs in the long run, the idea being that
costly extra-preparedness measures could be avoided if
resilient solutions were created to begin with." To some
extent, defence considerations had always been pre-
sent in Swedish Cold War society, particularly through
the civilian- and economic-defence elements of total
defence.'®* However, as recent research shows, the BIS
initiative, which was discontinued in the 1990s, appears
to have had little practical impact. Explanations range
from a lack of methodology to financing issues."”

This experience demonstrates that robust prepared-
ness is not cost free.’® While resilience investments may
reduce losses over time, preparedness by design, particu-
larly in physical infrastructure, can raise upfront costs.
The underlying logic of the concept nevertheless holds.
Modern societies are highly exposed to disruption, and
the combination of war-related risks and climate-driven
shocks makes prioritising robustness necessary.

Reflecting this shift, the Swedish Civil Defence and
Resilience Agency has issued new guidance on how
total-defence interests should be integrated into com-
munity planning.”” Although the focus is on the built
environment, the guidance also acknowledges that
resilience cannot be treated as a purely physical ques-
tion.” One reason, highlighted by the BIS experience, is
that only a small proportion of society is built or rebuilt

in any given year.* By contrast, digital systems evolve

far more rapidly, creating both new dependencies and
faster-moving vulnerabilities that preparedness by
design must address. %

These observations apply across the EU. Closing the
gaps in the EU ‘resilience ecosystem’, as the Niinistd
Report concludes, means considering both physical and
cyber resilience, the former covered by the Critical Entities
Resilience (CER) Directive and the latter by the Network
and Information Security 2 (NIS-2) Directive.”® These
directives have in part been motivated by the lack of an
agreed understanding of what exactly needs to be pro-
tected, an important prerequisite of any preparedness-by-
design approach. However, not even the CER and NIS-2
Directives combined will necessarily cover all potential
aspects of preparedness by design. Hence, we next dis-

cuss how the broader concept could be defined.

From principle to practice
Operationalising preparedness by design across insti-
tutions, infrastructure and procedures implies design
choices, regarding, for instance, diversification, flexibil-
ity and modularity redundancy.* Greater institutional
flexibility, for example, can strengthen the capacity to
adapt to shocks and respond to unforeseen events. This
logic underpins the Niinistd Report’s recommenda-
tion to embed preparedness by design in the next EU
budget, including mechanisms that enable ‘a faster and
more effective response to unforeseen needs that arise
in the wake of emergencies and crises’.»

At the national level, several approaches amount to
preparedness by design, even if not labelled as such.
Germany’s long-standing efforts to strengthen the
institutional architecture for critical-infrastructure
protection provide one example.”® Finland’s supply
preparedness offers another, notably the systematic
integration of the private sector, emergency stockpiling,
and procedures to monitor and manage supply-chain
disruption.?” A third, more recent case is Sweden’s civil-
defence structure, organised around 12 sectors and six
geographical regions, each tasked with anticipating
risks and developing preparedness within its remit. As
part of Sweden’s total defence, this model also formal-
ises civil-military coordination requirements.

Although the EU does not use the language of total

defence, civil-military coordination has moved up the
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agenda, including through the lens of preparedness by
design. Russia’s war against Ukraine has underscored
the need to move troops and equipment quickly across
Europe, and the extent to which peacetime rules can
impede rapid movement. In response, the European
Commission and the High Representative, in coordina-
tion with the Council, have adopted the Military Mobility
Package 2025, a set of measures intended to enable swift,
coordinated and secure cross-border movement of mili-
tary personnel and equipment.”® By addressing regula-
tory obstacles, infrastructure constraints and capability
gaps, the package introduces a practical, cross-border
civil-military dimension to preparedness by design, a
need also highlighted in the Niinistd Report.”

The above examples (as well as the EU Preparedness
Union Strategy) indicate several key dimensions of pre-
paredness by design. Whether adapted to institutions,
infrastructures or procedures, we have seen that pre-
paredness by design can entail legislation, regulatory
frameworks and funding instruments, but also mecha-
nisms for coordination and for roles and responsibili-
ties more generally. Considering the business sector’s
responsibilities and involvement in today’s critical
infrastructure, private operators would be considered
key actors in most preparedness-by-design approaches.
Moreover, from a European, ‘total-defence’ perspec-
tive, a cross-border, civil-military dimension has also
become paramount. Operationalising these aspects
means that Europeans will routinely have to agree on
infrastructure priorities and on levels of ambitions, as

will be discussed next.

Defining what is essential

Identifying what matters most in modern society, vari-
ously described in policy language as ‘critical’, ‘vital’
or ‘essential’, ought to be straightforward. In practice
it is contested and uneven. Within the EU, comparable
entities are treated as critical in some member states
but not in others, and those that are designated can
face markedly different requirements.®*® If major dis-
ruptions were contained within national borders,
this variation would be largely a domestic issue.
Increasingly, however, disruption can cascade across
borders.” Complex, interdependent systems can there-

fore require burden-sharing, for example, to finance

redundancy or back-up arrangements where no single
state can justify the costs alone.

The CER Directive now provides a clearer basis for
deciding what constitutes a “critical entity’. One criterion
is sectoral: the entity falls within one of the 11 sectors
covered by the directive. Another is cross-border rele-
vance: it provides the same or similar essential services
to or in six or more member states.*> The directive also
clarifies the conceptual framework, focusing less on
‘infrastructure’ in the abstract and more on the essential
services that must be sustained, and on the operators
that provide them.* Since its adoption, the Commission
has also set out a non-exhaustive list of essential ser-
vices. In total, 63 services are identified, such as electric-
ity supply, food-supply chains and healthcare.*

Whether an activity is framed as a ‘service’ or as
‘infrastructure’ can appear semantic. In practice, the
distinction matters. A focus on services and operators,
rather than infrastructure alone, places greater empha-
sis on responsibility and accountability. In implement-
ing the CER Directive, member states must identify the
operators of essential services. This has been described
as a paradigm shift: it requires governments not only to
decide what is critical but also determine who is respon-
sible for sustaining it.*

This brings the private sector to the centre of the
analysis, since many essential services are delivered by
private companies. Yet it cannot be assumed that firms
will automatically know whether they are regarded as
essential to societal functioning, still less what that des-
ignation implies for preparedness obligations. Broad
categories such as ‘critical’, ‘essential’ and ‘vital’ do
not clearly translate to specific business contexts. One
recent Swedish study, examining how to identify trans-
port companies important for total defence, addressed
this by proposing a set of practical screening questions,
including dependencies (who relies on the company’s
services), disruption (what would happen if services
ceased), geography (locations and routes), strategic
value (whether the company sits within a strategically
important supply chain) and time sensitivity.*

Whether the company belongs to a sector identified
as vital is another way of understanding its importance,
but as the study points out, focusing only on listed sec-

tors risks overlooking important activities not covered
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Figure 2.1: Areas covered by the CER and NIS-2 Directives, and additional sectors
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by any sector. This is reflected in the EU Preparedness
Union Strategy, which notes several areas not covered
by the CER and NIS-2 Directives (Figure 2.1). In Sweden,
61 important societal functions have been identified,
and most of these belong to one of 12 preparedness
sectors (examples of functions that do not belong to a
specific preparedness sector include cultural heritage,
education and psychological defence).”

Adopting synchronised preparedness requirements
across the EU will be a work in progress in the coming
years. In fact, this type of work will never be finished,
as technological developments, an evolving European
Union and a dynamic threat landscape will demand

constant adjustments.

Finding the right balance

As the Niinist6 Report argues, preparedness by design
should ultimately be reflected in the way we organ-
ise our economies: ‘“The “just-in-time” principle that

has been at the heart of supply chain management to

maximise cost-effectiveness in an increasingly glo-
balised economy is now being balanced with the need
for greater shock absorption.”® The need for a just-in-
case rather than just-in-time principle has been much
discussed recently, particularly in the context of logistics
and supply chains.* However, these are complex issues
that cannot be resolved simply by replacing one princi-
ple with another. Integrating the concept of prepared-
ness in early design stages when formulating policies,
institutions and systems is not just a question of system-
atically integrating risk anticipation. States must also
find a balance between short- and long-term economic
costs, and between preparedness measures and open-
ness in an interconnected world. If implemented wisely,
preparedness by design could work as a mechanism for
mitigating vulnerabilities and greater shock absorption,
which would ultimately benefit the economy.

One way to frame the challenge of resilience in an
interconnected world is to analyse a country’s exposure

to external shocks against its level of preparedness.®
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Figure 2.2: Four scenarios in terms of the levels of exposure and preparedness of a country
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This can take many forms, including economic, envi-
ronmental and technological exposure.

Economic openness, expressed through capital
flows, cross-border investment and trade, brings clear
benefits. It is associated with growth, greater com-
petition and faster diffusion of technology.* It also
increases exposure to shocks originating elsewhere.
Preparedness, by contrast, refers to the policies, capa-
bilities and arrangements that reduce vulnerability
and improve continuity when disruption occurs. This
does not necessarily require restricting openness, but it
does demand systematic risk management and a clear
approach to absorbing and recovering from shocks.
In a more contested security environment, that task
becomes more pressing.

Exposure to external shocks can be viewed partly
as inherent and partly as amenable to policy choice.*?
By ‘inherent’ exposure we mean structural charac-
teristics that are largely fixed in the near term and

only shift over longer horizons, such as demographic

profiles or natural-resource endowments. The ‘influ-
enceable’ component, by contrast, reflects features
that can be reshaped through political, economic and
institutional decisions.

When structured in an exposure-preparedness frame-
work, four different scenarios can be explored (Figure
2.2).% The ‘best case’ scenario (lower-right frame) refers
to countries with low exposure adopting policies that
enhance preparedness. Countries classified within this
scenario are well insulated from and well prepared to
respond to external shocks. The “worst case’ scenario
(upper-left frame), in contrast, describes countries with
high exposure adopting policies with little prepared-
ness consideration. Such countries would be strongly
affected by shocks. Countries classified into the ‘benign
exposure’ scenario (lower-left frame) have little expo-
sure to external shocks. This low exposure, however,
may tempt these countries to disregard measures to
strengthen their preparedness, leading to complacency

on security issues. Finally, the ‘mitigated exposure’
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scenario (upper-right frame) concerns highly exposed
countries undertaking several actions to strengthen
their preparedness and minimise the negative impact
of external shocks. The assessments of ‘best” or “worst’
relate to overall societal resilience, rather than to the
economy alone.

For a small state with limited scope to shape its
external environment, resilience-building can appear
the only viable course. Yet the choice of measures mat-
ters. For a state heavily dependent on a single supplier
for imports of a critical good, stockpiling may reduce
immediate vulnerability to disruption but it does not
alter the underlying exposure: the dependence on that
supplier. Reducing exposure would require, for exam-
ple, diversifying supply chains or building alternative
sources of supply. The two approaches are not mutually
exclusive, however, and the most robust postures typi-
cally combine both.

In this sense, diversification, or avoiding single
points of dependence from the outset, is a form of pre-
paredness by design. Persisting with a high-exposure
path can be costly if it must be offset through exten-
sive, and often recurring, preparedness measures. Some
exposures will nevertheless be difficult or impossible to
reduce. Where that is the case, a well-designed prepar-
edness strategy can still mitigate the consequences of
external shocks by improving continuity and recovery.

After the Cold War, many European countries, hav-
ing high hopes for a new democratic and liberal world
order, chose to place themselves in the high-exposure-
low-preparedness corner of the framework (to simplify
somewhat). The ambition today is to move towards the
opposite corner of low(er) exposure and high prepared-
ness, reducing Europe’s vulnerability to hostile states
by adopting a preparedness-by-design-principle.

The framework described above clarifies the impor-
tance of preparedness by design in today’s globalised and
open economy. Effective use of appropriate mechanisms
will increase and develop economic as well as societal
resilience, and can therefore be considered a crucial aspect
of consistent and sustainable political governance.* By
integrating the preparedness dimension into infrastruc-
ture, policies and systems and considering Commissioner
Lahbib’s two basic questions the level of national as well

as European resilience could be efficiently increased.

Balancing short- and long-term costs may not always
be easy, however. With the transition from a just-in-
time principle to a preparedness initiated in the early
stages of new projects, and integrated through an entire
life cycle, there is a shift from ex-post-focused to ex-ante-
focused costs. Embedded preparedness ex-ante requires
early investments alongside maintenance costs. The
costs associated with preparedness by design may
therefore be long term, rather than limited to a one-
time expenditure. Conversely, costs would hopefully
be reduced in the event of disaster, as resilient systems
would be less damaged.

This highlights a challenge for policymakers when
it comes to justifying the concept economically. While
the costs for preparedness are immediate and visible,
the benefits are intangible and uncertain. The benefits of
preparedness by design are to a large extent counterfac-
tual and difficult to quantify, as successful preparedness
measures are supposed to reduce the impact of or, ide-
ally, prevent a crisis, such that ‘nothing visible” occurs.
Recent polling indicates, however, that the many dis-
asters and crises to have struck the EU in recent years
have seen an increase in European public support for
preparedness measures.*

The cost challenge nevertheless raises the question
of how to incentivise and encourage operators, not
least private ones reluctant to absorb the economic
costs, to integrate preparedness by design into their
business activities. One option would be to adopt a
carrot-and-stick approach, as suggested in some of the
Niinistd Report’s recommendations. More broadly,
preparedness by design is likely to be advanced
through a mix of incentives and conditionality. On the
incentive side, joint procurement, EU-backed guaran-
tees and wider efforts to mobilise private capital for
preparedness-critical sectors could help steer invest-
ment. On the regulatory side, minimum prepared-
ness requirements, resilience and back-up standards,
and procurement rules embedding preparedness by
design, would create clearer legal obligations and
help ensure that major infrastructure projects incor-
porate security, dual-use potential and stress-testing
from the outset.

Today’s worsening security situation, with the private

sector also affected by geopolitical crises, disruptions
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and external shocks, may make companies more willing to
accept the need for a preparedness-by-design dimension
in society. Noting that prosperity and security have
become more closely intertwined, Niinistd concludes that
there is a growing convergence of interests between the
government and private sector on these issues.
Implementing preparedness by design requires a
collective, multi-level undertaking sustained over time.
While the EU can establish common standards and
incentives, the concept will fail without deep engage-
ment at the national and regional levels, across critical
sectors, and ultimately among citizens. This introduces
a critical governance challenge beyond the familiar

trade-offs between openness and security or short-term

efficiency and long-term ‘shock absorption’: the clear
assignment of responsibility. Determining which ele-
ments of preparedness remain sovereign domestic
duties and which require collective delivery is as vital
as identifying the threats themselves.

In short, while national security remains a core state
competence, domestic resilience is dependent on collec-
tive action through shared interoperability and mutual
support.® The measure of success is whether the EU
and NATO can sustain vital societal functions during
a major crisis, moving beyond fragmented national
responses. Success depends on interoperable arrange-
ments that ensure speed, determination and resilience

when it is needed the most.
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3. Civil Defence in the Cognitive Age:
Protecting the Human Domain

Introduction

For civil defence, information integrity is no longer a
peripheral communications challenge but a decisive
operational capability. In a fast-moving emergency, the
ability to maintain a shared reality is a prerequisite for
physical response; without credible, multi-channel com-
munication to pre-empt the information vacuum, public
trust can quickly evaporate. For example, the severing
of the EstLink-2 submarine cable between Finland and
Estonia in December 2024 by the Eagle S required by early
estimates €50—60 million in repairs, nearly doubled elec-
tricity prices and affected markets far beyond the imme-
diate point of rupture.! But while mainstream media
reported the event as potential Russian sabotage, social-
media posts suggested instead that European countries
had orchestrated the sabotage to justify increased mili-
tary spending and bolstering NATO’s Baltic presence.
These disinformation campaigns sought to deflect blame
from Russia, sow discord among European nations and
undermine public confidence in government institutions
and the private sector.?

This incident illustrates how a real-world shock
creates an immediate information vacuum and an
accompanying window of vulnerability for Western
governments. False attribution and fabricated inside
information can travel further than official statements
that are still being verified. This represents a structural
disadvantage for democratic states, since the incentives
of attention markets often do not align with the incen-
tives of accuracy, with consumers in affected countries
primed to share first and check later.?

As seen in this and similar crises, if European govern-
ments cannot rapidly fill this void with credible, verifia-
ble facts, adversarial Foreign Information Manipulation
and Interference (FIMI) operations will exploit the fog
of war to set a cognitive trap with the aim of spread-
ing narratives that deflect blame and paralyse decision-
making before investigations can even begin.*

The ‘fog of war’ is becoming increasingly challenging

given Europe’s interconnectedness and the vulnerability

of its critical infrastructure. Cross-border supply chains
and tightly networked infrastructure mean that a shock
(be it malign or a natural hazard) rarely remains con-
fined to one state; rather, a severe disruption to energy,
payments, transport or digital systems and services can

quickly cascade across several European countries.

The vulnerabilities of Europe’s
information ecosystem

The April 2025 power blackout in Spain and Portugal
demonstrates the dangers posed by an information vac-
uum. A shortfall in conventional power generation took
power-dependent digital systems offline, disrupting
both civilian and military communications networks.?
Within minutes, a false-attribution cascade spread
online, including claims of a Russian cyber attack that
were then recycled by mainstream channels and ampli-
fied across borders.® Crisis interpretation can therefore
rapidly outrun crisis management, and credible outlets
(in this case CNN Portugal) can become involuntary
repeaters when government agencies cannot provide
early, verifiable facts.

While Russia was not to blame for this particular
incident, the Kremlin views Europe’s interconnected
information ecosystem as a key vulnerability and
attack vector to exploit” Information-psychological
operations (such as cognitive warfare and propa-
ganda) are aimed at paralysing adversarial decision-
making and eroding societal cohesion. FIMI is a
pattern of behaviour that threatens or negatively
impacts values, procedures and political processes,
often operating between the legal and illegal.® Rather
than a communication challenge, it represents a coor-
dinated operational activity by adversaries to fracture
social cohesion. These operations serve as strategic
instruments for certain state actors, as exemplified
in Russia’s information-confrontation doctrine and
China’s efforts to shape global narratives.” FIMI cam-
paigns employ sophisticated tactics, ranging from the

falsification of documents to the deliberate flooding
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of information spaces, to distort reality and paralyse
decision-making.

Russia’s information-confrontation doctrine treats
information as a weapon, a target, and a domain of
conflict, seeking information isolation to inoculate its
domestic population and support its kinetic aggression.
Its primary operational mechanism is the ’firehose of
falsehood’, designed not necessarily to persuade but to
induce paralysis and confusion through its messaging.'’
In 2024 alone, the European External Action Service
documented 505 FIMI incidents.!! While the number
of recorded incidents decreased compared to 2023, the
digital infrastructure used to launch them expanded
nearly tenfold to 38,000 channels, signalling a funda-
mental change in strategy by Russia, which accounts
for approximately 20% of the total FIMI architecture (by
comparison, China’s FIMI infrastructure accounts for
3.5% of the architecture).'

Rather than relying on a small group of established
state-media outlets to spread propaganda, Russia and
China have moved towards an industrialised model
using thousands of disposable, short-lived accounts,
often generated by artificial intelligence (AI)." By using
automated bots to fake popularity, Russia and China
exploit the so-called ‘bandwagon effect’, tricking algo-
rithms and people into believing that a lie is a majority
opinion. This leaves defenders in a losing battle, trying
to fact-check an endless stream of automated lies that
spread faster than facts."

The proliferation of generative Al has significantly
lowered the cost of synthetic media, allowing adver-
saries to mass-produce FIMI at scale with the aim of
inducing cognitive paralysis.' The critical challenge for
civil defence is that this volume of Al-generated con-
tent overwhelms existing verification and attribution
processes. Current rapid-rebuttal strategies assume
fakes can be debunked quickly; however, during a
crisis, synthetic content often becomes indistinguish-
able from reality before official attribution is possible.
European governments currently lack the doctrine and
technical standards to close this widening gap between
advanced Al threats and European verification capabili-
ties. For instance, the March 2022 deepfake of President
Volodymyr Zelenskyy calling for surrender attempted

to break Ukrainian morale, while in late December 2023,

an Al-generated video of Moldovan President Maia
Sandu was circulated online.’ During the election-
interference campaigns of 2024, Al-assisted content
included a video specifically mimicking her voice, with
the aim of fomenting unrest and eroding public trust in
the country’s leadership.

The objective of modern hybrid threats has there-
fore shifted from controlling information to hacking the
decision-making process itself. Cognitive warfare is the
fight for cognitive superiority by disrupting how indi-
viduals and institutions make sense of reality."” Russia
and China now employ cognitive-intrusion tactics that
aim to weaponise emotions — specifically rage, resent-
ment and indignation — to bypass rational debate and
sever the public’s attachment to democratic institutions.
The two primary target audiences of this are the general
population and strategic decision-makers. While FIMI
campaigns target both, the mechanisms of attack and
the required defensive postures differ significantly.

Operation Ghostwriter was a cyber-enabled influence
campaign targeting Latvia, Lithuania and Poland (and
later German politicians).”® A hacker group allegedly
originating from Belarus utilised compromised legiti-
mate social-media accounts and websites to spread fab-
ricated narratives, such as a false report of a radioactive
leak from a Lithuanian nuclear plant, intended to induce
panic, and a manufactured military-prostitution scandal
involving Lithuanian, Polish and US officials, designed
to induce moral outrage and ridicule.” These narratives
were designed to change beliefs, emotions or behaviours,
and to create tensions between NATO allies, specifically
aiming to weaken public trust in democratic institutions
by discrediting government officials and international
partnerships.?® Ghostwriter was successful insofar as it
demonstrated that a cyber-enabled FIMI campaign could
penetrate the inner circles of NATO-member govern-
ments and utilise their own communication channels
to spread disinformation. It successfully damaged the
image of the Polish Armed Forces and political class.*
However, because the targeted governments identified
the attacks and communicated the threat to the public,
Ghostwriter failed to achieve a permanent rupture in rela-
tions between these nations and their NATO allies.

When adversaries target European leadership and

civil-protection command structures, the aim is often
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less about polarising the public and more about dis-
torting the decision cycle. The objective is to slow or
misdirect sense-making, keep leaders waiting for cer-
tainty, and force choices that are late, inconsistent or
easily reversible.”? Russian practice in this space is often
described as ‘reflexive control’: shaping an opponent’s
choices by feeding selected cues, plausible cover stories
and competing explanations that widen uncertainty at
the moment that decisions are most time sensitive.

An example of this type of campaign is
DoppelGénger, a sophisticated Russian FIMI cam-
paign first publicly identified in mid-2022 following
Russia’s full-scale invasion of Ukraine, which demon-
strated the shift towards an industrialised model of
cognitive aggression.” The campaign was executed by
two commercial Russian political-marketing firms: the
Social Design Agency (Russia’s centre for psychologi-
cal warfare) and Struktura. The campaign utilised an
industrial-disposable digital architecture, comprising
over 25,000 Coordinated Inauthentic Behaviour (CIB)
networks and hundreds of fake domains to systemati-
cally clone trusted media outlets and government web-
sites to target Western audiences, erode international
support for Ukraine and foment social division.*

The campaign initially targeted France, Germany and
Ukraine, but expanded to include Italy, Israel, Poland
and the United States. Despite efforts from Western gov-
ernments, the campaign remains active and resilient.
While it may have failed to erode international support
for the Ukrainian cause, it continues to exacerbate signifi-

cantly the fog of war and polarisation in target societies.”

Towards cognitive security

Cognitive security has become the twin of societal
resilience, requiring a shift from reactive counter-
measures to the proactive immunisation of the public
mind, as exemplified by Sweden’s re-establishment of
its Psychological Defence Agency and Finland’s long-
standing investment in mental resilience.? Similar agen-
cies have been created elsewhere in Europe. Viginum,
the French government agency tasked with vigilance
and protection against foreign digital interference,
plays a central role in the European cognitive-security
landscape. The war in Ukraine has demonstrated that

the traditional divide between military and civilian

domains has effectively collapsed, as modern conflicts
target all aspects of state and society, blurring the lines
between war and peace, combatant and non-combatant,
and internal and external security.”

This is not, however, a return to a Cold War mentality.
The underlying conditions have profoundly changed;
during the Cold War, rail, energy and telecommunica-
tions were largely state owned and operated. NATO
member states are now more dependent than ever on
civilian systems: the private sector provides approxi-
mately 9o% of military transport, the commercial sector
over 50% of satellite communications used for defence
purposes, and local commercial sources 75% of host-
nation support to NATO operations.”

The contemporary information environment also
represents a structural break from the Cold War era,
from a system of regulated gatekeepers to a world
increasingly governed by algorithms. Information
flow is no longer driven solely by editorial judgement
but by commercial algorithms engineered to maximise
user attention and emotional engagement, often at the
expense of factual accuracy.” Today’s civil-defence and
wider resilience policies are more likely to have to be
negotiated, through regulation, incentives and agreed
protocols between the public and private sectors, not
assumed through command.

Ukraine’s ‘Diia” mobile application, for example,
shows how resilient digital public services can pre-
serve trust and effective decision-making in wartime.>
Built for everyday government functions such as taxes
and licences, it was quickly repurposed after the 2022
invasion to deliver real-time air-raid alerts and enable
citizens to submit damage reports directly, helping
sustain public confidence even as critical infrastructure
came under attack. Similar technology exists across
Europe: Estonia’s early-warning app ‘Ole valmis!’, for
example, provides alerts and information as part of
national civil preparedness.

The EU’s Digital Services Act (DSA) represents the
most significant regulatory intervention in Europe’s
information environment to date and the primary legal
instrument through which governments are attempt-
ing to alter platform incentive structures rather than
simply respond to their outputs. The Act requires plat-

forms to assess and mitigate systemic risks, including
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those arising from FIMI and the manipulation of infor-
mation for electoral interference. In practice, however,
early enforcement has revealed significant limitations.
In October 2025, the European Commission issued
preliminary findings that both TikTok and Meta had
breached their transparency obligations, including
failures to grant researchers adequate access to public
data — the very access on which independent monitor-
ing of FIMI activity depends.>*

Evidence from the Romanian election crisis (a sec-
ond round of voting was held in May 2025 following
the annulment of the November 2024 election due to
allegations of foreign interference) suggests that the
DSA'’s effectiveness in protecting the information envi-
ronment may be contingent on sustained public and
political pressure rather than embedded in platforms’
default operations, which raises a structural question
for civil-defence planners.>* A cognitive-security archi-
tecture dependent on episodic enforcement rather than
consistent platform behaviour offers uncertain pro-
tection precisely in the high-tempo, high-ambiguity
conditions — such as a major infrastructure incident
or an hybrid attack — when reliable information chan-
nels matter most. The geopolitical dimension has fur-
ther complicated the picture: in late 2025 the Trump
administration barred prominent European counter-
disinformation researchers from entering the US, fram-
ing DSA enforcement as censorship.?? This suggests the
enforcement environment remains contested, uneven,
and subject to political pressures that extend well
beyond the EU's borders.

Estonia also integrates defence education into its cur-
riculum for upper-secondary schools (students between
16 and 18 years old), operates the ‘Ready Together’ plat-
form, and runs cyber conscription for digital special-
ists.* This kind of public-private cooperation extends,
in some cases, to crisis-cooperation arrangements man-
dating private operators to share capacity (such as net-
works, assets or resources) with the government during
emergencies. The reliance on a single private operator
for emergency communications has proven to be a criti-
cal vulnerability, as seen in the Netherlands, where a
network outage severed access to emergency services.®

To prevent information vacuums which adversar-

ies can exploit, European governments are considering

developing sovereign backup systems, such as the
Galileo Emergency Warning Satellite Service, and ensur-
ing that private networks are legally and technically obli-
gated to reroute emergency communications through
redundant paths during outages.*® This structural inte-
gration ensures that the trusted channels essential for
maintaining a shared reality remain operational even
when primary commercial networks are degraded.”
Western security strategies increasingly treat hybrid
threats (such as physical sabotage, cyber attacks and dis-
information), natural disasters (exacerbated by climate
change) and industrial accidents as overlapping chal-
lenges that require a unified response architecture. For
example, the European Commission’s Niinistd Report
explicitly links the threat of armed aggression by Russia
with the need to prepare for pandemics and climate-
driven disasters, noting that prepared societies are
harder to destabilise. Denmark has historically under-
invested in civil preparedness, but it is now undergoing
a major structural shift to reverse this. In 2024, the gov-
ernment established a dedicated Ministry for Societal
Security and Preparedness to centralise crisis coordina-

tion, moving away from fragmented responsibilities.*

Public trust: the foundation of
civil defence

Since 2022, European civil-defence doctrine has under-
gone a paradigm shift, moving from a reactive posture
of physical-asset protection to the proactive defence of
the cognitive environment and maintenance of public
trust. As hybrid threats and FIMI campaigns evolve,
they systematically target the ‘Orient’ phase of the
OODA (Observe-Orient-Decide-Act) loop, the cogni-
tive filter where data is analysed against cultural tra-
ditions, genetic heritage and previous experience. By
distorting this sense-making process, adversaries aim
to hack the decision-making cycle itself rather than just
the information environment.”

This paradigm shift will necessitate a new mindset
of preparedness that recognises individual citizens as
the base unit of total defence; no longer passive objects
of protection but active contributors to their own and
their community’s security.* Protecting the operating
system of public trust is therefore a strategic imperative

on a par with protecting territorial integrity.
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The change in approach is happening across Europe.
Total-defence models have been successfully operational-
ised in Northern Europe, while Finland’s comprehensive-
security model validates the citizen’s role through its
‘72-hour’ concept, which trains households to remain
self-sufficient during infrastructure failures, thereby pre-
venting public panic from overwhelming state services
during the critical initial phase of a crisis.*’ Poland has
demonstrated the scalability of this mindset through its
Territorial Defence Forces, which successfully integrate
local volunteers into crisis-response mechanisms for both
natural disasters and border security, proving that citi-
zens can be rapidly transformed from passive observers
into active security providers.”? Following the introduc-
tion of the Polish Civil Protection Law in 2025, develop-
ers must now include bomb-shelter facilities in most new
residential and commercial buildings.*

Consequently, some other NATO member states
have renewed their efforts to build and nurture a soci-
ety composed of self-reliant, risk-informed and psycho-
logically resilient citizens who can act as a vital force
multiplier.* The aim is to signal that the home front can
withstand the strain of, for example, a hybrid contest
or armed attack — a mindset that facilitates a posture of
deterrence by denial. It suggests to potential adversar-
ies that they cannot achieve their strategic objectives
through societal paralysis or the exploitation of vulner-
abilities in critical functions.

Unlike traditional counter-disinformation, which
focuses on the content of the message, this emphasis
on cognitive security focuses on reducing the vul-
nerability of the recipient. It treats the human mind
as a critical domain that must be hardened against
manipulation through cognitive inoculation and “pre-
bunking’ — warning audiences of manipulation tac-
tics before they occur — thereby ensuring that citizens
maintain faith in their institutions even during crises.
This public trust preserves the social unity necessary
to survive hybrid attacks.

To understand how to protect this trust, NATO sci-
entists created the ‘House Model’.*® This framework
identifies seven specific scientific fields, ranging from
psychology to technology, and applies them to the mili-
tary’s OODA decision-making process. By mapping

these sciences to the way decisions are made, NATO

aims to spot where enemies might try to confuse or
manipulate leaders and the public. A healthy state of
cognitive security manifests as a connective strategic
narrative where official government statements blend
seamlessly with authentic grassroots voices to create a
resilient, inclusive identity, as seen in Ukraine’s infor-
mation defence.*

Trusted channels in cognitive security rely heavily
on the resilience of digital and physical infrastructure,
the vast majority of which is owned and operated by
the private sector. However, the availability of these
channels is insufficient if the leaders using them lack
credibility: effective crisis management depends on
the population’s trust that decision-makers are com-
petent and truthful. Protecting the cognitive integrity
of decision-makers, ensuring they remain uncompro-
mised by bias or paralysis, is just as vital as strengthen-
ing the networks they use to communicate.

Citizens in a cognitive-secure environment must also
possess high levels of media literacy, enabling them to
distinguish unforced technical errors from deliberate
attacks, and facts from opinions. Conversely, failure
occurs when societal cohesion fractures, causing citi-
zens to retreat into parallel realities where perceptions
are moulded by adversaries to advance geopolitical
objectives. To prevent this, some governments invest
in pre-bunking campaigns. A notable example was the
coordinated US and UK effort in 2022, following Russia’s
full-scale invasion of Ukraine, to declassify and release
secret intelligence regarding Russia’s plans, specifically
including warnings about potential false-flag operations
that Russia intended to use as a pretext for war.” The
objective of this campaign was to inoculate the global
public against the false premise of the invasion, and
so deny the Russian regime the element of surprise
and control of the narrative. Agencies such as the UK's
GCHQ played a role in this, employing a strategy of
intelligence disclosures to inform audiences and attrib-
ute threat activities before they could gain traction.*

The technical backbone of cognitive security lies in
trusted channels ensuring that accurate information
from a source perceived to be trustworthy reaches the
public faster than adversarial disinformation. Multi-
channel distribution systems, such as cell broadcasts,

sirens, apps and social media, are crucial for ensuring
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redundancy and reaching different demographics.
For example, in April 2023, the Danish Emergency
Management Agency launched Denmark’s new mobile-
based public-warning system, SIRENEN. The new sys-
tem uses cell-broadcast technology, supplementing the
existing 1,078 emergency sirens in the country.* Speed
and openness are priorities. Failure is characterised by a
reliance on single modes of communication or delayed
official responses, which allows adversaries to seize the
narrative initiative and causes the public to lose faith in

the state’s capacity to manage the crisis.

Conclusion
Instead of simply broadcasting information, European
governments are actively co-opting and integrating
authentic public voices — such as memes, personal sto-
ries and folklore — into the national narrative.® This
decentralised approach prevents narrative fatigue and
strengthens resilience against adversarial attempts to
fragment society along existing fissures.”® However,
ensuring that grassroots protection remains constructive
and does not fracture into internal polarisation requires
a whole-of-society investment in media-literacy and
digital-resilience programmes, as well as widespread
belief among citizens that their way of life and national
social cohesion is worth protecting.™

As the Niinistd Report emphasises, comprehensive

preparedness begins and ends with public trust. Trust

in government institutions is essential for effective crisis
management.” Insufficient preparedness amid increas-
ing threats weakens this trust, inviting malicious actors
to target European states even more aggressively.*

During the COVID-19 pandemic, the fragmentation
of information and a lack of trust-based data sharing
between states often undermined international coopera-
tion.” In a resilient state, public communication must be
accurate, clear and actionable, ensuring that citizens feel
empowered through positive agency rather than para-
lysed by fear or fostered anxiety.” Furthermore, trust
is the critical bridge to the private sector, which oper-
ates the vast majority of infrastructure essential for both
civilian survival and military movement, while effective
civil-military cooperation relies on trust between the
government, military and people.”

If the past decade has shown anything, it is that
trust behaves like critical infrastructure. It can be built
slowly and lost quickly. It is also targeted deliber-
ately, because this is the fastest route to paralysis: if
people do not believe institutions, they do not follow
guidance and the system cannot respond optimally.
Governments earn cognitive security by preparing in
public, speaking plainly about trade-offs, and showing
that plans work through routine exercises and visible
readiness. The objective is modest but vital: enough
shared reality for citizens, companies and the state to

act together when pressure is applied in times of crisis.
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4.The Economics of Preparedness

The diversification of international threats to include
extreme-weather events, dangerous pathogens, IT out-
ages or disruption, and organised crime has raised the
potential costs of such incidents. In the EU, weather- and
climate-related extreme events alone caused economic
losses of assets estimated at €822 billion (US$889bn)
from 1980 to 2024, with over €208bn (US$225bn), or
25%, of the costs falling between 2021 and 2024.!

In his 2024 report for the EU, Sauli Niinistd sug-
gested that at least 20% of the overall EU budget should
contribute to EU security and crisis preparedness.?
NATO members have recently agreed to invest 5% of
GDP in defence, with 1.5% specifically allocated to
‘defence and security-related expenditure’, including
civil preparedness, critical-infrastructure protection
and network defence.’

While this represents a significant upfront invest-
ment, the macroeconomic rationale is clear: the cost
of non-preparedness is vastly higher than that of early
mitigation of risks and threats. The US Chamber of
Commerce (an industry lobbying organisation) found
in 2024 that every US dollar spent on climate resilience
and preparedness saves communities US$13 in dam-
ages, cleanup costs and economic impact.*

Translating the ambition to bolster resilience into
measurable policy remains a challenge for NATO
member states, however. The differences in national
approaches; varied definitions of what constitutes
‘dual-use’ or defence-related spending; and the lack of
an agreed minimum-viable level of resilience make it
difficult to accurately track and measure these invest-

ments on both the national and institutional level.

NATO

The NATO investment pledge agreed in The Hague
Summit in June 2025 saw Alliance members commit
to spend 3.5% of GDP on defence and 1.5% of GDP on
defence-related activities by 2035.> European members
are making progress on this ambition, with the propor-

tion of GDP spent on defence expected to increase to

an average of 2.35% in 2026, up from 2.16% and 1.26%
in 2025 and 2014 respectively.

NATO’s definition of ‘defence’, agreed upon by all
members since the early 1950s, is comprehensive, with
clarifications on what is and is not included covering
various nuances related to military aid and the treat-
ment of civil-military activities.® Despite this com-
prehensive definition, some ambiguity remains. For
instance, the United Kingdom'’s plan to reach 2.6% of
GDP on defence by 2027, as announced in February
2025, included 0.1% of redefined intelligence spending.”
Germany’s plan to get to 3.5% of GDP on defence by
2029 includes civil defence and population protection;
intelligence services; and protection of information-
technology services, which together add over €7bn
(US$8.5bn) to the core defence budget.! The NATO defi-
nition of defence is very clear that civil defence is not
included, while intelligence is not mentioned. Cyber
Command is part of the defence definition, imply-
ing that some protection of IT services funding can be
included in the 3.5%, but it is more likely that much of
this funding will now fall under the 1.5%, particularly
that which protects national strategic infrastructure.

In contrast to the comprehensive, more than 5o0-
word definition for defence, the explanation of what
counts towards the 1.5% of GDP for defence-related
expenditure is shorter than 20 words; that which
‘protect[s] critical infrastructure, defend[s] networks,
ensure[s] civil preparedness and resilience, innovate[s],
and strengthen[s] the defence industrial base’.

Critics of the 1.5% of GDP commitment argued that it
‘provided no definitions, no annex of eligible categories,
no oversight mechanism, and no reporting standards’
and that “the civilian share remains conceptually broad,
functionally vague, and open to national interpretation’.
Others claimed that, should resilience investments fail
to incorporate climate risks and food-system vulnera-
bilities, allies risk ‘reinforcing yesterday’s threats while
remaining exposed to tomorrow’s shocks’.” Specifically,

the potential disruptions to agricultural production,
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critical infrastructure and food-supply chains, com-
pounded by climate change, can undermine domestic
stability, complicate military operations and exacerbate
cross-border instability.?

The ambiguity provides much-needed flexibil-
ity for fiscally constrained countries. There is a clear
division between countries along NATO’s eastern
flank, many of whom already spend 3.5% of GDP on
defence, and those further away from the direct threat
Russia poses.! The feasibility of the pledge therefore
varies according to each country’s balance of spend-
ing priorities, fiscal space and threat-level perception.
Countries like Germany and Sweden are less fiscally
extended and have already implemented reforms and
spending plans to ensure they meet the NATO target
and timeframe, if not exceed it. Others like France and
the UK are fiscally extended and will struggle to reach
the target level, while Spain has categorically ruled out
getting to this level.2

Nonetheless, the broad scope of the 1.5% segment
means many countries likely already fulfil it. When
announcing the commitment to the 5% pledge, UK
Prime Minister Keir Starmer stated that plans to reach
2.6% of GDP on defence by 2027 would continue, while
what the UK calls 'national security spending’ under the
new NATO ‘estimate” will reach 4.1% in 2027, implying
that the broad definition of the 1.5% of GDP segment
indeed makes it fairly straightforward to reach.”

Certain components of the brief description are eas-
ier to measure than others. The protection of critical
national infrastructure, for example, can be distilled
into investment projects that protect energy and water
supplies, healthcare provision and transport services.
This is not easy to track, but it is at least possible to
define and fund; for instance, segments of Germany’s
€500bn (US$565bn) Special Fund for Infrastructure
and Climate Neutrality (SVIK) would count (see
‘Germany’ heading)."

Other aspects of the 1.5% definition are also possi-
ble to quantify. Defending networks would encompass
funding for cyber defence and investment in digital
infrastructure. Examples here would be the UK’s £1bn
(US$1.3bn) investment in the Digital Targeting Web
and the £250 million (US$341m) Cyber Growth Action
Plan, or Poland’s 2.3bn ztoty (US$0.61bn) cyber-security

investment under the European Funds for Digital
Development (EFDD) programme.'

Strengthening the defence-industrial base would
include programmes that bolster innovation and sup-
port the defence supply chain; for example, the UK’s
Defence Innovation, or France’s extensive efforts in 2025
to support financing of the defence-industrial base.'
This included the Directorate General of Armaments
(DGA) establishing the ‘Club des investisseurs de la
défense’, or ‘Defence Investors Club’, in June 2025,
which aims to bring industry and finance together."”

Institutional efforts also focus on engagement with
the private sector and leveraging private capital. NATO
is investigating the role of the private sector in bol-
stering both innovation and resilience, while the EU’s
Readiness 2030 programme includes measures to mobi-
lise private capital.”® The programme details three ave-
nues to mobilise the private sector: greater investment
from the European Investment Bank (EIB); measures to
improve access to financing for the defence industry;
and the adoption of the Savings and Investment Union
strategy. The latter is intended to make it easier to mobi-
lise private savings into more efficient capital markets
and channel investments into critical sectors of the
economy, such as defence, for those seeking to invest.

Such initiatives follow Niinistd’s recommendation of
creating various mechanisms to leverage private capi-
tal for preparedness investment, including a European
Preparedness Bond Standard modelled on the existing
European Green Bond Standard. This would establish
a dedicated voluntary standard defining economic
activities critical for preparedness and then help steer
private investment towards these sectors or companies.
A further proposal included the creation of a series of
preparedness-themed Exchange Traded Funds (ETFs)
and a Critical Infrastructure Resilience Index to give
retail and institutional investors accessible ways to fund
cyber security, defence tech, and medical supply chains.
Finally, Niinistd proposed that, as part of a European
Preparedness and Readiness Investment Framework,
the EU could establish an Investment Guarantee
Programme to de-risk and trigger private-sector invest-
ment in the EU’s Defence Technological and Industrial
Base or in disaster- and crisis-resilient infrastructure

through public seed money.
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In November 2025 the European Commission
proposed an EU Defence Industry Transformation
Roadmap which included support for a €1bn (US$1.2bn)
fund of funds to provide growth capital to defence-
related SMEs and scale-ups, with the support of private
funds, by the first quarter of 2026.%

Measures countries or institutions take to mobilise
the private sector and foster innovation can usually
be identified even if they cannot always be quantified.
The objective ‘ensure civil preparedness and resilience’
is arguably the most difficult to boil down to budget
lines and programmes. NATO’s understanding of resil-
ience is rooted in Article 3 of the North Atlantic Treaty.
Accordingly, NATO has determined that civil prepar-
edness has three core functions: continuity of govern-
ment; continuity of essential services to the population;
and civil support to military operations.?” These critical
specifications have been translated into seven base-
line requirements for national resilience against which
Allies can measure their levels of preparedness.

The baseline requirements focus heavily on physi-
cal infrastructure, such as communications, energy,
food, transport and water. Modern civil preparedness,
however, also requires investment in human resilience
and cognitive security. Sweden’s crisis-preparedness
budget includes funding for the Psychological Defence
Agency (MPF) which coordinates and strengthens
Sweden’s psychological defence, defined as ‘society’s
common capabilities for identifying and resisting
malign information influence directed at Sweden by
antagonistic foreign powers or other external threat
actors’.?! Since 2022, the MPF has been allocated
between 110m and 175m kronor (US$12m-18m) annu-
ally (see ‘Sweden’ heading for further details).

To assist in aligning defence and civilian resilience,
NATO members agreed to integrate civilian planning
into national and collective defence planning at the July
2024 Washington Summit.”* The 14 planning domains
within the NATO Defence Planning Process framework
include civil-preparedness consultation alongside air
and missile defence; aviation planning; armaments;
command and control; cyber defence; force planning;
intelligence; logistics; medical; nuclear deterrence;
resources; science and technology; and standardisation

and interoperability.?

Civil preparedness: NATO’s seven
baseline requirements
B Assured continuity of government and critical
government services: for instance, the ability
to make decisions and communicate with
citizens in a crisis;

B Resilient energy supplies: ensuring a contin-
ued supply of energy and having back-up
plans to manage disruptions;

B Ability to deal effectively with the uncon-
trolled movement of people and to de-
conflict these movements from NATO's
military deployments;

B Resilient food and water resources: ensuring
resilient supplies that are safe from disruption
or sabotage;

B Ability to deal with mass casualties and
disruptive health crises: ensuring that civilian
health systems can cope and that sufficient
medical supplies are stocked and secure;

B Resilient civil communications systems:
ensuring that telecommunications and cyber
networks can function even under crisis con-
ditions, with sufficient back-up capacity. This
also includes the need for reliable communi-
cations systems including 5G, robust options
to restore these systems, priority access to
national authorities in times of crisis, and
thorough assessments of all risks to commu-
nications systems; and

B Resilient transport systems: ensuring that
NATO forces can move across Alliance terri-
tory rapidly and that civilian services can rely
on transportation networks, even in a crisis.

The alignment is crucial, not least given both defence
and civil preparedness need to pivot from the hyper-
efficient but fragile ‘just-in-time” supply-chain model to
the new economic paradigm that requires balancing cost
effectiveness with shock absorption and redundancy. In
the post-Cold War period, European defence compa-
nies implemented lean management and just-in-time
production flows, encouraged by governments looking
to cut costs. The Ukraine war exposed insufficiencies in
European defence-industrial capacity, while COVID-
19 exposed insufficiencies in European pandemic

response. Now both defence and civil preparedness
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need to be considered simultaneously as the EU pur-
sues a strategic stockpiling regime for critical inputs
(energy, medical countermeasures and raw materials).

NATO also has a Resilience Committee and a resil-
ience dashboard against which countries are meas-
ured to determine performance on each requirement.*
As assessments are made of a country’s annual plans
that detail their spending on the 1.5% component, it is
likely that these requirements will be used to determine
whether the spending a NATO member has determined
as falling under the 1.5% is in fact aligned. For instance,
for a country’s spending on a bridge to be approved as
falling within the 1.5%, it would likely have to be proven
that it supports the seventh baseline requirement.

Nonetheless, until the 1.5% requirement matches the
3.5% in clearly defining what will or will not be counted,
countries may be tempted to stretch the definition to
include items not contributing to overall defence and
resilience; for instance, infrastructure investments such
as high-speed train lines rather than those that directly
impact or improve military mobility (e.g., strengthen-
ing bridges or roads so that they can withstand heavy
tanks). This clear delineation would need to be agreed
with alliance members, which would be difficult given
civil-preparedness priorities vary by country.

Efforts at the EU level to embed ‘preparedness by
design’ into its public-procurement directives could
assist in coordinating this and avoiding ambiguities, as
major infrastructure projects will now need to explic-
itly factor in security, dual-use (civil-military) potential,
and stress-testing from their inception in order to qual-

ify for certain EU funding.

National efforts

Several countries have either bolstered investment in an
existing ‘total-defence” approach or established new ini-
tiatives in the last few years. Finland is a good example
of the former. Finland already adopts a total-defence
approach, incorporating Military Crisis Management
within the defence budget, with further funding sourced
through the Ministry of Foreign Affairs and Ministry
of the Interior Budget.® Funding in recent years has
been increased, with a supplementary budget of €41m
(US$46.3m) requested in 2025 for the development

of civil defence and the emergency-warning system,

as well as for the maritime capabilities of the Finnish
Border Guard.” In the 2026 budget, €53m (US$61.9m)
was also proposed for the material and administrative
costs of Finland’s crisis-management contingency and
€17.5m (US$20.4m) for civilian crisis management.”
Denmark is a good example of the latter. As well as
establishing a dedicated Ministry for Societal Security
and Preparedness to centralise crisis coordination in
2024, Denmark launched its Total Preparedness plan
in February 2026.# This included an emergency-
response package of over 1.2bn kroner (US$0.2bn) to
cover healthcare, municipal emergency response, tel-
ecommunications, energy, transport, and emergency-

response efforts in Greenland.”

Germany
Germany’s 2026 budget and finance plan will see
€116.7bn

(US$136.2bn) in 2026 and will further increase to

German defence funding increase to
€161.3bn (US$187.3bn) by 2029. As a proportion of GDP,
this means German defence spending will reach 3.2% in
2029 compared to 2.5% in 2026 and just 1.3% in 2022.
This includes Germany’s core defence budget, military
aid to Ukraine and allocations from the Sondervermigen
(‘special fund’), which expires in 2027. Germany also
includes defence-related expenditures in its top-level
defence-budget calculation and in figures reported to
NATO. These expenditures include civil defence and
population protection, intelligence services, and pro-
tection of information-technology services. Inclusion of
these elements would increase the German budget to
2.7% of GDP in 2026 and 3.5% in 2029, well ahead of the
NATO timeframe. However, much of this extra funding
would fall under the 1.5% of GDP requirement.

Nonetheless, Germany is the primary driver of
European defence-spending growth. Uplifts of 23%
and 28% in real terms in 2024 and 2025 respectively
accounted for a quarter of European defence-spending
growth in each year. To finance continued increases,
Germany has reformed its ‘debt brake’ rule, with
amendments first proposed in March 2025.%

As well as reforming fiscal rules to enable increases
for core defence, Germany also established the €500bn
SVIK in March 2025, which will bolster funding for

key infrastructure areas. The borrowing authorisation

42 The International Institute for Strategic Studies



Figure 4.1: Germany SVIK federal-government investment by category, 2026 (€bn)
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extends for 12 years and the total is split between
€300bn (US$339bn) for investments by the federa-
tion, €100bn (US$113bn) each for the climate and
transformation fund and for federal states and local
authorities. Investment by the federation targets the
following sectors:

W civil protection;

B transport infrastructure;

B hospital infrastructure;

B energy infrastructure;

W education, childcare and science infrastructure;

B research and development;

m digitalisation;

B construction and housing; and

W sport.*

Rather than being a targeted resilience initiative, the
SVIK is intended to enable the ‘structural modernisation’
of Germany over the coming years that will support sus-
tained and sustainable growth. Therefore, while much
of the funding will bolster resilience, some of the areas
of investment will not fall into the 1.5% of GDP defini-
tion or align with the NATO understanding of resilience.
The 2026 breakdown of SVIK-sourced investments by
the federation includes allocations for sport facilities and

housing construction (see Figure 4.1).

Sweden
In line with the concept that defence and civil prepared-
ness are intertwined, the defence budget in Sweden is
combined with funding for crisis preparedness, radia-
tion safety and, until 2022, electrical safety (see Figure
4.2). The significant uplifts Sweden has enacted to this
whole budget or ‘expenditure area’ since 2024 follow
the signing of the Total Defence 2025-2030 Bill and form
‘the most comprehensive reinforcement of Sweden’s
defence since the Cold War’.*> The country’s strong fis-
cal foundations enabled cross-party approval in June
2025 for a temporary increase in government borrow-
ing to push defence spending up to 3.5% of GDP by the
2035 deadline.®

The core defence, or forsvar, budget has more than
doubled from 89.8bn kronor (US$8.5bn) in 2023 to 214bn
kronor (US$22.5bn) in 2026, of which 39.7bn kronor
(US$4.2bn) is in aid for Ukraine (see Figure 4.2). In addi-
tion to increasing pay for defence conscripts and officer
cadets, major programme priorities in the 2026 budget
included air-defence systems, ammunition, combat vehi-
cles, naval vessels, rocket artillery and tactical transport
aircraft, as well as long-range aerial-combat capabilities.

While defence spending clearly dwarfs the other
components, funding for crisis preparedness has also

grown significantly in the last few years, from 5.7bn
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Figure 4.2: Swedish defence and society’s crisis preparedness budget, 2016-28, (USSbn)
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kronor (US$0.54bn) in 2023 to 10.1bn kronor (US$1.1bn)
in the 2026 budget, with further growth expected in 2027
(see Figure 4.3). This budget encompasses emergency
preparedness, the Swedish Civil Defence and Resilience
Agency (MCF) (formerly the Swedish Civil Contingencies
Agency), the Coast Guard, the Psychological Defence
Agency and reimbursement to other private or state-
owned entities for rescue or emergency services. Rakel
Generation 2, the replacement for Sweden’s emergency-
services radio network, also falls under the responsibility
of the MCF, with funding of 2.4bn kronor (US$0.24bn)
over the 2025-27 period.*

The range of elements included in this budget encom-
pass the different areas of investment and prioritisation
that total defence requires. Beyond the requirements for
military defence - the ability to defend; maintain territo-
rial integrity; and prevent and manage conflicts and war
— civil defence encompasses the whole of society, aiming
to ensure continuity of essential public services even in
severely compromised conditions, whether from natu-
ral disaster or war.®® Essential public services include

energy, healthcare and transport.* Modern total defence

must therefore be highly diversified across multiple

non-military sectors to sustain society during wartime.

EU initiatives

While national budgets form the foundation of total
defence, overarching supranational frameworks are
required to consolidate these efforts. Niinistd sug-
gested that at least 20% of the overall EU budget should
contribute to EU security and crisis preparedness,
with two large-scale facilities set up to simplify the
range of instruments.” The Defending Europe Facility
(DEF) would encompass relevant defence-industrial
and other defence-related or dual-use instruments.
The Securing Europe Facility (SEF) would combine
all instruments and programmes linked to civil secu-
rity, civil protection and other emergency-response
services, and related critical infrastructures. This
approach, Niinistd argues, would facilitate the pool-
ing of resources; enable the EU to better leverage its
funds at scale; simplify partner access to EU-funded
programmes; and contribute to the EU’s competitive-

ness by boosting market consolidation.®
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Figure 4.3: Swedish society’s crisis preparedness budget by component, 2016-28 (USS$bn)
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Consolidation efforts can be seen in the EU’s pro-
posed €2 trillion (US$2.3trn) 2028-34 budget’s six
strategic priorities:

B investing in people, member states and regions;

B fostering education, social rights and democracy;

B driving prosperity via competitiveness, research

and innovation;

B building partnerships for a stronger Europe in

the world;

B protecting Europe; and

B protecting people and building preparedness

and resilience.®

‘Protecting Europe’ encompasses defence, security and
space and includes funding for external borders, inter-
nal security, migration management and military mobil-
ity. The ‘protecting people” priority encompasses crisis
response, disaster resilience, health security and global
preparedness. The two strategic priorities are therefore
broadly in line with the DEF and SEF respectively, but with
the distinction that civil security falls under the “protecting
Europe’ rather than the ‘protecting people’ priority.

Substantial funding increases are proposed for both
areas. Under the ‘protecting Europe’ strategic area,
funding of €131bn (US$152.9bn) should be allocated
from the European Competitiveness Fund to support
investment in defence security and space over the
2028-34 Multiannual Financial Framework (MFF). This
is five times the level in the current 2021—27 MFF.%
Meanwhile, the Connecting Europe Facility (CEF),
which directs European-level infrastructure investment
and supports interconnected trans-European digital-
services, energy and transport networks, will more
than double in the next MFF.#! Under the 2021-27 MFF,
the CEF total budget was €33.7bn (US$38.1bn) while
the 2028-34 MFF would see the CEF reach €81.4bn
(US$91.9bn), including a substantial increase in energy
projects from €5.8bn (US$6.6bn) to €29.9bn (US$33.8bn)
and a tenfold increase in military-mobility projects
from €1.7bn (US$1.9bn) to €17.6bn (US$19.9bn).*
Finally, funding to address migration and internal-
security challenges will increase to €81bn (US$94.5bn),
three times the level in the current MFF.

Under the ‘protecting Europe’ strategic area, €400bn

(US$452bn) is allocated to loans to member states, to be

triggered when severe crises hit the Union, and €10.7bn
(US$12.1bn) to common funding for civil protection
and health-emergency preparedness.*® This is consider-
ably higher than the EUR3.6bn (US$4.3bn) allocated to
the Union Civil Protection Mechanism (UCPM) under
the 2021-27 MFF and follows the July 2025 European
Commission proposal to strengthen the UCPM and
integrate financing for health-emergency preparedness
and response.* This integration aligns with Niinisto’s
suggestion to consolidate related funding.

Consolidation efforts are also evident in the March
2025 EU Preparedness Union Strategy, which aims
to coordinate national strategies and prepare for all
types of hazards. The strategy undertakes a whole-of-
government and whole-of-society approach with vari-
ous initiatives and targets, including a revision of the
UCPM and the development of a crisis dashboard to
promptly react and coordinate actions among mem-
ber states. The strategy also proposes to ‘adopt mini-
mum preparedness requirements’ in 2026.* If these are
established, alignment with NATO'’s resilience baseline
requirements remains to be seen.

Beyond the resilience aspect of the 1.5% commit-
ment, there was also the inclusion of measures that sup-
port innovation and strengthen the defence-industrial
base. Ongoing EU efforts here include the €1.5bn
(US$1.7bn) European Defence Industry Programme,
which builds on the existing European Defence Industry
Reinforcement through common Procurement Act and

the Act in Support of Ammunition Production.*

Conclusion

Countries across Europe are investing in resilience and
looking at states with established models and avenues
of funding as they determine the path forward. The
NATO commitment to 1.5% of GDP to defence-related
expenditure is as crucial as the commitment to allocat-
ing 3.5% on defence in the ultimate aim of ensuring
European security and sovereignty.

The broad definition of the 1.5%-0of-GDP com-
mitment is still too ambiguous to ensure conform-
ity and coordination across NATO member states.
Given the broad definition, many countries are likely
already spending this much on such areas, but there

is little incentive to align this spending with wider
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European resilience, as opposed to funding that sup-
ports national priorities.

There are clear variations in definitions between
countries and within institutions, with resilience vari-
ably defined in the EU to include aspects like migra-
tion alongside NATO’s baseline requirements of
crisis preparedness, digital defence and infrastructure.
Comparing spending and allocation and, crucially,
ensuring effective alignment across Europe is therefore

difficult. While the Nordic nations are in many ways

far ahead of other countries in the region, having long
taken a total-defence and whole-of-society approach,
Germany has also sought to bolster investment and
define a strategy underpinned by this funding. As
with defence spending, coordination will be key. The
EU has undertaken reforms, and the proposals for the
2028-34 MFF reflect many of Niinistd’s recommenda-
tions. Nonetheless, clearer definitions and agreement
between the EU, NATO and individual states on the

intended effects of this spending is vital.

Civil Defence in Europe: An Initial Assessment 47



Notes

European Environment Agency, “‘Economic Losses From
Weather- and Climate-related Extremes in Europe’, 14
October 2025, https://www.eea.europa.eu/en/analysis/
indicators/economic-losses-from-climate-related.

Sauli Niinistd, ‘Safer Together: Strengthening Europe’s
Civilian and Military Preparedness and Readiness’, 26
November 2024, https://commission.europa.eu/document/
download/5bb2881f-ge29-42f2-8b77-8739b19do47¢c_
en?filename=2024_Niinisto-report_Book_VF.pdf.

Fenella McGerty, ‘NATO Agrees on Investment

Pledge’, IISS, 30 June 2025, https://www.iiss.
org/online-analysis/military-balance/2025/062/
nato-agrees-on-investment-pledge/.

U.S. Chamber of Commerce, ‘New Report Finds Investing
in Resilience Saves Jobs and Incomes, 25 June 2024, https://
www.uschamber.com/climate-change/new-report-finds-
investing-in-resilience-saves-jobs-and-incomes.

NATO, ‘The Hague Summit Declaration’, 25 June 2025, https://
www.nato.int/cps/en/natohq/official_texts_236705.htm.
NATO, ‘Defence Expenditures and NATO'’s 5%
Commitment’, updated 18 December 2025, https://
www.nato.int/en/what-we-do/introduction-to-nato/
defence-expenditures-and-natos-5-commitment.

Prime Minister’s Office, ‘Prime Minister Sets Out Biggest
Sustained Increase in Defence Spending Since the Cold War,
Protecting British People in New Era for National Security’,
25 February 2025, https://www.gov.uk/government/news/
prime-minister-sets-out-biggest-sustained-increase-in-
defence-spending-since-the-cold-war-protecting-british-
people-in-new-era-for-national-security.

German Bundestag, ‘Federal Financial Plan 2025 to 2029’,
1 September 2025, p. 15, https://dserver.bundestag.de/
btd/21/006/2100601.pdf.

Justina Budginaite-Froehly, LeAnne Noelani Howard and
Timo S. Koster , 'NATO'’s Spending Pledge is No Invitation
for Creative Accounting’, Atlantic Council, 21 November
2025, https://www.atlanticcouncil.org/commentary/op-ed/
natos-spending-pledge-is-no-invitation-for-creative-
accounting/; Helena Quis and Torben Schiitz, “What’s

in a Number? Making NATO's 1.5% Spending Goal

Work for European Resilience’, Bertelsmann Stiftung,

17 June 2025, https://bst-europe.eu/security-policy/

10

11

12

13

14

15

whats-in-a-number-making-natos-1-5-spending-goal-work-
for-european-resilience/#:~:text=As%20NATO%z2oleaders %20
prepare%2oto,the%2otarget%2owill %o20lack %2oclarity; and
Erin Sikorsky, ‘Stability Multipliers: Food Security, Climate
Change, and the Future of NATO Resilience’, Council of
Strategic Risks, January 2026, https://councilonstrategicrisks.
org/2026/01/20/stability-multipliers-food-security-climate-
change-and-the-future-of-nato-resilience/.

Erin Sikorsky, ‘Stability Multipliers: Food Security, Climate
Change, and the Future of NATO Resilience’.

Arno Van Rensbergen, ‘NATO’s 5% Holdouts Threaten
European Cohesion Ahead of Critical Summit’, Parliament,
13 June 2025, https://www.theparliamentmagazine.eu/
news/article/natos-5-holdouts-threaten-european-cohesion-
ahead-of-critical-summit#:~:text=These%20countries %20
see%20the%20Russian,not%2o0have%2othat%2ohistorical %20
awareness.%E2%80%9D; and Budginaite-Froehly, Noelani
Howard and Koster , 'NATO’s Spending Pledge is no
Invitation for Creative Accounting’.

IISS, ‘Progress and Shortfalls in Europe’s Defence:

An Assessment’, 3 September 2025, p. 82, https://

www. iiss.org/publications/strategic-dossiers/
progress-and-shortfalls-in-europes-defence-an-assessment;/.
Prime Minister’s Office, “UK to Deliver on 5% NATO Pledge
as Government Drives Greater Security for Working People’,
23 June 2025, https://www.gov.uk/government/news/uk-to-
deliver-on-5-nato-pledge-as-government-drives-greater-
security-for-working-people#:~:text=Comes %20as %20
the%20Prime%20Minister,homeland%2osecurity%20and %20
national%zoresilience.

German Federal Ministry of Finance, ‘The Special Fund for
Infrastructure and Climate Neutrality’, March 2025, https://
www .bundesfinanzministerium.de/Web/EN/Issues/Public-
Finances/SVIK/special-fund-infrastructure-and-climate-
neutrality.html.

UK Ministry of Defence, “UK to Deliver Pioneering
Battlefield System and Bolster Cyber Warfare Capabilities
Under Strategic Defence Review’, 29 May 2025,
https://www.gov.uk/government/news/uk-to-deliver-
pioneeringbattlefield-system-and-bolster-cyber-warfare-
capabilitiesunder-strategic-defence-review#:~:text=Press %20

release-,UK%20to%20deliver%2opioneering%20

48 The International Institute for Strategic Studies



16

17

18

19

20

21

22

battlefield %20system%20and%2obolster%2o0cyber%20
warfare,the%20UK%2omilitary’s%2ocyber%20HQ;

UK Department for Science, Innovation and Technology, 23
‘Policy Paper: Cyber Action Plan’, 6 January 2026, https://
www.gov.uk/government/publications/government-cyber-
action-plan/government-cyber-action-plan; and Poland, 24
Ministry of Development Funds and Regional Policy, ‘Over

PLN 2.3 Billion to Strengthen Cyber Security’, 31 December

2025, https://www.gov.pl/web/funds-regional-policy/ 25
over-pln-23-billion-to-strengthen-cyber-security.

UK Defence Innovation, https://www.gov.uk/government/
organisations/uk-defence-innovation; and Premier Ministre, 26
‘Financement de la base industrielle et technologique de

défense (BITD) Le Premier ministre et le gouvernement

mobilisés pour organiser l'effort de défense et consolider
l'autonomie stratégique francaise’ [Financing the Defense

Industrial and Technological Base (DITB): The Prime

Minister and the government are mobilised to organise the 27
defence effort and consolidate French strategic autonomy],

18 March 2025, https://www.info.gouv.fr/communique/
financement-de-la-base-industrielle-et-technologique-de-
defense-bitd.

Direction générale de 'armement, ‘“The DGA Launches the
“Defense Investors Club”’, https://www.defense.gouv.fr/
dga/actualites/dga-lance-club-investisseurs-defense 28
NATO, ‘NATO Strengthens Cooperation with the Private

Sector to Make Our Societies More Resilient’, 2 October 29
2025, https://www .nato.int/en/news-and-events/articles/
news/2025/10/02/nato-strengthens-cooperation-with-the-
private-sector-to-make-our-societies-more-resilient.

European Commission, ‘EU Defence Industry Transformation 30
Roadmap: Unleashing Disruptive Innovation for Defence

Readiness’, 19 November 2025, https://defence-industry-space.
ec.europa.eu/document/download/513de692-do8c-4occ-
8oc3-cb6b11ace178_en?filename=EU-Defence-Industry-
Transformation-Roadmap.pdf.

NATO, ‘Resilience, Civil Preparedness and Article

3’, updated 13 November 2024, https://www. 31
nato.int/en/what-we-do/deterrence-and-defence/
resilience-civil-preparedness-and-article-3.

Psychological Defence Agency, ‘Frequently Asked

Questions’, https://mpf.se/psychological-defence-agency/
knowledge-and-support/frequently-asked-questions. 32
NATO, ‘Washington Summit Declaration’, 10

July 2024, https://www .nato.int/en/about-us/

official-texts-and-resources/official-texts/2024/07/10/
washington-summit-declaration.

NATO, ‘NATO Defence Planning Process’, updated

16 April 2025, https://www .nato.int/en/what-we-do/
introduction-to-nato/nato-defence-planning-process.
NATO, ‘Resilience Committee’, updated 7 October

2022, https://www.nato.int/en/about-us/organization/
nato-structure/resilience-committee.

Finnish Ministry of Defence, ‘Composition of the Defence
Budget in 2026, https://defmin.fi/en/ministry-of-defence/
economy-and-activities/defence-budget.

Finnish Ministry of the Interior, ‘Government Supplementary
Budget Proposal Invests in Readiness and Preparedness’,

28 May 2025, https://intermin.fi/en/-/government-
supplementary-budget-proposal-invests-in-readiness-and-
preparedness#:~:text=Some%200f%20the%20additional %20
increases,0f%20the%2olnterior%20Mari%20Rantanen.
Finnish Ministry for Foreign Affairs, ‘Budget Proposal

for the Ministry for Foreign Affairs and its Branch

of Government for 2026’, 22 September 2025, https://
valtioneuvosto.fi/en/-/budget-proposal-for-the-ministry-
for-foreign-affairs-and-its-branch-of-government-for-
2026#:~:text=Other%2oappropriations,million%20for%z20
contributions%20t0%20NATO.

Danish Ministry for Societal Security and Preparedness,
https://mssb.dk.

Danish Ministry for Societal Security and Preparedness,
‘Implementation of the Emergency Package’, factsheet,

20 February 2026, https://mssb.dk/media/pepdwin3/
faktaark-akutpakke-paa-beredskabsomraadet.pdf.
German Bundestag, ‘Majority for Reform of the Debt
Brake: 512 MPs Vote Yes’, 18 March 2025, https://fwww.
bundestag.de/dokumente/textarchiv/2025/kw12-de-
sondersitzung-1056916; and German Bundesrat, ‘Federal
Council Paves the Way for Special Funds and Relaxation
of the Debt Brake’, https://www.bundesrat.de/DE/plenum/
bundesrat-kompakt/25/1052/1052-pk.html.

German Federal Ministry of Finance, ‘The Special Fund for
Infrastructure and Climate Neutrality’, March 2025, https://
www.bundesfinanzministerium.de/Web/EN/Issues/Public-
Finances/SVIK/special-fund-infrastructure-and-climate-
neutrality.html.

Swedish Ministry of Defence, ‘New Total Defence
Resolution for a Stronger Sweden’, 15 October 2024,

https://www.government.se/press-releases/2024/10/

Civil Defence in Europe: An Initial Assessment 49



33

34

35

36

37

38

39

40

new-total-defence-resolution-for-a-stronger-sweden/; and
Swedish Ministry of Defence, “The Government Presents
Defence Investments for a Stronger Sweden, 15 September
2025, https://www.government.se/press-releases/2025/09/
the-government-presents-defence-investments-for-a-
stronger-sweden/.

Regeringskansliet, ‘Cross-bloc Agreement Reached

on Historic Rearmament’, 19 June 2025, ht'tps://
www.regeringen.se/pressmeddelanden/2025/06/
blockoverskridande-overenskommelse-nadd-om-historisk-
upprustning/.

MSB is the Swedish Civil Defence and Resilience

Agency, https://www.mcf.se/en/about-us/swedish-civil-
defence-and-resilience-agency/; Government of Sweden,
‘Utgiftsomrade 6 — Férsvar och samhaillets krisberedskap’

[Expenditure Area 6: Defence and Society’s Crisis

Preparedness], 22 September 2025, https://www.regeringen.

se/contentassets/3416d1df56ae4fcaacfosecd8ed81ab1/
utgiftsomrade-6-forsvar-och-samhallets-krisberedskap/.
Swedish Ministry of Defence, “Total Defence’, https://www.
government.se/government-policy/total-defence/.

Swedish Civil Contingencies Agency, ‘In Case of Crisis or

War’, November 2024, https://rib.msb.se/filer/pdf/30874.pdf.

Niinist6, ‘Safer Together: Strengthening Europe’s Civilian
and Military Preparedness and Readiness’.

Ibid.

European Commission, ‘EU Budget 2028-2034 Explained’,
updated 10 September 2025, https://commission.europa.eu/
topics/budget/eu-budget-2028-2034-explained_en.

European Commission, ‘Protecting Europe’, updated 15

41

42

43

44

45

46

January 2026, https://commission.europa.eu/topics/budget/
eu-budget-2028-2034-explained/protecting-europe_en.
European Commission, ‘Connecting Europe Facility’, https://
commission.europa.eu/funding-tenders/find-funding/
eu-funding-programmes/connecting-europe-facility _en.
European Parliamentary Research Service, ‘Briefing - EU
Legislation in Progress 2028-2034 Multiannual Financial
Framework, Connecting Europe Facility 2028-2034’,
December 2025, https://www.europarl.europa.eu/RegData/
etudes/BRIE/2025/779264/EPRS_BRI(2025)779264_EN.pdf.
European Commission, ‘Protecting People and Building
Preparedness and Resilience’, updated 15 January 2026,
https://commission.europa.eu/topics/budget/eu-budget-
2028-2034-explained/protecting-people-and-building-
preparedness-and-resilience_en.

European Commission, ‘Financing Civil Protection’, https://
civil-protection-humanitarian-aid.ec.europa.eu/funding-
evaluations/financing-civil-protection_en; and European
Commission, ‘Enhanced Preparedness and Emergency
Response: Strengthening the EU Civil Protection Mechanism
Combined with Ambitious Health Funding’, 17 July 2025,
https://civil-protection-humanitarian-aid.ec.europa.eu/
news-stories/news/enhanced-preparedness-and-emergency-
response-strengthening-eu-civil-protection-mechanism-
combined-2025-07-17_en.

European Commission, ‘EU Preparedness Union Strategy’,
https://commission.europa.eu/topics/preparedness_en.
Council of the EU, ‘European Defence Industry
Programme’, https://www.consilium.europa.eu/en/policies/

defence-industry-programme/.

50 The International Institute for Strategic Studies



Conclusion

Civil defence has become a key policy issue for
European governments in the face of hybrid-warfare
threats against civilian targets and critical infrastruc-
ture. Credible deterrence and resilience depend not only
on military strength, but also on the ability of states and
societies to absorb shocks, sustain essential functions
and organise their defences under pressure. But the pic-
ture is uneven. European nations are not starting from
a common baseline, with some countries in advanced
stages of building modern civil-defence systems and
others facing chronic structural vulnerabilities. Some
Nordic states offer clear working total-defence models,
but the wider European challenge is still one of imple-
mentation rather than concept.

The traditional divide between civilian and military
preparedness has become increasingly blurred. Indeed,
modern civil defence can no longer be understood as a
narrow, reactive exercise in consequence management.*
Modern conflict and coercion target the dependen-
cies that allow societies to function: digital networks,
energy, logistics, public administration, telecommuni-
cations and transport. As a result, civil preparedness
has become a core element of collective defence, closely
tied to NATO'’s Article 3 responsibilities and to the
wider ability of European states to maintain continu-
ity of government, essential services and civil support
to military operations.> European states have started
to adapt to this reality, but the institutional and opera-
tional integration required remains incomplete.

A proactive culture of "preparedness by design’
represents one option for European governments
and multilateral institutions. While traditional civil-
protection frameworks remain essential, they are
mostly focused on response and relief during and
after a crisis rather than on disruption caused by
cyber operations, hybrid attacks, sabotage or the pros-
pect of armed conflict. Instead of relying primarily
on emergency protection once a crisis has occurred,
European governments are seeking a more resilience-

first approach from the outset.

Infrastructure, investment, procurement and reg-
ulation choices in Europe increasingly need to be
judged against two basic questions: ‘do they make
countries and their societies safer?’, and ‘will they
hold up under stress?’. That shift involves difficult
trade-offs between efficiency and redundancy, open-
ness and security, and short-term cost and long-term
resilience. It also requires governments to decide more
clearly what is truly essential, who is responsible for
sustaining it and how burdens should be shared across
borders.> Translating this ambition into concrete readi-
ness is complicated by the historical lack of a univer-
sally agreed-upon baseline; comparable entities are
often treated as critical in some member states but not
in others, highlighting the urgency of the harmonised
definitions and binding requirements currently being
rolled out under the EU’s CER Directive.+

Public trust and the cognitive domain have become
significant arenas of strategic competition. For European
governments, information integrity in a fast-moving cri-
sis is now a precondition for effective response. If they
cannot communicate credibly, rapidly and across multi-
ple channels, their adversaries could exploit uncertainty
to slow down decision-making, distort attribution and
weaken compliance with official guidance. Trust is built
slowly, can be lost quickly and is increasingly targeted
deliberately.> Some European states have already begun
to respond through psychological defence institutions,
media-literacy efforts, pre-bunking and more resilient
warning systems.

European governments have become more alert to
the overlap between war, sabotage, cyber attacks, infor-
mation manipulation, supply-chain disruption and
natural hazards.® The ability to convert this awareness
into capability remains much less developed. Unlike
military structures with a single chain of command,
civil defence operates across a fragmented European
landscape of ministries, regulators, municipalities, pri-
vate operators and civil-society organisations. Much

of the infrastructure on which civil defence depends
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is privately owned or commercially operated, making
public—private cooperation and partnerships an opera-
tional requirement. Many European governments face
institutional challenges related to reducing bureaucratic
friction, clarifying responsibilities, aligning incentives
and building interoperable arrangements for effective
civil defence.

Three tests will be indicative for whether European
nations are moving from this patchwork towards a
systemic model of civil defence. The first is financial:
NATO’s 1.5% funding framework for civil-defence
measures, together with the EU’s growing emphasis on
preparedness funding, suggests a shift in intent, but the
civilian and resilience components remain more ambig-
uously defined than core defence spending. Unless
European governments and institutions develop clearer
standards for what counts — the official definition of
the 1.5% budget target is fewer than 20 words and
broadly instructs nations to protect critical infrastruc-
ture, defend networks, and ensure civil preparedness
and resilience — there is a risk that existing or politi-

cally convenient spending will simply be rebadged as

preparedness. The second test is institutional: European
states will need to implement civil-military strategies
and plans into actual civil-defence capabilities to ensure
critical-infrastructure protection, digital resilience and
public—private cooperation before and during crises.
The third is political: preparedness is based on pub-
lic consent, sustained investment and a willingness to
accept some redundancy, regulation and readiness in
place of the lean ‘just-in-time” assumptions of the post-
Cold War period.

European nations are transitioning from a narrow
model of civil protection towards a more expansive
understanding of civil defence rooted in whole-of-
society resilience. However, the key finding of this
report is that while most of them have become more
serious about preparedness, they still remain stronger
in diagnosis than in delivery. The outlook is not one of
imminent coherence, but of gradual and differentiated
adaptation. The question for the next decade is whether
European governments can turn a growing consensus
on the need for civil defence into the institutions, invest-

ment and public trust required to make it real.
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