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Executive Summary

The analysis of battlefield debris from missiles and unin-

habited aerial vehicles (UAVs) can reveal the origins of 

their components, providing insights into the strengths 

and weaknesses of international efforts to prevent unau-

thorised recipients from accessing lethal technologies. 

This IISS research report is based partly on field inves-

tigations conducted by Conflict Armament Research.  

It examines the technological make-up of Russian, 

Iranian and North Korean missile and UAV debris in 

Ukraine since 2022, traces the international procure-

ment routes of foreign components, and discusses the 

failures of multilateral efforts to prevent such procure-

ment. The report concludes by proposing a new frame-

work for strengthening end-use controls to address the 

weaknesses of the current technology-control regime.

Despite international sanctions on Russian, Iranian 

and North Korean missile and UAV programmes, 

analysis of debris in Ukraine shows these weapons 

have relied heavily on foreign commercial components, 

including in the recent past. The report explains how 

this foreign technology found its way into the weapons 

programmes of these heavily sanctioned governments. 

Procurement networks exploited the complexity of 

global, distributor-centric supply chains and used inter-

mediaries in countries with weak or absent enforce-

ment. It is likely that many components were initially 

sold through legitimate channels before being diverted.

Geopolitical competition, the widespread use of 

dual-use and commercial/uncontrolled technologies, 

and the adaptability of procurement networks are all 

factors that undermine the effectiveness of traditional 

multilateral control regimes. The Missile Technology 

Control Regime has, by its very design, a limited scope. 

The Common High Priority List (CHPL) has improved 

commercial due diligence and government oversight 

for goods that have historically not been considered 

sensitive yet are crucial for the production of mis-

siles and UAVs. However, the CHPL cannot meet all 

the challenges posed by globalised supply chains. 

Sanctions have disrupted some supply channels but also  

redirected procurement towards markets outside the 

Global Export Control Coalition. As a result, enforce-

ment gaps remain. Strengthening end-use controls, 

enhancing distributor accountability and improving 

industry due diligence could mitigate future techno-

logical diversion.
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Introduction 
On 18 July 2025, the European Union announced new sanc-

tions targeting individuals and entities supporting Russia’s 

military-industrial complex.1 The eighteenth sanctions 

package introduced by the EU against Russia since 2022, 

these measures extended what was already a coordinated 

effort by a coalition of allied countries to limit Russia’s abil-

ity to wage war in Ukraine, including its ability to acquire 

and develop weapons. The Global Export Control Coalition 

(GECC) formed in response to Russia’s aggression com-

prises 39 countries, including many of the largest global 

exporters of defence equipment and sensitive technologies 

– such as Australia, Canada, Japan, South Korea, the United 

Kingdom and the United States. According to the Center 

for Strategic and International Studies (CSIS), Russia is now 

the most sanctioned country in the world, with more than 

16,000 restrictions in effect as of January 2024.2 

Despite these measures, analysis of missile debris in 

Ukraine has consistently found that a significant propor-

tion of the components in Russia’s land-attack missiles 

and uninhabited aerial vehicles (UAVs) are foreign-made.3 

Conflict Armament Research (CAR), a UK-based investi-

gative organisation that specialises in documenting weap-

ons, ammunition and related material diverted to conflict 

zones, in close cooperation with national authorities in 

Ukraine, has  documented dozens of these weapons after 

their deployment in the conflict (see text box), recording  

and, where possible, tracing their components.4 These 

investigations, reflected in this paper, have consistently 

shown that small, commercially available electronic 

items such as inertial measurement units and antennas 

– long viewed by export-control regimes as low-risk and  

non-sensitive technologies – are in fact key components of 

these weapons. 

CAR investigators found a similar reliance on non-

domestic technology in the documented remnants of 

Iranian UAVs and North Korean ballistic missiles, first 

deployed in Ukraine in September 2022 and January 

2024 respectively.5 Iran and North Korea both have a long 

history of navigating national and international sanc-

tions against their weapons-development programmes. 

Iran has been subject to various restrictions during the 

last 20 years, including those established under the Joint 

Comprehensive Plan of Action (JCPOA) between 2015 

and October 2023, while North Korea has been subject 

to extensive and continuous United Nations Security 

Council sanctions since 2006.6 The discovery that both 

1. Tracking the Components of Missiles and 
UAVs Used by Russia in Ukraine

CAR’s Ukraine data

The data and analysis used in Section 1 are derived 
from CAR’s field research in Ukraine. The organisa-
tion has been working with national authorities 
in Ukraine since 2018 to document weapons 
used in the conflict.7 Its field-investigation teams 
physically document weapons at the point of use 
and track their sources back through the supply 
chains. Weapons and their components are photo-
graphed in situ, and their markings recorded and 
entered into CAR’s iTrace® database. Investigators 
work to establish the chain of custody for this 
material, including, where possible, through 
formal tracing with governments, manufacturers 
and other transfer intermediaries. 
   Since the full-scale invasion of Ukraine began in 
February 2022, CAR investigators have inspected 
hundreds of advanced conventional weapons 
manufactured by Russia, Iran and North Korea, 
documenting well over 12,000 components. 
However, field teams are only able to access and 
document a portion of the materiel recovered in 
the conflict. Additionally, the condition of recov-
ered remnants can be highly variable, and it is not 
always possible to compare components directly 
across documentations. Therefore the data pre-
sented in Section 1 does not comprehensively 
reflect the entire component make-up of a missile 
system or a baseline of all the materiel used in the 
conflict, but only what is available for investiga-
tors to document.

Conflict Armament Research (CAR)
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Missiles and UAVs in Ukraine

Russian
Since Russia’s full-scale invasion of Ukraine in February 

2022, CAR field investigators have documented exam-

ples of 13 different models of ballistic and cruise mis-

siles (see Table 1.1), covering many of the land-attack 

missile systems used in the conflict.8 Twelve of those 

documented are Russian, several of which have been 

used for the first time since 2022 – including the Oreshnik 

intermediate-range ballistic missile (IRBM) used in an 

attack in Dnipro on 21 November 2024.9 As analysts 

and policymakers seek to assess the impact of sanctions 

on Russian weapons production, field data has high-

lighted production trends and bottlenecks, including 

by showing the rapid production and deployment of 

high-value assets, such as a Kh-101 (RS-AS-23A Kodiak) 

air-launched cruise missile (ALCM) documented in 

Ukraine just two months after it had been produced.10 

Iranian
Field teams have documented dozens of Iranian  

Shahed 136 one-way attack UAVs since their emergence 

in autumn 2022, as well as their Russian variant, des-

ignated initially as the Geran-2.11 These are being pro-

duced at scale and deployed in large numbers in the 

conflict in Ukraine. According to Institute for Science 

and International Security estimates, between January 

and August 2024 alone, Russia produced at least 4,700 of 

these UAVs at its Alabuga facility.12 

Table 1.1: Ballistic and cruise missiles documented by CAR in Ukraine (February 2022–April 2025)
Type Model Range estimate 

(km)
Entry into 

service
Number 

documented 
(February 2022–April 

2025)

First documented 

Ballistic and aeroballistic 

IRBM RS-26-variant Oreshnik 3,000+ 2024 1 December 2024

SRBM 9M723  Iskander-M (RS-SS-26 Stone) 500 2006 7 January 2024

Hwasong-11A (KN-23) or Hwasong-11B (KN-24) 800  (KN-23) 
410 (KN-24)

 2020 10 January 2024

ALBM 9-S-7760 Kinzhal (RS-AS-24 Killjoy)  1,000 2017 3 May 2023

Cruise

LACM 3M14 (RS-SS-N-30A Sagaris) 2,500 2015 10 May 2022

9M727 (RS-SSC-7) Southpaw  500 2006 2 May 2022

3M22 Tsirkon (RS-SS-X-33)* 1,000 2023 2 March 2024

ALCM Kh-101 (RS-AS-23A Kodiak) 3,500 2012 18 May 2022

Kh-32  (RS-AS-4A Kitchen mod.) 1,000 2016 1 March 2024

Airframe based on Kh-55 (RS-AS-15 Kent) N/A N/A 2 May 2023** 

Kh-59M (RS-AS-18 Kazoo) 285+ 2018 4 May 2022

Kh-69 300+  2023–24 3 June 2024

S8000 Banderol 500 2025 1 March 2025

Key: ALBM: air-launched ballistic missile; ALCM: air-launched cruise missile; IRBM: intermediate-range ballistic missile; LACM: land-attack cruise missile;  
SRBM: short-range ballistic missile
Notes: 

  The shaded entry is a North Korean missile; all other entries are Russian missiles.
* Anti-ship missile with a secondary land-attack capability.
** The Kh-55 has also been reportedly deployed in a decoy role in Ukraine. Based on available remnants, CAR is not able to determine if the examples documented by its 
field teams were decoys or contained full explosive payloads.
Sources: © Conflict Armament Research; Defence Intelligence of Ukraine; The Military Balance 2025; UK Ministry of Defence

countries have been able to access foreign components, 

some produced as recently as 2024, raises questions about 

the effectiveness of current international efforts to con-

trol the trade in components used in missile production.  

Section 1 of this report draws on data generated by CAR’s 

investigations in Ukraine to assess the role in weapons 

production of components that are often commercial. It 

considers some of the technologies Russia, Iran and North 

Korea are seeking in relation to these weapons systems, 

and some of the common approaches through which each 

country attempts to acquire non-domestic components.
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At the time of the initial transfers of Shahed 136 

UAVs for use in the Ukraine conflict, the JCPOA – an 

agreement between Iran and China, France, Germany, 

Russia, the UK and the US to limit Iran’s nuclear pro-

gramme – was still in force.13 The implementation of the 

JCPOA was supported in 2015 by UN Security Council 

resolution (UNSCR) 2231, which established restrictive 

measures on the transfer of goods and technology that 

could be used by Iran in the development of systems 

capable of delivering nuclear weapons. The full list of 

items subject to restrictions is detailed in the Missile 

Technology Control Regime (MTCR), the framework 

that is intended to limit the proliferation of missiles and 

missile-related technology. UAVs with a range equal to 

or greater than 300 kilometres fall under Category II of 

the MTCR, meaning that the Shahed 136, with a reported 

maximum range of 2,000 km, far exceeded the thresh-

old for inclusion under JCPOA restrictions.14 UNSCR 

2231 restrictions expired on 18 October 2023, although 

France, Germany and the UK (the ‘E3’) subsequently 

transferred nuclear-related sanctions into their domes-

tic regimes and in July 2025 proposed an extension of 

resolution 2231 and its ‘snapback’ mechanism.15 

North Korean
The introduction of North Korean ballistic missiles 

into the Ukraine conflict in early 2024 has implications 

for global non-proliferation. CAR field investigators 

documented the rocket motor and tail section of a mis-

sile used in an attack on 2 January 2024 on the city of 

Kharkiv and determined – including through a com-

parative analysis against the similar Russian-made 

9M723 Iskander-M (RS-SS-26 Stone) short-range  

ballistic missile (SRBM) – that this was a North Korean 

Hwasong-11A (KN-23) or Hwasong-11B (KN-24) SRBM.16 

Detailed analysis of the available remnants, primarily 

those from the navigation system, identified more than 

290 components, all of which were foreign-made (see 

photograph below).17 Open-source analysis revealed 

that North Korea made at least 64 munitions shipments 

to Russia between September 2023 and March 2025, 

with a particularly large number in the months preced-

ing the 2 January attack.18 Field investigators have now 

documented ten KN-23 or -24 missiles, some of which 

were manufactured as recently as 2024.19 So far, CAR 

has found no evidence that North Korea is producing 

its own microchips or semiconductors for its weapons.  

Non-domestic Technology
CAR field investigators have documented thousands 

of missile and UAV components in Ukraine, includ-

ing semiconductors, amplifiers, antennas, field- 

programmable gate arrays, inertial measurement 

units, Global Navigation Satellite System modules, 

microprocessors and voltage regulators. Most of these 

bear the manufacturer marks of major American, 

Asian or European brands. These investigations have 

identified components bearing the marks of compa-

nies headquartered in at least 24 countries or territo-

ries, although identifying the true country of origin is 

difficult for several reasons. Firstly, the foundry model 

is common practice in the semiconductor industry, 

meaning that in many cases the role of these compa-

nies is only to design the chips, which are then pro-

duced in fabrication plants (‘fabs’) usually located in 

other countries. Secondly, some of the components are 

counterfeit, a fact that CAR investigators have con-

firmed with the branded manufacturers.

Of the approximately 300 manufacturing companies 

in CAR’s sample, 56 are based in the US. One-third of 

all components documented in Russian land-attack 

missiles and UAVs between February 2022 and April 

2025 bear the marks of US-owned companies. This is 

also the case for 48% of the components documented in 

both Iranian UAVs and North Korean ballistic missiles. 

There is no evidence that any of these manufacturers 

have been directly exporting missile- or UAV-related 

Components recovered from a North Korean KN-23 or -24 ballistic 
missile, documented on 1 February 2024 in Ukraine 

(Conflict Armament Research)
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components to Russia (since the 2022 invasion and con-

sequent sanctions), Iran or North Korea, or that before 

the sale they had any prior knowledge of the eventual 

military end-use of these products. CAR has had suc-

cess in working with these manufacturers to trace the 

supply of their branded components, pinpointing enti-

ties acting as common choke points that can disrupt 

multiple supply chains.

While these investigations have established the 

prevalence of foreign components in Russian, Iranian 

and North Korean weapons recovered in Ukraine, 

the proportions vary across weapon types. Analysis 

of a sample of 3,211 components documented by 

field investigators found that the sampled missiles 

contained a notably larger proportion of domestic  

components than the sampled UAVs (see Figure 

1.1).20 One-third of all components documented in 

Russian ballistic and cruise missiles were produced 

in Russia – a proportion five times greater than for 

CAR’s sample of Russian UAV components. The 

analysis of one Kh-69 cruise missile illustrates the 

significant proportion of domestically produced 

missile components. 

Kh-69
The basic Kh-69 design was first shown in 2015 under 

the banner of the Kh-59 Mk2 designation, with test 

shots of the missile under way by 2018. The missile was 

displayed and identified as the Kh-69 in 2022, with the 

design modified slightly since its first appearance.21 

A successor to the Kh-59 (RS-AS-18 Kazoo) model, it 

reportedly has a range greater than that of its prede-

cessor, as well as an updated guidance system and a 

reduced radar cross section.22 

To date, CAR has documented three Kh-69 missiles 

in Ukraine. In one of them – recovered by Ukrainian 

security forces on 28 August 2024 following its use in an 

attack near Kyiv (see photograph above) – field investi-

gators documented almost 800 intact components. They 

included 71 voltage converters, which are small circuits 

that regulate energy output. These were observed in, for 

example, the missile’s imaging infrared sensor and its 

satellite-navigation module. Twenty of these regulators 

(28% of the sample) had been manufactured by Russian 

companies and another two by companies based in 

Belarus.23 In another example, of the 39 ‘MOSFETs’ 

(metal-oxide-semiconductor field-effect transistors) 

recovered from the missile’s on-board computer and 

thermal-vision camera, 30 (77%) had been manufac-

tured in Russia. In total, almost half of the 466 compo-

nents in the Kh-69 had been manufactured in Russia, 

with 45% of all documented components produced in 

Russia in 2023 alone (see Figure 1.2, p. 9).

When assessing the impact of sanctions, it is impor-

tant to determine whether foreign components were 

produced – and therefore probably exported – before or 

Russian missiles 
(cruise and ballistic) 

Russian UAVs

Foreign Russian Federation Unknown

 ©IISS
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Figure 1.1: Origins of components documented by CAR 
in Russian missiles and UAVs between February 2022 
and April 2025

Note: sample of 3,211 components.

A Kh-69 ALCM, documented by a CAR field team on 28 August 
2024 in Ukraine

(Conflict Armament Research)
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after relevant export controls were adopted. An exami-

nation of the Kh-69 components documented in August 

2024 found that a much higher proportion of those pro-

duced after the 2022 invasion of Ukraine were made in 

Russia. More precisely, 29% of components with a 2021 

production mark were Russian, but this jumped to 90% 

and 94% for the components produced in 2023 and 2024 

respectively. Based on marks found on the missile itself, 

CAR field investigators concluded that it had been pro-

duced between April and June 2024. Several Russian 

and Belarusian components recovered in the Kh-69 

were also manufactured in 2024, in the few months 

before the missile was assembled. 

Shahed 136-pattern UAVs
The Kh-69’s relatively low reliance on foreign com-

ponents stands in contrast to many of the weapons 

Russia has used in much larger numbers in its war 

against Ukraine, such as the Iranian Shahed 136 and its 

Russian variants. These are collectively referred to here 

as ‘Shahed 136-pattern UAVs’.24 Analysis of a sample of 

nearly 2,000 components in 20 Shahed 136-pattern UAVs, 

documented between 2022 and 2024, shows a significant 

and consistent dependence on foreign components. Of 

the more than 1,400 components where investigators 

could determine the branded producer from available 

identifying markings, all but 15 were foreign in origin, 

produced by companies headquartered in 13 countries 

other than Russia or Iran.25 

Evidence suggests that because these UAVs are used 

in such large numbers in the Ukraine conflict, Russia and 

Iran require reliable component-procurement networks 

in order to sustain access to critical microelectronics. CAR 

identified several cases that indicate a very rapid pro-

cess of production, procurement, integration into UAVs 

and then deployment in Ukraine. In one case an Iranian 

Shahed 136 recovered on 22 April 2023 contained a com-

ponent produced in January of that same year, indicating 

A DC-to-DC converter documented within the air-data unit of a 
Shahed 136 UAV recovered in Ukraine on 22 April 2023. It had 
been manufactured between 9 and 15 January 2023 by a China-
based company. CAR has withheld unique identifying markings 
in accordance with its tracing methodology.

(Conflict Armament Research)
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Figure 1.2: Number of Russian and foreign components in a single Kh-69 missile recovered on 28 August 2024, 
by year of component production

Note: sample of 466 components.
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that it had been integrated into the UAV within three 

months of its manufacture (see photograph, p. 9).26 

Commercially Available 
Components
During a Senate hearing in May 2022, the United States’ 

then-secretary of commerce Gina Raimondo stated that 

Russian forces had resorted to stripping household appli-

ances such as dishwashers and refrigerators for missile 

parts.27 This claim was widely repeated by policymak-

ers in the US and Europe, and became a common and 

influential trope in early media reporting on the impact 

of sanctions.28 Although no evidence has been found 

that directly supports that assertion, CAR’s front-line  

investigators have consistently seen that Russian missiles 

and UAVs draw heavily on commercially available com-

ponents that could in fact be integrated into a wide range 

of military products.29 This draws attention to two issues: 

firstly, whether existing trade controls address the full 

scope of materials used to produce advanced conven-

tional weapons such as land-attack missiles and one-way 

attack UAVs; and secondly, whether licensing authori-

ties adequately apply those controls, including so-called 

‘catch-all’ provisions, to prevent diversion of these com-

ponents to military purposes.

Much recent international attention has been focused 

on component manufacturers. However, CAR’s trac-

ing operations have shown that component diversion 

typically occurs further down the supply chain, often 

at the distributor level. Many trace investigations, 

spanning hundreds of component supply chains, 

involving items produced by different manufactur-

ers, have led to just a handful of large distributors, 

reflecting how supply chains across different compo-

nents frequently converge. This finding suggests that  

distributors – and other intermediaries – therefore 

share the responsibility to mitigate diversion. When it 

comes to assessing the potential end use of electronic 

components, however, they face many of the same 

challenges as manufacturers.

Between February 2022 and April 2025, CAR issued 

more than 1,500 trace requests to manufacturers of 

items documented in recovered Russian, Iranian and 

North Korean missiles and UAVs in Ukraine. In their 

responses, manufacturing companies and governments 

have often stated that the components were not subject 

to export controls at the time they were sold. In January 

2025, for example, CAR traced a signal-relay device, 

manufactured by a company based in the EU, that 

investigators had documented in a North Korean mis-

sile in December 2024. The manufacturer emphasised 

its efforts to ensure it upheld the relevant sanctions but 

also detailed several key issues it faced in effectively 

controlling supply chains for commercial components. 

These included:

	� the design of the product for multiple purposes 

and incorporation into an array of larger systems, 

across a wide range of civil sectors

	� diffuse supply chains via multiple  

distribution partners

	� the mass production of non-serialised components

	� the inability of manufacturers and exporters to 

effectively maintain visibility or control over 

onward sales, including online. 

Under the Export Administration Regulations (EAR), 

some of the US-produced electronics documented by 

CAR are classified as EAR99, which applies to ‘low- 

technology consumer goods’. These goods can be 

exported without a licence unless the proposed export is 

to an embargoed country or to an end-user of concern, 

or is in support of a prohibited end-use.30 The equivalent 

clause for EU member states is contained in regulation 

2021/821 (Article 4.1), which lists a specific set of ‘catch-

all’ criteria including potential use in chemical, biological 

or nuclear weapons; military end-use in a country subject 

to an arms embargo; or ‘use as parts or components of 

military items ... that have been exported from the terri-

tory of a Member State without authorisation’.31 CAR’s 

previous investigations into component diversion have 

determined that Article 4.1 establishes a narrow applica-

bility of relevant controls for the transfer of multipurpose 

components, for example by emphasising the location of 

the end-user rather than situations where components 

are diverted through a change to its stated end-use.32 

The proper application of catch-all controls requires 

the exporter to have information on the intended end-

use of the item, including its potential risk of diver-

sion for use in military products.33 This in turn requires 

robust pre-export due-diligence efforts. Evidence 

gathered by field investigators is critical for providing 



Tracking the Components of Missiles and UAVs Used by Russia in Ukraine: What Lessons for Control Regimes?   11    

manufacturers and export authorities with empiri-

cal data on the use of their products in weapons sys-

tems. This information closes existing knowledge gaps 

where diversion risks may have gone unnoticed or 

been underestimated, and increases the onus on manu-

facturers and export authorities to subject goods, and 

their proposed supply chains, to careful scrutiny before 

authorising future transfers.

In February 2024 the G7 – Canada, France, Germany, 

Italy, Japan, the UK and the US – and the EU issued 

an updated Common High Priority List (CHPL) of 

items particularly at risk of diversion for use in Russia’s 

military-industrial complex.34 The purpose of this was 

to help industry conduct necessary due diligence. The 

updated CHPL lists 50 tariff lines, organised into four 

tiers (see Figure 1.3). 

CAR specialists undertook a preliminary assessment 

of the applicability of these tiers, looking particularly at 

the components documented in sample weapons from 

three systems already detailed in this paper: the Kh-69, 

the North Korean KN-23 or -24, and Shahed 136-pattern 

UAVs. This analysis showed that the vast majority of doc-

umented components are indeed covered by the CHPL, 

with more than 25% of the components recovered from 

Shahed 136-pattern UAVs and about 40% of those found 

in Kh-69 missiles falling under Tier 1, which are those 

with a ‘critical role’ in Russia’s advanced conventional-

weapons production (see Figure 1.4, p. 12).35 Less than 

10% of components in CAR’s sample were deemed to be 

outside the scope of the CHPL, which confirms that this 

initiative is accurately covering most of the analysed 

component types that are currently being integrated 

into the Russian, Iranian and North Korean missiles 

and UAVs observed through field documentation. Prior 

to the conflict in Ukraine, many of these components 

were not a focus for strategic export controls. The CHPL 

has helped direct the focus of regulators towards those 

components that, while serving multiple purposes, have 

now been shown to have a key role in weapons produc-

tion. They should therefore be priorities for coordinated 

export controls, including licensing requirements. 

Component-procurement 
Networks and Illicit Acquisition 
Russia, Iran and North Korea each face considerable 

restrictions on their access to components for use in 

weapons production, how they can access them, and 

from which markets. As a result, the three countries 

share some similarities in how they seek to evade mul-

tilateral and national sanctions in order to access for-

eign missile-related components. These include the use 

of third-party and third-country intermediaries, and a 

growing reliance on East Asian supply chains.

Use of Third-party Intermediaries
All three countries take advantage of the complexity of 

global and distributor-centric supply chains by making 

extensive use of third-party intermediaries to access 

Integrated circuits (also referred to as microelectronics). These items have a critical role in 
production of advanced Russian precision-guided weapons systems, due to lack of domestic 
production and limited global manufacturers. 
!

Integrated circuits (also referred to as microelectronics). These items have a critical role in production of advanced Russian 
precision-guided weapons systems, due to lack of domestic production and limited global manufacturers.

Additional electronics (e.g., related to wireless communications) items for which Russia may have some domestic production capability 
but prefers to use technology originating from G7 or Global Export Control Coalition (GECC) partners in its military equipment. 

Further electronic components used in Russian weapons systems, with a broader range of suppliers.

Mechanical and other components utilised in Russian weapons systems.

Manufacturing, production and quality testing equipment for electric components, circuit boards and modules.

Computer Numerically Controlled (CNC) machine tools and components. Russia’s military-industrial complex relies heavily on 
technology originating from G7 or GECC countries to manufacture advanced weaponry.

TIER 1

TIER 2

TIER 3.A

TIER 3.B

TIER 4.A

TIER 4.B

Figure 1.3: Common High Priority List (CHPL) tiers

Source: European Commission Directorate-General for Financial Stability, Financial Services and Capital Markets Union, ‘Preventing Russian Export Control and Sanctions 
Evasion – Updated Guidance for Industry’.
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necessary components and evade relevant sanctions. In 

Russian procurement, for example, in a small number 

of investigated cases Russian individuals have estab-

lished corporate entities outside the sanctioned country 

to procure components.36 North Korean procurement 

networks have further made use of third-country  

individuals to acquire sensitive technologies. In 2021, for 

example, Chan Han (Solomon) Choi, a South Korean-

born Australian, pleaded guilty to sanctions-violation 

offences including seeking to broker deals between 

North Korea and Indonesia for the sale of missiles and 

missile components.37

These intermediaries sometimes use front or shell 

companies to facilitate component diversion, as exem-

plified – in the context of Iranian sanctions evasion – by 

the approach taken by ‘Sahara Thunder’ (Tondar Sahra 

PLC). In April 2024 the US Department of the Treasury 

sanctioned Sahara Thunder as a front company run 

by the Iranian Ministry of Defense and Armed Forces 

Logistics.38 US authorities determined that Sahara 

Thunder had not only evaded maritime oil sanctions 

but had also been a key facilitator in the financing of 

sales of thousands of Shahed 136 UAVs to Russia, as 

well as in establishing local production facilities in 

Alabuga.39 According to widely reported email leaks 

from February 2023, Sahara Thunder and Alabuga JSC 

signed several agreements to supply components and 

metals used in UAV production, financed in part by 

transfers of gold with payments made via Generation 

Trading FZE, an intermediary based in the United Arab 

Emirates.40 Advanced components for UAV sub-systems 

were then transported from Iran across the Caspian 

Sea to Russia by ships whose behaviour raised typical  

sanctions-evasion red flags, including switching off 

tracking instruments and avoiding inspections.41 

Similarly, North Korea’s long-established use of 

networks of shell companies is illustrated by the 2017 

Global Communications Co (Glocom) case.42 Ostensibly 

Malaysian, Glocom was in fact a front for the North 

Korean company Pan Systems Pyongyang, which – 

according to the UN Panel of Experts – generated rev-

enue for the Reconnaissance General Bureau (RGB), 

North Korea’s primary national intelligence agency.43 

The RGB has utilised several countries in the region for 

purchasing components.44

CAR’s investigations into component diversion 

have found that, while these state-linked entities fea-

ture among some of the most high-profile cases, in 

fact most intermediaries do not have direct links with 

Russian, Iranian or North Korean authorities. Rather, 

component supply chains involve commercial inter-

mediaries, including local distributors and online 

Shahed 136-pattern UAVs Kh-69 KN-23 or -24
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Figure 1.4: Percentage of components in selected weapon systems documented in Ukraine that fall under the CHPL
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retailers, operating according to common profit incen-

tives. Russia’s response to sectoral sanctions, for exam-

ple, has been to access components through increased 

trade with intermediaries based in non-GECC countries 

that do not apply sanctions.45 A good example of this is 

JSC Morion-branded oscillators documented by CAR 

across a variety of Russian ballistic missiles and UAVs, 

including the 9M723 Iskander-M, the Kinzhal and the 

Kh-101. Prior to 2022 JSC Morion had been awarded 

395 contracts to supply to entities that are part of 

Russia’s missile, rocket and aerospace industry. The 

US Department of the Treasury introduced sanctions 

against JSC Morion in October 2024, and the EU estab-

lished its own restrictions in February 2025.46 Despite 

this, trade data shows that JSC Morion is still actively 

acquiring components. Its current mode of importa-

tion is to transfer goods from companies in Europe, 

North America, Southeast and East Asia to a company 

based in China – one that, at the time of writing, has 

been sanctioned by the US but not by the EU – before 

they are then shipped on to Russia. 

Sanctions Circumvention via East  
Asian Markets 
CAR’s investigations have shown that intermediar-

ies based in East Asia, particularly China and Hong 

Kong, have become a focus for Russian, Iranian and 

North Korean component-acquisition efforts. Since the 

2022 full-scale invasion of Ukraine, many of the inves-

tigated component supply chains have either origi-

nated in or passed through China or Hong Kong.47  

Although there is no evidence in these cases to suggest 

that transactions had been carried out with the knowl-

edge or involvement of the Chinese or Hong Kong 

authorities, this nevertheless reflects China’s promi-

nence across the supply chain for microelectronics 

components. Additionally, in the case of Hong Kong, 

investigations have shown that there are relatively few 

bureaucratic or regulatory barriers to establishing a cor-

porate entity there (for example, it is not necessary to 

have a physical office there, or for the ultimate benefi-

cial owner to be a resident), making it a relatively attrac-

tive location for entities engaged in proliferation.48

Russia
Through its sustained field operations in Ukraine, CAR 

has assessed changes in Russian component procure-

ment, seemingly in response to sanctions. This has 

included a shift from procurement through European 

suppliers prior to the 2022 invasion towards distribu-

tors and retailers in China and Hong Kong. This trend is 

typified in the change in supply-chain profiles for SN-99 

satellite-navigation systems, which field-investigation 

teams have documented as a component in multiple 

Russian missiles, including the Kh-59 and Kh-101 (see 

photograph opposite).

CAR identified the entity responsible for produc-

ing the SN-99 as KB Navis,49 which initially procured 

navigation equipment from a European subsidiary. 

Analysis of commercially available trade records shows 

that KB Navis’s procurement activities were halted in 

Europe immediately after February 2022, but concur-

rently, its trade in navigation equipment and micro-

electronics increased significantly with a company 

based in China. Overall, trade data shows that while 

a significant proportion of KB Navis’s imports prior to 

2022 were already from companies based in China and 

Hong Kong, that proportion increased significantly in 

2023 and 2024 as trade with other regions narrowed (see 

Figure 1.5, p. 14). 

Iran
Iranian utilisation of companies in East Asia to acquire 

components is well documented, as shown in the 

‘Karl Lee’ network, which used a constellation of shell  

companies based in China to illicitly export dual-use 

Circuit boards found inside the signal-receiver blocks of the 
SN-99 satellite-navigation systems of four models of Russian 
missiles, documented in Ukraine in July 2022

(Conflict Armament Research)
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goods for use in Iran’s missile programme.50 Over the 

past three years, the US Department of the Treasury has 

routinely placed secondary sanctions on third-country 

entities that the US government assesses as support-

ing Iran’s ballistic-missile programme. Notably, enti-

ties in China and Hong Kong are the only non-Iranian 

companies or individuals to be designated during  

this period.51 

Past reporting by CAR, the IISS and the UN Panel 

of Experts on Yemen has detailed cases where com-

ponents found in UAVs and missiles operated by 

Ansarullah (the Houthis) in Yemen either included 

Chinese-branded products, or were found to have been 

supplied via China-based logistics intermediaries.52  

In 2023, for example, CAR investigators documented a 

Japanese-manufactured component among the wreck-

age of a Shahed 136 UAV in Ukraine, and through for-

mal tracing confirmed with the manufacturer that the 

component was the same model as that which the UN 

Panel of Experts on Yemen had previously observed in 

‘Delta-design UAVs’ deployed against Saudi Arabia in 

2019.53 With the cooperation of the manufacturer, CAR 

established that these components were part of the 

same production batch sent in 2017 to a Hong Kong 

company – currently subject to multilateral sanctions, 

but at the time unsanctioned – with a China-based  

electronics firm as the purported end user.

North Korea
In 2024, CAR investigation teams documented elec-

tronic components found in the navigation sub-system 

of three North Korean KN-23 or -24 ballistic missiles 

used against Ukraine (one in March 2024 and two in 

September 2024). Two components were identified as 

being made by an EU-based company (‘European com-

pany A’ in Figure 1.6, p. 15). Working with the company 

to trace the diverted item, investigators established that 

it had legally exported them in multiple consignments 

to a distributor in Hong Kong. 

In the March 2024 documentation, CAR’s trac-

ing work identified three companies based in China 

(‘Wholesaler A’, ‘Wholesaler B’ and ‘Wholesaler C’ in 

Figure 1.6) as the reported customers. Among these 

end-users, CAR discovered that ‘Wholesaler A’ had 

significant ties to North Korea, having been a partici-

pant in China–North Korea cross-border trade shows 

since at least 2009. Furthermore, former North Korean 

leader Kim Jong-il and other North Korean function-

aries were reported as having visited the company in 

the mid-2000s. CAR further identified ‘Wholesaler B’ 
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as a customer of the components documented in both 

March and September 2024.

Conclusion
Evidence gathered through sustained and detailed 

field investigations by organisations such as CAR 

– both in Ukraine and other conflict theatres – has 

shown the extent to which ballistic and cruise mis-

siles and UAVs are reliant on commercially available  

electronic components. The documented fact that 

actors under sanctions can acquire non-domestic 

components shows that existing national and inter-

national export controls do not accurately or compre-

hensively capture the full range of materials used to  

create cruise and ballistic missiles or other advanced  

conventional weapons. 

More than three years after the full-scale invasion of 

Ukraine began, the impact of sanctions on Russia by the 

GECC is still being assessed. Sanctions have certainly 

affected Russia’s component-procurement efforts, but 

it appears that they have primarily forced a shift from 

existing market relationships towards countries that 

are not part of the GECC and do not impose the same 

restrictions. The fact that, in many cases, the required 

components are also commercially available in those 

other markets means that component procurement 

has largely been able to continue in some form. This 

shift has also highlighted the central role distributors 

in third countries play in the diversion of controlled 

goods as well as non-controlled, commercial products 

that end up in weapons systems. 

Monitoring changes in component profiles requires 

sustained, in-depth investigation. Field investigators 

working to track component diversion provide a vital 

data stream to support assessments of how export con-

trols and relevant restrictive measures are working. 

Many of these items, especially semiconductors and 

other electronic components, move through diffuse 

supply chains that are difficult to monitor, track and 

control. In tracking the supply of these components, 

CAR has overcome long-standing obstacles by using a 

large-scale but targeted tracing approach in collabora-

tion with industry stakeholders, enabling its investiga-

tors to overlay responses and triangulate across supply 

chains to identify common chokepoints. 

However, long-standing transfer and production 

practices pose major challenges to national and inter-

national non-proliferation efforts. Countries are work-

ing to address these challenges. The CHPL initiative 

has, for example, focused exporter attention on the 
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commodities that are most vulnerable to diversion 

and most regularly observed in weapons systems. The 

CHPL focuses commercial due diligence and govern-

ment oversight on goods that for a long time have not 

been seen as overly sensitive but are in fact central 

to missile and UAV production. As the GECC and 

the international community take stock of the state 

of global non-proliferation norms, with the war in 

Ukraine in its fourth year, this recognition is likely to 

take centre stage. 
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The national and international legislative controls 

intended to manage and govern the proliferation of cer-

tain classes of missiles and UAVs are being outpaced by 

the speed of technological change combined with inno-

vative approaches to the development and manufacture 

of stand-off weapons. As shown in Section 1, neither 

the key multilateral export-control regimes nor ad hoc 

sanctions have been fully effective in stemming the flow 

of missile-applicable components and sub-systems. 

Section 2 will analyse the structural causes of this lim-

ited effectiveness and propose that instead of expand-

ing traditional control frameworks, it may prove more 

effective to strengthen end-use controls, especially in 

today’s fragmented international political environment.

The key control regimes are products of a different 

technological and political era. Of the big four ‘traditional’ 

multilateral control architectures – the Australia Group, 

Missile Technology Control Regime (MTCR), Nuclear 

Suppliers Group and Wassenaar Arrangement – only the 

last was established after the end of the Cold War. The 

Australia Group and MTCR were created in 1985 and 1987 

respectively, while the Nuclear Suppliers Group dates 

from 1975.1 Although all four have grown and developed 

since their creation, their limitations have been exposed 

as industrial advances have outstripped their capacity to 

respond while new technologies have emerged beyond 

the scope of the instruments. Most product, software 

and technology elements on national export-control lists 

continue to originate from these four frameworks, which 

remain the primary reference points for missile-related 

export controls. Countries adopt them either out of volun-

tary commitments as participants in these mechanisms or 

to demonstrate alignment with international norms.  

These multilateral accords have more recently been 

complemented by ad hoc arrangements aimed at spe-

cific countries. Iran was the target of the 2015–23 Joint 

Comprehensive Plan of Action (JCPOA), North Korea 

has been the focus of United Nations sanctions for 

nearly two decades, and Russia’s war of aggression in 

Ukraine resulted in the 2022 Common High Priority 

List (CHPL), drawn up by the European Union, Japan, 

the United Kingdom and the United States.2

Despite all these, illicit-technology acquisition has 

continued. Is this the result of failing legislative con-

trols or is the problem more complex? In either case, 

what can be done?

Architectural Weakness
The return of great-power competition and the collapse 

of the post-Cold War political order have only further 

increased the challenges for multilateral export regimes. 

Although MTCR Technical Experts Meetings continue, 

including with Russian and Ukrainian representation, 

wider tensions are apparent. Russia became an MTCR 

signatory in 1995.3 China did not formally join, despite 

2. The Challenges of Missile- and UAV-
technology Proliferation
David Hayes

Missile Technology Control Regime 
(MTCR) categories 

Category I:
	� Complete rocket systems and unmanned 
aerial vehicles with a range exceeding 300 km 
and the ability to carry a payload of 500 kg, 
their major sub-systems, and test and  
production equipment for such systems

	� Strong presumption of denial for the export 
of Category I items 

Category II:
	� Complete rocket systems with a range  
exceeding 300 km that do not meet the  
payload threshold of Category I

	� Associated equipment, material and  
technologies 

	� Partners have greater flexibility in exporting 
Category II items 

Source: MTCR Annex Handbook
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prolonged discussions, but said it would neverthe-

less restrict exports of missiles and related technology  

in line with the regime.4 The tensions between these  

two countries and the US have served to further strain 

the multilateral accords. In response to these chal-

lenges some like-minded countries have pursued 

unilateral controls, raising the issue of how to achieve 

effective coordination. 

The MTCR is an ‘informal political understanding’ 

that imposes no legally binding obligation on signato-

ries, which are referred to as partners.5 Instead, these 

partner nations agree to adhere to the MTCR guidelines 

managed under the Category I and Category II ele-

ments of the regime (see text box, p. 17).6 Considering 

the MTCR’s potential applicability to the types of com-

ponents and their origin discussed in Section 1, those 

that do not fall within the ambit of the regime will 

in effect fall into Category II. Within Category I there 

is a general presumption of denial, though this is not 

always applied, while Category II is discretionary.

Section 1 highlighted that many of the components 

examined by CAR field investigators in land-attack  

missiles and one-way UAVs fall under the CHPL. 

Preliminary analysis also suggests that very few compo-

nents in, for example, documented Shahed 136 UAVs met 

the MTCR threshold.

Given the small amount of available data, it is not 

possible to draw firm conclusions about the effective-

ness of the MTCR or any other specific regimes. But per-

haps the research serves to underscore that any regime 

is fallible, particularly in the face of concerted efforts by 

state or non-state actors to circumvent its constraints or 

restrictions. In addition, technological advances have 

provided the components and sub-systems to develop 

one-way attack UAVs with many of the characteristics 

of long-range land-attack cruise missiles, without fall-

ing entirely or, in some cases, even partly within the 

remit of the multilateral accords. And within the scope 

of multilateral export controls, practices and definitions 

vary by country. In EU law, the rather subjective criterion  

‘specially designed or modified for military use’ is 

applied to determine what constitutes a military air-

craft and even a missile.7 Many UAVs do not meet this 

description unless or until they are weaponised, which 

is usually only just before, or even at, the point of use. 

The explosive payload may be the only military element, 

meaning that manufacturers and suppliers have limited 

visibility of the potential military use of their products.

The low cost of one-way attack UAVs (OWA UAVs) 

has proved attractive both in the direct-attack role 

and as decoys to try to overwhelm ground-based air 

defences. In the Russia–Ukraine war, Russia has used 

Shahed 136-pattern UAVs to strike Ukrainian targets, 

while Ukraine has occasionally damaged Russian criti-

cal national infrastructure with what are little more than 

weaponised, long-range model aircraft.8 Their appeal is 

not limited to state actors, as non-state armed groups in 

the Middle East have also been acquiring OWA UAVs.9

Prioritising Effectiveness
The CHPL was first introduced in a further attempt to 

limit Moscow’s access to equipment and components 

applicable to missiles and other weapons. The list, 

which has since been updated, comprises four catego-

ries of items agreed by the participants to be crucial in 

supporting Russia’s military operations in Ukraine.10

The CHPL is not a control list, and its categories are 

already covered by existing control or sanctions lists. 

Instead, it is intended to spotlight within those catego-

ries items that are at high risk of diversion to Russia and 

to encourage greater scrutiny both by suppliers and 

regulators. As the findings in Section 1 show, diversion 

remains a key concern. Reducing the illegitimate flow of 

components is intended to exacerbate the procurement 

problems that Russia already faces.

The aim of the CHPL is to increase due diligence by 

suppliers of the named items. In part this is intended 

to work by changing the risk calculation when compa-

nies are challenged by regulators at the point of export 

and potentially offered a chance to withdraw the ship-

ment if it contravenes, or could contravene, controls. 

Otherwise, the cost of thorough due diligence makes it 

unappealing to companies selling only small quantities 

of low-value components to multiple purchasers. The 

idea is that the increased risk of prosecution, for what 

may often be a comparatively low-value shipment, 

should outweigh any profit to be made.  

The emergence of unilateral or ad hoc control measures 

reflects the limitations of multilateral regimes. That is not 
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to suggest, however, that the latter should now be seen as 

having failed. After all, legislation is always imperfect, and 

some countries choose to supplement multilateral regimes 

with unilateral restrictions. The Netherlands, for exam-

ple, has introduced national restrictions on some classes 

of semiconductor-manufacturing equipment, as well 

as on certain goods and equipment usable in quantum 

computing and additive manufacturing. The first Dutch 

restrictions on semiconductor-manufacturing equipment 

were introduced in September 2023, with others added in 

October 2024.11 As an EU member, the Netherlands also 

needs to ensure that any unilateral restriction on exports 

or enforcement action remains compliant with European 

legislation. Other countries, including Germany, also have 

national restrictions that go beyond EU-wide legislation. 

For Berlin this covers, for example, certain types of UAV 

engines that cannot be exported to certain states.12

A further, if indirect, mechanism for controlling the 

export of sensitive technology is to be found in the way 

some countries use the Wassenaar Arrangement. Some 

non-aligned countries – including, for example, Oman and 

the United Arab Emirates – use it as the basis of their own 

export-control lists. This is noteworthy, given the continu-

ing risks of technology being diverted to unauthorised 

recipients throughout the Middle East.

Dealing with Diversion
Iran, whose sanctions-evasion techniques are illus-

trated in Section 1, offers a case study of a country 

working around stringent controls to build up and 

modernise its arsenal of weapons. But in addition to 

Iran’s complex methods of circumvention, a lack of 

awareness on the part of exporting parties has occa-

sionally made circumvention easier for Tehran, irre-

spective of the extant legislation. 

In the UK, export controls placed on Iran during its 

1980s war with Iraq remain in place, with the PL9009 ele-

ment of the UK’s Strategic Export Control List covering 

aircraft and parts prohibited to Tehran (see text box).13 

PL9009 also covers UAVs. The PL9009 element (akin 

to US Export Control Classification Number 9A991) is  

often overlooked by many companies that do not trade 

with Iran, since it is the only country to which this control 

applies. In practice, many companies that treat PL9009 

items as uncontrolled do so for the sake of simplicity. 

This does not constitute non-compliance if the compa-

nies do not export directly to Iran. Gathering, record-

ing and maintaining classification data for such items, 

for example on an enterprise resource-planning (ERP)  

system, is a business cost without a benefit since it does 

not mitigate a direct risk to the UK companies concerned. 

Unfortunately, however, not doing so can obscure the 

controlled status of the items from their purchasers, who 

lack access to the relevant ERP or other systems. Such 

purchasers may then assert plausible deniability if they 

subsequently export or re-export the items.

The UK’s PL9009 list 
 
1. ‘Aircraft’,* ‘lighter-than-air vehicles’ and steerable 
parachutes
2. Equipment and components designed for ‘air-
craft’ and ‘lighter-than-air vehicles’, as follows:

a. Airframe structures and components
b. Aero-engines and auxiliary power units (APU) 
and specially designed components therefor
c. Avionics and navigation equipment and  
specially designed components therefor
d. Landing gear and specially designed  
components therefor, and aircraft tyres
e. Propellers and rotors
f. Transmissions and gearboxes, and specially 
designed components
g. ‘UAV’ recovery systems

*‘Aircraft’ means a fixed-wing, swivel-wing, rotary-
wing, tilt-rotor or tilt-wing airborne vehicle.

The remains of a Russian-made, Iran-designed Shahed 136 UAV, 
known as Geran 2 in Russia. Analysis of components found 
in Shahed 136-pattern UAVs between 2022 and 2024 shows a 
significant dependence on foreign components.

www.gettyimages.co.uk

Source: UK Strategic Export Control List, Department for Business & Trade
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Although major sub-systems such as engines, and 

specially designed components for such sub-systems, 

are within the scope of PL9009, many other minor 

components – including general-purpose (‘commer-

cially available’) electronic components – are not.

The implications of this limited coverage are com-

pounded when items that could conceivably fall within 

export-control lists are moved across national bounda-

ries between nations whose regulatory environments are 

aligned to ease cross-border cooperation and trade. The 

‘country of manufacture’ is not necessarily the supplier 

to the ultimate end-user. Diversion from within aligned 

countries has been, for many years, a common occurrence.  

The last point provides a partial measure of the rela-

tive effectiveness of the MTCR and CHPL. The former 

can be regarded primarily as an export control that 

addresses diversion as a secondary goal; the latter  

primarily as a diversion countermeasure.

Effectiveness is of course relative. Taking only the 

CAR sample as evidence, the MTCR appears to be 

largely functional in controlling a small subset of items. 

The far more recent CHPL is attempting to increase 

scrutiny of a much larger and yet poorly targeted subset 

of items. Three years after the inception of the CHPL, 

it is still too early to assess its effectiveness. By its very 

nature it is a wide net that will catch not only the items 

of actual interest. Its greatest limitation, however, is 

that many or even most of the lower-technology items, 

within the scope of the CHPL but beyond that of the 

multilateral export controls, are produced outside the 

countries that implement the CHPL.  

In Europe, including the UK post-Brexit, many of 

the MTCR export controls apply only in the context of 

Category I systems. Items subject only to Category II 

controls can be moved across Europe without licences 

or under open licensing. The comparatively free move-

ment of controlled items within Europe carries a greater 

risk of diversion. Establishing a conduit, often a front 

company, inside the boundary of such a group of  

countries is a common diversion tactic. This is a long-

standing concern, first raised in the late 1990s.14 

As shown in Section 1, there have been examples 

where companies operating within a permissive bound-

ary – where components can be moved freely – have 

exported controlled components to a distributor in East 

Asia, but where the ultimate destination was Russia.15 

In such cases the European parties may not be aware of 

the intended ultimate destination; indeed, it is unlikely 

that they are, given the applicability of EU sanctions.  

It is typically the case that their direct customers are 

other distributors in East Asia.  

The original equipment manufacturer (OEM) is often 

in possession of information that enables such procure-

ment attempts to be identified, but typically this infor-

mation is not available to distributors.

Such problems, however, are not a case of recent 

political tensions and worsening relations between key 

national actors resulting in a loosening of compliance 

with regimes; instead they can be regarded as evidence 

of tried and tested methods for overcoming unilateral 

controls. And these methods in turn were based on the 

tactics that have long been used to circumvent multi-

lateral controls that were applied in what could be 

described as a relatively relaxed manner among groups 

of ‘like-minded’ countries.

What Can Be Done?
Proliferation and diversion clearly remain areas of con-

cern, but multilateral export controls are not necessar-

ily the answer, particularly where experience points to 

their limited effectiveness. Furthermore, the tensions 

between major powers likely to be key players in any 

negotiations would not augur well for any future dis-

cussions about new mechanisms or extending existing 

‘global’ controls. 

This difficulty is compounded where the relevant 

items are so ubiquitous as to suggest that export controls 

would be impractical. This would appear to be particu-

larly the case with small hobbyist and commercial UAVs 

and their components. 

This raises the question of whether expanding the 

MTCR or other multilateral control mechanisms would 

be an appropriate strategy to address the proliferation 

of low-cost weaponised UAVs and their components. 

Controls over larger UAVs have recently loosened 

as a result of unilateral shifts in the interpretation of 

Category I.16 While setting a precedent, this also perhaps 

reflected the difficulties of managing a regime based on 

consensus in which technological developments were 

outpacing the partners’ ability to reach agreement. 
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Even if the regime were in rude health at the moment, 

which is far from being the case, broadening the scope 

of the MTCR to try to capture some of the technologies 

of concern might be ineffective. 

Instead, end-use controls might provide a better 

route to addressing the problems of proliferation and 

diversion identified in Section 1. The CHPL provides  

a useful template, though in practical terms its effective-

ness is constrained by its membership, because many  

of the items of concern originate outside their geo-

graphical borders. 

There is an interesting contrast between the CHPL 

and the end-use controls in the UK. As mentioned pre-

viously, the former is not a control list and does not  

create an offence if it is breached; the latter is confined 

to items not on a control list but does create an offence.

The CHPL is, however, being used as a back-door 

route to enforcement, based on its very broad scope. 

In the UK, exporters are being asked by enforcement 

authorities to demonstrate due diligence on their 

exports, under threat of prosecution for breach of sanc-

tions imposed on Russia. This assumes a lack of pro-

portionate due diligence and overlooks the fact that for 

the most relevant offences under the Russia (Sanctions) 

(EU Exit) Regulations 2019, a possible defence is that the 

exporter did not have reasonable grounds for suspicion.

End-use controls do create a licence requirement, 

but only when the exporter is aware of or has been 

‘informed’ of the prohibited end-use.17 Although no 

such provision has been legislated, it appears that the 

CHPL is being used in a ‘failure to prevent’ sense, with 

the aim of further encouraging exporters who for the 

most part are trying to comply.18

The US, under Section 744.3 of its Export 

Administration Regulations (EAR), imposes a licence 

requirement on all items ‘subject to the EAR’ (this 

includes both listed items and EAR99 items – the lat-

ter approximating to unlisted in the UK/EU).19 It is 

therefore much broader in scope than UK/EU end-use  

controls and specifically targets certain UAVs. The 

country scope for which exports are controlled covers 

22 countries (Country Group D list 4). Interestingly, 

given that this provision covers US foreign-policy goals 

more broadly, not just regarding the Russia–Ukraine 

conflict, the overlap with the countries of concern in the 

CHPL is only two countries.

It would be possible to create an end-use control that 

applied both to listed and unlisted items. This control 

would be relevant when the exporter knew, had been 

informed or had reason to suspect that a prohibited 

end-use could occur. This could be implemented in 

the UK but would perhaps be more challenging for the 

EU. The UK has sovereignty to depart from EU law, 

which defines arms embargoes in a way that excludes 

the extant EU arms embargo against China, due to it 

having been initiated under the European Economic 

Community (EEC) rather than the EU.

The control could focus initially on UAV-related 

items but could be made flexible enough to adapt for 

use in various other contexts in the future. Based on the 

specific inclusion or exclusion criteria, it could be made 

applicable to all destinations or have geographical 

limitations. Importantly, this control would serve as an 

addition to existing end-use regulations rather than as a 

replacement. Such a control would enable governments 

to require a licence for uncontrolled items on end-use 

grounds for a broader range of reasons than the current 

weapons-of-mass-destruction or military-end-use basis. 

The introduction and enforcement of such controls 

would itself raise awareness. Such an approach could 

also help address the evident need for a legislative 

framework to prevent offences that are not currently 

legislated as such. However, it still would not address 

the issue of components being produced outside the 

The 9M723 Iskander-M (RS-SS-26 Stone) is one of the ballistic 
missiles Russia has used against Ukraine.
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participating countries, which is a significant and grow-

ing problem in this arena.

Conclusion
As shown in Section 1, modern ballistic- and cruise- 

missile systems rely on a slew of electronic components 

that are dual-use and increasingly available commer-

cially, which complicates the landscape for export-control  

mechanisms. An additional hurdle on the horizon is the 

rising prominence and availability of weapons systems 

that can achieve some of the same effects as traditional  

missiles but do not meet the threshold to be a controlled 

item. Many of the components making up such systems 

are not currently subject to any control. Although the long-

standing MTCR has arguably been largely effective in 

its stated goal of preventing the proliferation of systems 

intended for the delivery of weapons of mass destruc-

tion, it will struggle to cope with the rising utility of 

conventionally armed systems amid an unfavourable 

political environment, not least due to Russia’s invasion 

of Ukraine. 

The current multiplicity of national and interna-

tional export-control mechanisms undoubtedly have an 

impact on proliferators’ efforts to obtain missile com-

ponents. But the lack of cohesion between them with 

respect to lists of controlled items and recipient coun-

tries of concern means that proliferating countries still 

have avenues to divert sensitive items, increasingly by 

using Asia-based distributors. A factor compounding 

this problem is that manufacturers are often unaware 

of proliferation risks and have insufficient incentives to 

conduct robust due diligence. 

The CHPL is a multilateral effort to create a targeted 

and cost-effective means of denying Russia access to key 

weapons-applicable components, including those not 

covered by traditional export-control mechanisms, by 

increasing the incentives for producers to ensure due dil-

igence at the point of export. While it is too early to assess 

the CHPL’s effectiveness, its implementation will prob-

ably be hindered by insufficient awareness on the part of 

manufacturers. Additionally, many of the items on the 

list can be sourced from non-participating countries. 

One way to strengthen export-control efforts would 

be to put greater emphasis on end-use controls. A 

mechanism could be devised to supplement existing 

end-use controls, initially capturing items applicable 

to UAVs and later expanding to include other compo-

nents, while maintaining a degree of flexibility that 

traditional multilateral export-control mechanisms do 

not have. However, such a mechanism would probably 

come with its own implementation challenges, not least 

the need to increase awareness among component man-

ufacturers. In parallel, investigation of the types and  

origins of components procured by proliferating coun-

tries could provide useful insights for the purpose of 

evaluating and adjusting the mechanism. 



Tracking the Components of Missiles and UAVs Used by Russia in Ukraine: What Lessons for Control Regimes?   23    

Notes

Section 1
1	 European Council, ‘Russia’s War of Aggression Against 

Ukraine: EU Agrees 18th Package of Economic and 

Individual Measures,’ 18 July 2025, https://www.consilium.

europa.eu/en/press/press-releases/2025/07/18/russia-s-war-

of-aggression-against-ukraine-eu-adopts-18th-package-of-

economic-and-individual-measures/.

2	 Philip Luck, ‘How Sanctions Have Reshaped Russia’s 

Future’, Centre for Strategic and International Studies 

(CSIS), 24 February 2025, https://www.csis.org/analysis/

how-sanctions-have-reshaped-russias-future. 

3	 Conflict Armament Research, ‘Component Commonalities 

in Advanced Russian Weapon Systems’, Ukraine Field 

Dispatch, Issue 2, September 2022, https://storymaps.arcgis.

com/stories/239f756e2e6b49a5bec78f5c5248bf3d. 

4	 Conflict Armament Research (CAR) is a UK-based 

investigative organisation that specialises in documenting 

weapons, ammunition and related material diverted to 

conflict zones. Working globally, CAR generates a unique 

evidence base on the diversion of this material through its 

on-the-ground operations, and seeks to inform effective 

through-life weapon management and control to improve 

supply-chain security and weapon traceability. See www.

conflictarm.com.

5	 United States Defense Intelligence Agency, ‘Iranian UAVs in 

Ukraine: A Visual Comparison’, August 2023 Update, https://

www.dia.mil/Portals/110/Documents/News/Military_Power_

Publications/UAV_Book.pdf; and CAR, ‘Documenting a 

North Korean Missile in Ukraine’, Ukraine Field Dispatch, 

Issue 12, January 2024, https://storymaps.arcgis.com/stories/3

a4e9d713f59426d9d1ea3881abecbf3. 

6	 United Nations Security Council, ‘Security Council 

Committee Established Pursuant to Resolution 1718 (2006)’, 

https://main.un.org/securitycouncil/en/sanctions/1718.

7	 CAR, ‘Weapons of the War in Ukraine,’ November 

2021, https://www.conflictarm.com/reports/

weapons-of-the-war-in-ukraine/.

8	 These models are detailed in William Alberque et al., 

‘Russia’s War in Ukraine: Ballistic and Cruise Trajectories’, 

IISS, September 2023, https://www.iiss.org/globalassets/

media-library---content--migration/files/research-

papers/2023/09/mdiukr/russia-war-in-ukraine_ballistic-

and-cruise-trajectories.pdf; and Benjamin Jensen and Yasir 

Atalan, ‘Assessing Russian Firepower Strikes in Ukraine’, 

CSIS, 23 October 2024, https://www.csis.org/analysis/

assessing-russian-firepower-strikes-ukraine.  

9	 Gerry Doyle, Tom Balmforth and Mariano Zafra, ‘Enter 

“Oreshnik”’, Reuters, 28 November 2024, https://www.

reuters.com/graphics/UKRAINE-CRISIS/RUSSIA-MISSILE/

gdpzknajgvw/.

10	 CAR, ‘Dating Newly Produced Russian Missiles Used in 

Kyiv Attacks’, Ukraine Field Dispatch, Issue 4, December 

2022, https://storymaps.arcgis.com/stories/81bc6b71fdc64361

a05a21020c3d6d5e.

11	 CAR, ‘Dissecting Iranian Drones Employed by Russia in 

Ukraine’, Ukraine Field Dispatch, Issue 3, November 2022, 

https://storymaps.arcgis.com/stories/7a394153c87947d8a

602c3927609f572; and CAR, ‘Documenting the Domestic 

Russian Variant of the Shahed UAV’, Ukraine Field Dispatch, 

Issue 10, August 2023, https://storymaps.arcgis.com/stories/

d3be20c31acd4112b0aecece5b2a283c.

12	 David Albright, Igor Anokhin and Spencer Faragasso, 

‘Update: Alabuga’s Production Rate of Shahed 136 

Drones’, Institute for Science and International Security, 26 

September 2024, https://isis-online.org/isis-reports/detail/

update-alabugas-production-rate-of-shahed-136-drones/.

13	 Claire Mills, ‘What Is the Status of Iran’s Nuclear Programme 

and the JCPOA?’, House of Commons Library, Research 

Briefing, 8 October 2024, https://researchbriefings.files.

parliament.uk/documents/CBP-9870/CBP-9870.pdf. 

14	 Range data taken from Uzi Rubin, ‘Russia’s Iranian-Made 

UAVs: A Technical Profile’, Royal United Services Institute 

(RUSI), 13 January 2023, https://www.rusi.org/explore-our-

research/publications/commentary/russias-iranian-made-

uavs-technical-profile. The payload capacity of the Shahed 

136 falls below Category I of the MTCR.

15	 See German Federal Foreign Office, ‘JCPoA: Joint Statement 

of the Spokespersons of the Foreign Ministries of Germany, 

France and the United Kingdom’, 14 September 2023, 

https://www.auswaertiges-amt.de/en/newsroom/news/

jcpoa-2616504. 

16	 CAR, ‘Documenting a North Korean Missile in Ukraine’.

17	 CAR, ‘North Korean Missile Relies on Recent Electronic 

Components’, Ukraine Field Dispatch, Issue 13, February 

2024, https://storymaps.arcgis.com/stories/0814c6868bbd45a9

8b15693a31bd0e7f. 



24    The International Institute for Strategic Studies

18	 Alessio Armenzoni et al., ‘Brother in Arms: Estimating 

North Korean Munitions Deliveries to Russia’, Open Source 

Centre, 15 April 2025, https://www.opensourcecentre.org/

research/brothers-in-arms.

19	 CAR, ‘North Korean Missiles Produced in 2024 Used in 

Ukraine’, Ukraine Field Dispatch, Issue 15, September 2024, 

https://storymaps.arcgis.com/stories/15ae6ca767bc46a1b536a

c7e2d962b66.

20	 Including UAVs developed for intelligence, surveillance and 

reconnaissance roles.

21	 ‘Kh-69 X-69’, Global Defense News Army Recognition 

Group, 17 January 2025, https://armyrecognition.com/

military-products/army/missiles/cruise-missiles/kh-69-h-69; 

and Alberque et al., ‘Russia’s War in Ukraine: Ballistic and 

Cruise Trajectories’.

22	 Comparative data available at ‘Kh-69 X-69’ and ‘Kh-

59 Ovod AS-13 Kingbolt’. Extended-range data also 

reported by Brendan Cole, ‘What Is Kh-69? Russia’s 

New Subsonic Cruise Missile “Worse” Than Dagger’, 

Newsweek, 13 April 2024, https://www.newsweek.com/

russia-putin-missile-kh-69-1890040.

23	 Thirty-seven were manufactured by US-based companies, 

while the producer of 11 converters could not be identified. 

24	 CAR investigators have increasingly documented UAVs 

that share some physical attributes associated with both the 

Geran 2 and the Shahed 136, and in some cases it is not clear 

whether these UAVs have been produced and assembled 

in Russia or Iran. As such, this section refers collectively to 

‘Shahed 136-pattern UAVs’.

25	 This sample includes nine Russian-origin components, 

as well as six manufactured in Iran. The six Iranian 

components include MD500 engines. See CAR, ‘Iran’s 

Domestic Production of Drone Components’, Ukraine Field 

Dispatch, Issue 9, July 2023, https://storymaps.arcgis.com/sto

ries/2969f34c694a4f6bb6b33332d9a39bf6. 

26	 CAR, ‘Understanding the Short Life Cycle of a Shahed’, 

Ukraine Field Dispatch, Issue 8, June 2023, https://

conflictarm.org/ShahedUAVlifecycle.

27	 Jeanne Whelan, ‘Sanctions Forcing Russia to Use 

Appliance Parts in Military Gear, U.S. says’, Washington 

Post, 11 May 2022, https://www.washingtonpost.com/

technology/2022/05/11/russia-sanctions-effect-military/.

28	 See, for example, ‘A Union That Stands Strong Together’, 

speech delivered by Ursula von der Leyen, President 

of the European Commission, 2022 State of the Union 

Address, Strasbourg, 14 September 2022, https://ec.europa.

eu/commission/presscorner/api/files/document/print/ov/

speech_22_5493/. 

29	 CAR, ‘Evidencing Commercial Components in Missiles and 

UAVs,’ Ukraine Field Dispatch, Issue 16, July 2025, https://

conflictarm.org/commercial_components_weapons.

30	 See International Trade Administration, ‘Export Control 

Classification # (ECCN) and (EAR99)’, https://www.trade.

gov/eccn-and-export-administration-regulation-ear99.

31	 Official Journal of the European Union, ‘Regulation 

(EU) 2021/821 of the European Parliament and of the 

Council of 20 May 2021 Setting up a Union Regime for 

the Control of Exports, Brokering, Technical Assistance, 

Transit and Transfer of Dual-use Items (Recast)’, 20 May 

2021, https://eur-lex.europa.eu/legal-content/EN/TXT/

PDF/?uri=CELEX:32021R0821. On 5 September 2024 the 

European Commission adopted a Delegated Resolution 

updating the control list in Annex I, in line with decisions 

taken in the multilateral control regimes such as the 

Wassenaar Arrangement and Missile Technology Control 

Regime in 2023. See European Commission, ‘2024 Update of 

the EU Control List of Dual-Use Items’, https://policy.trade.

ec.europa.eu/news/2024-update-eu-control-list-dual-use-

items-2024-10-01_en.

32	 CAR, ‘Missile Components Used in Drone Attacks in 

Northeast Syria’, Frontline Perspective, December 2022, 

https://www.conflictarm.com/perspectives/missile-

components-used-in-drone-attacks-in-northeast-syria/.

33	 The G7 in September 2024 issued updated guidance 

for industry, highlighting best practices for responsible 

traders to improve export compliance, including advice 

on conducting additional due diligence. See European 

Commission Directorate-General for Financial Stability, 

Financial Services and Capital Markets Union, ‘Preventing 

Russian Export Control and Sanctions Evasion – Updated 

Guidance for Industry’, 24 September 2024, https://finance.

ec.europa.eu/publications/preventing-russian-export-control-

and-sanctions-evasion-updated-guidance-industry_en.

34	 European Commission Directorate-General for Financial 

Stability, Financial Services and Capital Markets Union, 

‘List of Common High Priority Items’, 22 February 

2024, https://finance.ec.europa.eu/publications/

list-common-high-priority-items_en.

35	 Determination based on CAR’s independent analysis. This 

should be understood as an indicative, not authoritative, 



Tracking the Components of Missiles and UAVs Used by Russia in Ukraine: What Lessons for Control Regimes?   25    

assessment, as CAR cannot definitively attribute all 

components to a single Harmonized System (HS) customs 

code. This is partly reflective of a challenge also faced by 

industry and policymakers in attributing a definitive, and 

consistent, HS code to a specific commodity since some 

goods can be interpreted as falling under one or several 

applicable codes, and shippers from different jurisdictions 

often use differing codes for the same item.

36	 See, for example, US Department of Justice, ‘Russian 

International Money Launderer Sentenced to 36 Months 

in Prison for Illicitly Procuring Large Quantities of U.S.-

manufactured Dual-use, Military-grade Microelectronics 

for Russian Entities’, 17 July 2024, https://www.justice.gov/

archives/opa/pr/russian-international-money-launderer-

sentenced-36-months-prison-illicitly-procuring-large. 

37	 ‘Sydney Man Admits Arranging Deals to Help North Korea 

Export Arms’, Guardian, 10 February 2021, https://www.

theguardian.com/australia-news/2021/feb/10/sydney-man-

admits-arranging-deals-to-help-north-korea-export-arms; 

and Ben Doherty, ‘Australian Man Accused of Trying to Sell 

North Korean Missiles Overseas Refused Bail’, Guardian, 

18 October 2019, https://www.theguardian.com/australia-

news/2019/oct/18/australian-man-accused-of-trying-to-sell-

north-korean-missiles-overseas-refused-bail. 

38	 US Department of the Treasury, ‘Press Release: Treasury 

Targets Networks Facilitating Illicit Trade and UAV 

Transfers on Behalf of Iranian Military’, 25 April 2024, 

https://home.treasury.gov/news/press-releases/jy2295.

39	 Paul Cartsen and Prasanta Kumar Dutta, ‘How Iran 

Moves Sanctioned Oil Around the World’, 7 January 2025, 

Reuters, https://www.reuters.com/graphics/IRAN-OIL/

zjpqngedmvx/; and US Department of the Treasury, ‘Press 

Release: Treasury Targets Networks Facilitating Illicit Trade 

and UAV Transfers on Behalf of Iranian Military’.

40	 Oleksandr Yan, ‘Child Labor, Gold and Iranian Spare 

Parts: How is the Russian “Shahed” Factory Arranged?’, 

Militarnyi, 15 February 2024, https://militarnyi.com/en/

articles/child-labor-gold-and-iranian-spare-parts-how-is-

the-russian-shahed-factory-arranged/; and Omar Al-Ghusbi 

and Conrad Rousseau, ‘Airborne Axis: Inside the Deal That 

Brought Iranian Drone Production to Russia’, C4ADS, 

https://c4ads.org/reports/airborne-axis/. 

41	 Samantha Fanger, ‘Russia’s Weapons Transport via 

the Caspian Sea’, Caspian Policy Centre, 3 November 

2024, https://www.caspianpolicy.org/research/security/

russias-weapons-transport-via-the-caspian-sea. These, and 

other red flags are detailed in guidance issued by the G7 in 

2024 to guide industry due-diligence efforts. See European 

Commission Directorate-General for Financial Stability, 

Financial Services and Capital Markets Union, ‘Preventing 

Russian Export Control and Sanctions Evasion – Updated 

Guidance for Industry’.

42	 Linus Höller, ‘Sanctioned North Korean Arms Makers 

Find New Cover in Russia’s Shadow’, Defense News, 27 

January 2025, https://www.defensenews.com/global/asia-

pacific/2025/01/27/sanctioned-north-korean-arms-makers-

find-new-cover-in-russias-shadow/. 

43	 The UN Panel of Experts established pursuant to resolution 

1874 (2009), which from 2009 to 30 April 2024 supported 

the UN Security Council Sanctions Committee and was 

mandated to gather, examine, and analyse information on 

non-compliance related to sanctions on the Democratic 

People’s Republic of North Korea (DPRK, North Korea). 

44	 UN Panel of Experts, ‘Report of the Panel of Experts 

Established Pursuant to Resolution 1847 (2009)’, 

S2017/150, p. 36, https://www.securitycouncilreport.

org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-

CF6E4FF96FF9%7D/s_2017_150.pdf. 

45	 Joseph Webster, ‘Indirect China–Russia Trade Is Bolstering 

Moscow’s Invasion of Ukraine’, Atlantic Council, 18 June 

2024, https://www.atlanticcouncil.org/blogs/new-atlanticist/

indirect-china-russia-trade-is-bolstering-moscows-invasion-

of-ukraine/.

46	 ‘Joint Stock Company “Morion”’, OpenSanctions, 

https://www.opensanctions.org/entities/

NK-Xnx2QkxAw3aeqRPg5W3eY5/. 

47	 In February 2025, after the EU included some Chinese 

companies and individuals in its sanctions package, a 

spokesperson of the Chinese Mission to the EU stated 

that China opposes ‘unilateral sanctions that lack basis in 

international law and are not authorized by the United 

Nations Security Council’, and that ‘China has always upheld 

an objective and impartial stance on the Ukraine issue’. See 

Mission of the People’s Republic of China to the European 

Union, ‘Spokesperson of the Chinese Mission to the EU 

Speaks on a Question Concerning the Inclusion of Chinese 

Companies and Individuals in the EU’s 16th Sanctions 

Package Against Russia’, 27 February 2025, http://eu.china-

mission.gov.cn/eng/fyrjh/202502/t20250227_11565361.

htm#:~:text=Q%3A%20The%20EU%20announced%20



26    The International Institute for Strategic Studies

on,the%20United%20Nations%20Security%20Council.

48	 James Pomfret and Michael Martina, ‘Exclusive: Illicit Chip 

Flows to Russia Seen Slowing, But China, Hong Kong 

Remain Transshipment Hubs’, Reuters, 22 July 2024,  

https://www.reuters.com/technology/illicit-chip-

flows-russia-seen-slowing-china-hong-kong-remain-

transshipment-hubs-2024-07-21/.

49	 KB Navis is subject to multiple sanctions, including those 

introduced by Ukraine in April 2023, the US in February 

2024, and the EU and UK in November 2024. See ‘AO 

KB Navis’, OpenSanctions, https://www.opensanctions.

org/entities/NK-hfx2egWFpVGXaZvjoyH838/. CAR’s 

reporting on this entity is available at CAR, ‘Evidencing 

Commercial Components in Missiles and UAVs,’ Ukraine 

Field Dispatch, Issue 16, July 2025, https://conflictarm.org/

commercial_components_weapons.

50	 Daniel Liu, ‘Karl Lee, Where Is He Now?’, King’s College 

London, 26 October 2018, https://www.kcl.ac.uk/news/

karl-lee-where-is-he-now. Although the individual known 

as ‘Karl Lee’ is reportedly imprisoned, the network 

continues to morph and change, presenting new offshoots 

and successors with unsanctioned entities. See Victoria 

Cheng, ‘Karl Lee Network Procures Controlled Materials 

for Iran’s Ballistic Missile Program’, Institute for Science and 

International Security, 24 October 2024, https://isis-online.

org/isis-reports/detail/karl-lee-network-procures-controlled-

materials-for-irans-ballistic-missile/. 

51	 US Department of the Treasury, ‘Treasury Sanctions Key 

Actors in Iran’s Ballistic Missile Program’, 30 March 2022, 

https://home.treasury.gov/news/press-releases/jy0689; 

US Department of the Treasury, ‘Treasury Sanctions 

International Procurement Network Supporting Iran’s 

Missile and Military Programs’, 6 June 2023, https://home.

treasury.gov/news/press-releases/jy1524; US Department 

of the Treasury, ‘Treasury Sanctions Actors Supporting 

Iran’s Missile and UAV Programs’, 18 October 2023, https://

home.treasury.gov/news/press-releases/jy1820; and US 

Department of the Treasury, ‘Treasury Targets Iranian 

Missile and UAV Procurement Facilitators’, 30 July 2024, 

https://home.treasury.gov/news/press-releases/jy2510.

52	 Meia Nouwens et al., ‘The Evolving Dynamics of 

China’s Middle East and North Africa Strategy: Future 

Scenarios’, IISS, 8 May 2025, https://www.iiss.org/

research-paper/2025/05/the-evolving-dynamics-of-chinas-

middle-east-and-north-africa-strategy/; and UN Panel of 

Experts on Yemen, ‘Final Report of the Panel of Experts’, 

S/2020/70, 27 January 2020, https://digitallibrary.un.org/

record/3850088?ln=en&v=pdf.

53	 The Shahed 136 is categorised as a Delta-wing UAV. See UN 

Panel of Experts on Yemen, ‘Final Report of the Panel of 

Experts’, S/2020/70, Annex 15, 27 January 2020, https://www.

securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-

8CD3-CF6E4FF96FF9%7D/S_2020_70.pdf. 

Section 2
1	 See The Australia Group, ‘History’, https://www.dfat.gov.au/

publications/minisite/theaustraliagroupnet/site/en/origins.

html; Missile Technology Control Regime, ‘Frequently 

Asked Questions’, https://www.mtcr.info/en/faq; and 

Nuclear Suppliers Group, ‘Frequently Asked Questions’, 

https://www.nuclearsuppliersgroup.org/index.php/en/

resources/faq#why-was-the-nsg-created-what-are-its-origins. 

2	 See ‘Joint Comprehensive Plan of Action’, Vienna, 14 July 

2015, https://eeas.europa.eu/archives/docs/statements-

eeas/docs/iran_agreement/iran_joint-comprehensive-

plan-of-action_en.pdf; United Nations Security Council, 

‘Security Council Committee Established Pursuant 

to Resolution 1718 (2006)’, https://main.un.org/

securitycouncil/en/sanctions/1718; and US Department 

of Commerce, Bureau of Industry and Security, 

‘Common High Priority Items List (CHPL)’, 23 February 

2024, https://www.bis.gov/licensing/country-guidance/

common-high-priority-items-list-chpl. 

3	 Missile Technology Control Regime, ‘MTCR Partners’, 

https://www.mtcr.info/en/partners. 

4	 China Atomic Energy Authority, ‘Full Text of White Paper on 

China’s Non-proliferation Policy and Measures’, 3 December 

2003, https://www.caea.gov.cn/english/n6759377/c6792767/

content.html .

5	 Missile Technology Control Regime, ‘Frequently  

Asked Questions’.

6	 Missile Technology Control Regime, ‘Equipment, 

Software and Technology Annex’, 15 June 2023, 

https://www.mtcr.info/en/mtcr-guidelines/

equipment-software-and-technology.



Tracking the Components of Missiles and UAVs Used by Russia in Ukraine: What Lessons for Control Regimes?   27    

7	 Council of the European Union, ‘Common Military List 

of the European Union’, 24 February 2025, https://eur-lex.

europa.eu/eli/C/2025/1499/oj/eng. 

8	 For example, see Luke Harding, ‘Ukrainian 

Drone Attacks Hit Power Stations and Refineries 

in Russia’, Guardian, 1 September 2024, https://

www.theguardian.com/world/article/2024/sep/01/

ukraine-drone-attacks-power-stations-refineries-russia. 

9	 Timothy Wright, ‘The Challenge of Non-state 

Actors and Stand-off Weapons’, IISS Military 

Balance Blog, 6 December 2019, https://www.

iiss.org/online-analysis/military-balance/2019/12/

non-state-actors-stand-off-weapons/.

10	 US Department of Commerce, Bureau of Industry and 

Security, ‘Common High Priority Items List (CHPL)’.

11	 The Netherlands, Ministry of Foreign Affairs, ‘Regeling van 

de Minister voor Buitenlandse Handel en Ontwikkelingshulp 

van 11 oktober 2024, nr. BZ2405833 houdende invoering van 

een vergunningplicht voor de uitvoer van producten die niet 

zijn genoemd in bijlage I van Verordening 2021/821 (Regeling 

aanvullende controlemaatregelen op de Verordening 

producten voor tweeërlei gebruik)’ [Regulation of the Minister 

for Foreign Trade and Development Aid of 11 October 2024, 

no. BZ2405833 introducing a licensing requirement for the 

export of products not listed in Annex I to Regulation 2021/821 

(Supplementary Scheme for control measures on the dual-use 

Regulation)], 18 October 2024, stcrt-2024-33838.pdf. 

12	 Germany, Federal Ministry of Justice, Foreign Trade and 

Payments Ordinance (Aussenwirtschaftsverordnung – AWV), 

Section 8 (1) No. 2, updated 25 April 2022, https://www.gesetze-

im-internet.de/englisch_awv/englisch_awv.html; and Germany, 

Federal Office for Economic Affairs and Export Control, Section 

B – List of Nationally Recorded Dual-use Items, updated 

17 July 2024, https://www.bafa.de/DE/Aussenwirtschaft/

Ausfuhrkontrolle/Gueterlisten/gueterlisten_node.html.

13	 UK Department for Business and Trade, ‘UK Strategic 

Export Control List’, May 2025, https://assets.publishing.

service.gov.uk/media/682b501f256994af4172ac03/uk_export_

control_list_2025.pdf.

14	 Keith Payne, ‘The Missile Technology Control Regime 

– European Involvement and Compliance Issues 2’, 

Commission to Assess the Ballistic Missile Threat to the 

United States, Appendix III: Unclassified Working Papers, 15 

July 1998, irp.fas.org/threat/missile/rumsfeld/pt2_payne.htm. 

15	 This is based on the personal experience of the author from 

working with EU-based OEMs. 

16	 US Department of State, Bureau of Political-Military Affairs, 

‘U.S. Policy on the Export of Unmanned Aerial Systems’, 

24 July 2020, https://2017-2021.state.gov/u-s-policy-on-the-

export-of-unmanned-aerial-systems-2/. 

17	 UK Government, ‘End-use Controls Applying to Military 

Related Items’, 14 April 2023, https://www.gov.uk/guidance/

end-use-controls-applying-to-military-related-items. 

18	 UK Government, ‘How Suspected Breaches of Trade 

Sanctions Are Assessed by the Office of Trade Sanctions 

Implementation (OTSI), 31 July 2025, https://www.gov.uk/

guidance/how-suspected-breaches-of-trade-sanctions-are-

assessed-by-the-office-of-trade-sanctions-implementation-otsi.

19	 US Department of Commerce, Bureau of Industry 

and Security, ‘§ 744.3 Restrictions on Certain Rocket 

Systems (Including Ballistic Missiles, Space Launch 

Vehicles and Sounding Rockets) and Unmanned Aerial 

Vehicles (Including Cruise Missiles, Target Drones and 

Reconnaissance Drones) End-uses’, 15 CFR Ch. VII (1–1–25 

Edition), https://www.ecfr.gov/current/title-15/subtitle-B/

chapter-VII/subchapter-C/part-744/section-744.3. 



© The International Institute for Strategic Studies, 2025

The International Institute for Strategic Studies – UK
Arundel House  |  6 Temple Place  |  London  |  wc2r 2pg  �|  UK
t. +44 (0) 20 7379 7676      e. iiss@iiss.org    www.iiss.org

The International Institute for Strategic Studies – Americas
2121 K Street, NW  |  Suite 600  |  Washington DC 20037  |  USA
t. +1 202 659 1490      e. iiss-americas@iiss.org 

The International Institute for Strategic Studies – Asia
9 Raffles Place  |  #49-01 Republic Plaza  |  Singapore 048619
t. +65 6499 0055      e. iiss-asia@iiss.org

The International Institute for Strategic Studies – Europe
Pariser Platz 6A  |  10117 Berlin  |  Germany
t. +49 30 311 99 300      e. iiss-europe@iiss.org

The International Institute for Strategic Studies – Middle East
14th floor, GFH Tower  |  Bahrain Financial Harbour  |  Manama  |  Kingdom of Bahrain
t. +973 1718 1155      e. iiss-middleeast@iiss.org


