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Executive Summary

This paper outlines how Russia has leveraged its infor-
mation confrontation doctrine (ICD) — encompassing
cyber capabilities, propaganda, psychological opera-
tions and strategic messaging — to shape both its domes-
tic environment and the international order to serve
its long-term goal of great power restoration, which
includes a revision of the European security order.

B Strategic intent: The ICD serves Russia’s over-
arching goal of reclaiming its great power status,
including revising the European security order on
terms that would see the withdrawal of US mili-
tary presence and commitment from the continent.
This aspiration guides Russia’s foreign, military
and information strategies aimed at reversing
post-Cold War geopolitical setbacks and securing
its position in a multipolar world order.

B Integrated multi-domain strategy: Russia’s ICD
integrates cyber operations, electronic warfare,
psychological warfare and conventional forms
of sabotage into a unified strategic framework.
It exploits vulnerabilities in digital infrastructure
and societal cohesion, blurring the boundaries
between peace and war to achieve political objec-
tives below the threshold of conventional conflict.

B Domestic control and regime stability: Russia
enforces tight control over its domestic informa-
tion environment through censorship, surveillance,
manipulation of the information infrastructure and
suppression of dissent. This control is essential to
maintaining regime stability and reinforcing the
narrative of external threats to national sovereignty.

B Regional influence and strategic intimidation:
Russia systematically employs ICD tools against

former Soviet republics and states aspiring to

join Western institutions, aiming to intimidate
and dissuade alignment. Of particular concern
is the accession of neighbouring states to NATO
and the European Union, which are perceived
as threats to the regime. This has driven Russia
to deploy a range of cyber operations, disinfor-
mation campaigns and covert political influence
efforts to assert its regional influence and counter
Western integration.

Western destabilisation: The Kremlin conducts
sustained disinformation and cyber operations
to destabilise Western democracies. These opera-
tions aim to weaken trust in democratic institu-
tions, erode international cohesion and amplify
societal divisions through targeted manipulation
of perceptions and narratives.

Global outreach and hybrid engagement:
Beyond its immediate region, Russia strategically
employs its ICD in Africa, Latin America and the
Middle East. Alongside cyber operations and stra-
tegic narratives, its ICD complements a blend of
conventional military presence, private military
companies (such as Wagner Group) and covert
funding. These hybrid tactics serve to reinforce
diplomatic and economic objectives while chal-
lenging Western influence globally.

Adaptive and evolving capability: Russia’s infor-
mation confrontation capabilities, while subject
to structural vulnerabilities, continue to evolve,
becoming more flexible, responsive and techno-
logically sophisticated. This evolution includes the
increasing use of cybercriminal proxies, deepfakes
and generative Al, which has expanded the scale

and complexity of its information campaigns.
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Introduction

Over the past decade, the Russian Federation has
merged cyber operations, electronic warfare, psycho-
logical warfare and conventional forms of sabotage
into a coherent and integrated strategy for statecraft,
applicable in both competition and conflict. Some have
characterised Russia’s information-related actions in
Ukraine, Russian-occupied Crimea and Syria as a dis-
ruptive strategic innovation. However, what makes
Russia’s information confrontation doctrine (ICD) com-
pelling and effective, is its roots in Soviet-era concepts
like active measures and reflexive control and the cohe-
sion across its diverse instruments and tactics — from
cyber operations to psychological campaigns.

While the ICD has evolved significantly over
time, its development has not been uninterrupted.
In the 1990s, the collapse of the Soviet Union led to
the weakening of the state’s information apparatus
amid a period of institutional crisis and economic
decline. Despite this, its core principles endured and,
in the twenty-first century, have been revitalised to
support Moscow’s asymmetric power projection.
Understanding the evolution of Russia’s ICD and its
varied applications is essential for all policymakers
and practitioners engaged in shaping responses in an
increasingly contested information space.

Since the early 2000s, Russia has been using the two
pillars of its ICD — technical measures in the form of
cyber operations, and psychological measures through
influence campaigns — to interfere with enemy com-
munications and critical infrastructure. In 2007, over
the course of three weeks, Russia launched exten-
sive distributed denial-of-service (DDoS) attacks to
punish Estonia following its decision to relocate the
Bronze Soldier monument, forcing the government
to block foreign IP addresses, effectively severing its
connection to the global internet.! Similarly, during its
conflict with Georgia in 2008, Russia employed infor-
mation operations — defined in US military doctrine
as activities that ‘influence, disrupt, corrupt, or usurp

the decision making of adversaries’.? This coordinated

approach reflects Moscow’s willingness to use all
means — both military and non-military — to achieve its
political objectives.

Russia engages in extensive, targeted information
warfare to manipulate perceptions and narratives
within target societies. The Kremlin's ICD campaigns
are not static; they are iterative, assertive and global in
ambition. Over the past decade, the ICD has been used
to advance multiple objectives: strengthening domestic
support to secure regime stability at home; building
support in Ukraine and other neighbouring states to
restore Russian dominance over the former Soviet terri-
tories; undermining NATO, Western governments and
elections to destabilise the West and enhance Russia’s
relative influence; and promoting the narrative of
Russia as a sympathetic, trustworthy and resourceful
ally for non-Western countries seeking to enhance their
global standing. In addition to targeted campaigns,
Russia’s ICD also involves flooding the information
space with contradictions, conspiracies, and doubt to
create chaos, undermine public trust in authoritative
institutions, and make it harder to separate objective
truth from falsehood.

Operations aimed at shaping an adversary’s per-
ception are not confined to the virtual world. Before
the internet, states conducted information operations
during wartime through television, radio and print
media to achieve their strategic objectives. During the
First World War, British intelligence intercepted and
published a telegram sent by German foreign minister
Arthur Zimmermann to Mexico offering United States’
territory in exchange for its support in the war. The
publication of this telegram shifted American public
opinion, prompting the US Congress to abandon its
neutral position and declare war on Germany in April
1917.° During the Cold War, the KGB’s Operation Denver
sought to discredit the US and deflect criticism from
the Soviet Union by forging documents and producing
false expert testimony to suggest that HIV had origi-

nated from US biological warfare research rather than
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Africa.* As modern societies become more dependent
on digital infrastructure, Russia’s strategy has exploited
this reliance on cyberspace with increasing sophistica-
tion and precision. Rather than a new form of conflict,
Russia’s tactics represent the evolution of established
methods in international warfare, adapted to modern
technological and geopolitical conditions.

Beyond cyber operations and disinformation, Russia
employs a wide array of tools to shape a target’s percep-
tion of reality before, during and after a conflict. Significant
resources are channelled into a diverse set of instruments,
including state-controlled media ecosystems, national
curricula, historical narratives and political influence
campaigns aimed at strengthening Russia’s information
space and destabilising those of its adversaries.

This report provides a detailed analysis of Russia’s
ICD from 2014 to April 2025, charting its develop-
ment, application and implications.” Beginning with a
review of the historical and doctrinal foundations, the

authors examine the continuity and adaptation of these

strategies, outlining their core principles and their evo-
lution into Russia’s contemporary information ecosys-
tem. Using this framework, this research shows how
Russia and its affiliated actors have executed multi-
domain campaigns, within and outside of conflicts, to
support national objectives such as projecting Russia’s
image as a great power, destabilising adversarial
states and fracturing Western-led alliances. By apply-
ing a historical lens to understand the perceptions and
motivations of Vladimir Putin and the Kremlin elite,
this research seeks to move beyond reactive analysis
of recent events toward a more strategic assessment
of enduring Russian frameworks and conceptualisa-
tions of information, perception and cognitive warfare.
This understanding — grounded in the realities of how
Russia views the vulnerabilities of information ecosys-
tems — will help identify systemic vulnerabilities and
inform the design of defences against Russian efforts
to use digital and physical means to shape, manipulate

and contest perceptions of truth and reality.
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1. Strategic Intent and Overview of

Russia’s ICD

To understand Russia’s use of information warfare, it is
essential first to examine Moscow’s long-term strategic
intent. Since the end of the Cold War, Russia’s ambitions
to regain its great power status have not dissipated.
Following Boris Yeltsin’s resignation and Vladimir
Putin’s appointment as president on 31 December 1999,
Putin has repeatedly described the Soviet Union’s col-
lapse as the “greatest geopolitical catastrophe of the 20th
century’.® This enduring ambition to restore Russia’s
great power status remains the lodestar for understand-
ing Moscow’s activities. Only by placing it at the centre
of our analysis can we begin to grasp the drivers behind
Russia’s implementation of its ICD since 2014 and its
use as a core instrument to shape global perceptions,
undermine adversary cohesion and resolve, and ulti-
mately secure Russia’s strategic advantage.

Seen holistically, Russia’s political behaviour, military
investments and foreign policy posture over the past dec-
ade form part of a multi-dimensional strategy aimed at
reversing post-Soviet geopolitical losses and re-establishing
itself as a central pole in a multipolar world. The overarch-
ing objective of restoring Russia’s geopolitical position of
power is operationalised through three core and interde-
pendent sub-objectives (see Table 1.1): first, the imperative

of regime stability through consolidating internal political

Russian President Vladimir Putin has frequently invoked Russia’s
imperial and Soviet past and has sought to restore the country’s
power and influence

(Photo by Dmitry Astakhov/Ria Novosti/AFP via Getty Images)

Table 1.1: Russia's core sub-objectives

Sub-objectives Means

Regime Preserving internal control and elite survival

stability through narrative control, elite cohesion,
maintaining domestic legitimacy, and
suppressing unrest and dissent

National Strengthening military, economic and

sovereignty technological autonomy to enhance strategic

resilience and reduce dependence on the West

Global
influence

Asserting regional dominance to counter
Western encroachment while pursuing global
outreach to reshape international alignments
and secure Russia’s position in a multipolar world

Source: lISS CPFC Programme research

control, suppressing dissent and maintaining elite cohe-
sion; second, the pursuit of national sovereignty through
the development of military, technological and economic
capabilities to reduce reliance on the West and enable
Russia to act with greater autonomy; and third, enhanc-
ing global influence, which has two layers: (1) reclaiming
dominance over the post-Soviet space and (2) expanding
Russia’s role in non-Western alliances — both of which
entail challenging Western norms.

Of the various sub-objectives embedded within its
overarching strategy, two stand out for how centrally
and systematically they are pursued through information
means: regime stability and global influence, which are
each shaped by perceived internal and external threats.

Perceived external threats include hostile informa-
tion operations conducted by foreign states aimed at
undermining Russia’s sovereignty and territorial integ-
rity, efforts to destabilise its political and social environ-
ment through disinformation and attempts to interfere
in Russia’s internal affairs by compromising or sabotag-
ing information and communication systems.

The Kremlin views control over domestic narratives
and the suppression of internal dissent as vital to its
survival, especially under Ukraine war-related sanc-
tions and mounting internal pressure from the pro-
tracted war. Simultaneously, it sees the manipulation of
global discourse and the erosion of Western cohesion
as an important means of reclaiming geopolitical space
lost after the Cold War.

Russia’s Information Confrontation Doctrine in Practice (2014-Present): Intent, Evolution and Implications 7



Russia, in contrast to many other states, does not
treat information as a peripheral or supporting function
but as a central pillar of statecraft, enabling it to project
power, manipulate perceptions and disrupt adversaries
conveniently below the threshold of open conflict. This
paper therefore, focuses on how Russia has leveraged
its information apparatus — through cyber capabilities,
propaganda, psychological operations and strategic
messaging — to advance these two mutually reinforc-
ing objectives, shaping both the domestic arena and the
international order to serve its long-term goal of great
power restoration, which includes a revision of the

European security order.

1.1 Russia’s Information
Confrontation Doctrine

Information has become a destructive weapon just like a
bayonet, bullet or projectile.”

Vladimir Slipchenko, Future War, 2004

Russia’s belief in the centrality of information — its
manipulation (including through deception), control

and strategic deployment — as a pillar of state power is

not a recent development; it is deeply rooted in Soviet-
era concepts. Today, this belief is embedded across a
diverse range of Russian doctrinal, strategic and oper-
ational documents,® which collectively reflect a com-
prehensive approach to the information space — both
domestically and internationally — and forming a core
pillar of Russian statecraft (see Figure 1.1).

The origins of this approach predate the Putin era,
stretching back to the Soviet Union’s use of aktivnye
meropriyatiya (active measures) in the 1920s, reflexive
control during the Cold War as well as maskirovka, the
long-standing military doctrine of deception, conceal-
ment and misdirection.” The use of active measures,
first developed by the Cheka (precursor to the KGB)
around the 1920s, broadly refers to the Soviet Union’s
— and now Russia’s — covert influence operations in
foreign countries."” These operations included propa-
ganda, disinformation, political influence operations,
support for foreign subversive movements and the use
of front organisations to manipulate public opinion and
decision-makers in target states — all without direct mil-
itary involvement."! Soviet active measures campaigns
supported peace movements in NATO countries to

undermine defence policies and spread conspiratorial

Figure 1.1: Active measures, information confrontation doctrine and reflexive control

Information confrontation doctrine

Goal: Dominate the information space across peace, crisis, competition
and conflict; blend cyber, influence and psychological operations
Domain: Military-Strategic-Operational

Reflexive control

Goal: Manipulate the adversary’s
decision making by shaping their
perception of reality
Domain: All-domain

Military
demonstrations/threats

Military
deception/concealment

Diplomatic posturing

Selective signal
amplification/suppression

Operational tools and techniques

Active measures

Goal: Undermine, destabilise
and influence the policies and
perceptions of adversaries
Domain: Political warfare

Covert funding for
political parties across
the spectrum

Front organisations
and shell NGOs

Source: 1SS CPFC Programme research
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narratives to weaken Western cohesion. Within Russia,
domestic dissent was often similarly framed as foreign-
inspired — to discredit or suppress opponents under the
guise of countering external subversion. This reflected a
belief that controlling narratives and perceptions was as
vital as the use of military force.

This emphasis on controlling the narratives remains
today under the banner of countering ‘foreign agents’.
The Kremlin routinely portrays anti-regime activities
and independent media as Western proxies, neutralising
them through a combination of narratives and domestic
laws to discredit, harass and, at times, imprison them. In
2022, over 21,000 individuals in Russia were penalised
under public assembly regulations and newly intro-
duced ‘discreditation’ offences.'? By framing dissent as
a product of Western information operations, Moscow
advances a narrative that not only justifies its repressive
measures at home but also aligns with the broader logic
of its ICD.

Russian actors also cultivate fringe political move-
ments across the ideological spectrum as part of a
broader effort to deepen societal divisions.”® Even
when protest movements emerge independent of
Russian involvement, Moscow often seizes the oppor-
tunity to exploit and amplify them — as seen during
the Black Lives Matter movement in the US, the Pegida
anti-migrant movement in Germany and the Yellow
Vests in France. As part of this same effort, Russia also
spreads disinformation on polarising issues like migra-
tion and COVID-19."* In Africa and Latin America,
Russia’s active measures (that are also part of ICD)
focus on cultivating pro-Russian sentiment by spon-
soring media or advisors, pushing anti-Western talk-
ing points in information spaces and backing friendly
political factions. Examples of non-ICD components
that are also part of active measures include blackmail
and bribery to exploit both individual and institutional
vulnerabilities.” This covert manipulation of political
outcomes overseas, often linked to domestic narratives
justifying greater control over the information space,
seeks to create an environment conducive to advanc-
ing Russian interests.

Russia’s ICD pairs these long-standing practices with
the concept of reflexive control. Active measures and

reflexive control are complementary: the former creates

the conditions which the latter exploits. Reflexive con-
trol, developed in the 1960s by Russian mathematician
Dr Vladimir Lefebvre,' is an approach to information
warfare that seeks to influence an adversary’s decision-
making process by shaping its perceptions, motivations
and reasoning.”” Through disinformation, psychologi-
cal operations and strategic deception, Russia aims to
steer adversaries into making decisions that align with
Russian objectives, while believing those decisions are
their own. The development of this doctrine did not
occur in a vacuum; it emerged from a fusion of Russian
experience and a deliberate analysis of its adversar-
ies — particularly the US. At its core lies the belief that
America’s victory in the Cold War was achieved not
solely through military power but through mastery of
reflexive control, intelligence-led subversion and sus-
tained propaganda built around the ideological allure

of capitalism and the American Dream. Many Russian

United States’ President Ronald Reagan and Soviet Premier Mikhail
Gorbachev tour the Red Square in Moscow on 31 May 1988

(Photo by Bettmann via Getty Images)
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analysts consider Ronald Reagan’s Strategic Defense
Initiative as a textbook example of reflexive control —
successfully manipulating Soviet perceptions to pro-
voke an unsustainable arms race, thereby accelerating
economic strain on the Soviet Union at a critical moment
of systemic weakness.'® Today, while the term ‘reflexive
control’ is more commonly used in Western analytical
circles, the principle of shaping an adversary’s response
remains central to Russia’s strategic thinking."

While Russia’s ICD draws strength from its internal
cohesion and deep roots in Soviet-era concepts, its evo-
lution has not been entirely smooth. In the 1990s, fol-
lowing the collapse of the Soviet Union, key elements
of the state’s information apparatus were dismantled or
fell into disuse amid a period of political upheaval, eco-
nomic crisis and institutional fragmentation.”® Despite
this disruption, the underlying concepts endured within
military and security circles, gradually shaping the
foundations of Russia’s modern information strategy.

In the post-Cold War era, the concept of
Informatsionnoe protivoborstvo, (information confronta-
tion doctrine) emerged in Russian strategic thinking,
establishing the two pillars of Russia’s ICD: technical
(cyber operations and electronic warfare) and psycho-
logical (cyber-enabled information operations and dis-
information campaigns).! Doctrinal writings, strategic
planning documents and leadership speeches have
consistently framed the information space as a domain
critical to the internal cohesion and stability of the state,
a weakness exploited by foreign influences, and as an
arena of strategic competition. Information operations
are not limited to wartime; they can be used to shape the
information environment prior to conflict and are activi-
ties that may continue regardless of the state of relations
with the opponent. In contrast to other forms and meth-
ods of opposition, information confrontation is waged
constantly in peacetime and is viewed as a continuous
struggle in the information space. This persistence is a
defining feature of Russia’s ICD. Technical measures,
or cyber operations, include efforts to compromise, dis-
rupt or destroy an adversary’s information systems and
critical infrastructure. Psychological measures, includ-
ing disinformation and other influence campaigns, are
aimed at manipulating narratives to influence public

opinion and undermine the morale of adversaries.

During Russia’s invasion of Crimea in 2014, unmarked, uniformed
soldiers occupied key installations across the territory

Photo by Viktor Drachev/AFP via Getty Images)

One of the clearest demonstrations of Russia’s use of
active measures, reflexive control and ICD can be seen
during the 2014 annexation of Crimea. Russia orches-
trated a situation of military ambiguity and used political
misdirection to shape Western and Ukrainian decision-
making in its favour.”? The appearance of unmarked,
uniformed soldiers, equipped with the latest Russian
military equipment, created confusion over who was
behind the occupation of key Crimean territories.
President Putin denied they were Russian military forces
and instead described them as local self-defence groups.
This denial induced hesitation among Western govern-
ments and delayed the international response, as there
was reluctance to act without definitive attribution.

We are witnessing the continuation and refinement
of a deeply rooted tradition: a sophisticated understand-
ing of how information functions and an adaptability in
manipulating it as both a weapon and a shield.” As the
information environment continues to expand in scale
and complexity — driven by the growth of digitisation,
global connectivity and platform-based communication —
Russia’s long-standing doctrine has adapted accordingly,
exploiting new vulnerabilities and the ever-widening

attack surface.

1.2 Technical Measures

Moscow views cyber disruptions as a foreign policy
lever to shape other countries’ decisions and actively
employs its espionage, influence and attack capabilities

against a diverse range of state and non-state targets.?
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Technical measures — including cyber operations, intel-
ligence gathering, electronic warfare and infrastructural
targeting — are increasingly used in a coordinated man-
ner to pursue strategic deterrence, create confusion and
maintain control. These tools are employed to disrupt,
degrade and deny access to systems —and in some cases,
to dominate them — all while reinforcing the sovereignty
and integrity of Russia’s own information space.

Russia’s intelligence services have employed covert
cyber capabilities to gain access to sensitive networks as
far back as 2003. Since then, their use of cyber operations
for intelligence gathering has steadily grown in sophis-
tication and scope. In Ukraine, these activities were
notably detected during the 2013 campaigns known as
Operation Armageddon and Operation Snake, both linked
to cyber threat actors Gamaredon and Turla, affiliated
with the Russian Federal Security Service (FSB).” While
Russia-linked actors in the early 2000s relied heavily on
spear phishing for initial access — a tactic still widely
used today — groups like Turla use sophisticated mal-
ware that enables persistent access to targeted networks,
reflecting a doctrine of persistence and psychological
attrition. Since the start of the war in Ukraine in 2022,
Russia has exploited compromised edge infrastructure
to allow it continued access to the Ukrainian network
— part of its psychological effort to exhaust Ukrainian
cyber defenders and their resources.®

In 2020, Russia executed a significant supply chain
attack to compromise US software company SolarWinds.
By tampering with a software update, Russian actors
gained access to an estimated 18,000 organisations across
Asia, Europe, the Middle East and North America.”
Notable targets included the US Departments of State,
Treasury, Justice, Homeland Security and Health and
Human Services. While Russia’s Foreign Intelligence
Service, the SVR, primarily used this access to launch
a multi-year espionage campaign, the compromised
supply chains also created opportunities for follow-on
destructive operations and supported broader informa-
tion objectives, including the exfiltration and selective
manipulation of data designed to erode trust in institu-
tions and their leadership.”

DDoS attacks have long served as an entry-level dis-
ruptive capability and are used to overwhelm network

infrastructure. Though technically unsophisticated, DDoS

attacks have been used by Russia to signal intent, amplify
psychological impact — such as by disrupting access to
public services — and mask more targeted operations. The
2007 attacks on Estonia, widely attributed to pro-Russian
internet users, marked a turning point in how Moscow
viewed non-military tools for geopolitical leverage and
established DDoS attacks as a key part of the Russian ICD
toolkit. Russian-language forums provided instructions
for carrying out DDoS operations — enabling netizens to
contribute their systems to botnets — and served as hubs
for coordinating and directing action.

During the conflicts in Georgia (2008) and Crimea
(2014), DDoS operations coincided with conventional mili-
tary attacks, suggesting deliberate coordination between
military and non-military assets. In Crimea, DDoS attacks
were leveraged to take Ukrainian government websites
and media channels offline and to overload cellular net-
works to disable the mobile phones of political leaders.”
In the ongoing war in Ukraine, DDoS attacks appear to be
a key component of Russia’s cyber toolkit not just for their
effectiveness in causing temporary communication dis-
ruption on targeted networks — including civilian services
far from the frontlines — but also for their high visibility
and psychological effect on troops and Ukraine’s allies.

Russia has also shown a willingness to use destruc-
tive cyber capabilities to cause long-term, sometimes
permanent, damage to network infrastructure and data.
The 2017 NotPetya attack demonstrated this, causing an
estimated US$10 billion in damages and leaving many
systems beyond recovery.*® This cemented Russia’s

reputation as a state willing to act indiscriminately,

The US indicted six Russian GRU officers in October 2020 for
launching cyber attacks worldwide, including the NotPetya
malware, to advance Russia’s strategic interests

(Photo by Andrew Harnik - Pool via Getty Images)
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disregarding the secondary effects of its operations.
Prior to the NotPetya attack, Russia disrupted the 2014
Ukrainian presidential election by compromising the
Central Election Commission through the deletion of
key system files to disable vote-counting software.’ In
both 2015 and 2016, Russia deployed malware against
Ukraine’s power grids, causing blackouts and inflicting
physical and psychological distress on its population.*

Destructive cyber operations can be deployed to
erase evidence of earlier intrusions or to support shifts
in operational parameters. Immediately before the inva-
sion of Ukraine in February 2022, Russia attempted to
leverage wiper malware to disable Ukrainian systems
in the government, finance and energy sectors.* On the
actual day of the invasion, Russia also successfully disa-
bled Viasat satellite-communication networks, severely
impacting Ukrainian communications.®* In 2023,
Kyivstar, a Ukrainian telecommunications company,
was similarly disrupted by Russia through destructive
malware.®® These destructive operations are coordi-
nated with electronic warfare assets to degrade com-
munications as well as intelligence, surveillance and
reconnaissance (ISR) capabilities in real time.

Electronic warfare (EW), which predates cyber opera-
tions, has become a vital complement to cyber opera-
tions. Russian forces have used jamming and spoofing to
disrupt Ukrainian GPS systems, command and control,
and drone operations.* On the battlefield, EW platforms
are deployed to suppress enemy situational awareness,
enhancing the effectiveness of supporting operations
including cyber and information influence campaigns.

While Russia’s cyber and electronic operations have
targeted government and civilian infrastructure as well
as military capabilities, they also serve a broader stra-
tegic aim: shaping the information environment and
perceptions of truth itself. This convergence of techni-
cal means and narrative objectives is most evident in
Russia’s cyber-enabled information operations (CEIOs),
which combine technical capabilities with broader
efforts to manipulate and control narratives, including
through the spread of propaganda and disinformation.

Russia’s attempt to influence the 2016 US presiden-
tial election through a hack-and-leak campaign demon-
strated not only its willingness to use CEIOs to interfere

in another country’s governance structures but also its

preference for a Donald Trump presidency. The opera-
tion aimed to damage Hilary Clinton’s electability and
undermine public faith in the US democratic process.”
These methods are not new — Russia had previously used
CEIOs during the 2014 Ukrainian presidential elections,
targeting the Central Election Commission through a
hack-and-leak campaign aimed at discrediting the elec-
toral process. Hackers planted data-altering malware
designed to falsely present a pro-Russian candidate —
Dmytro Yarosh — as the winner of the election. Although
the malware was detected and disabled before it affected
the results, Russia’s Channel One still broadcast the fab-
ricated news of Yarosh’s victory. This demonstrated the
close coordination of the information operations, mud-
dying public perception and eroding trust in the reliabil-
ity of Ukraine’s electoral system.®

Russia has since used a similar approach to target elec-
tions elsewhere. Cyber threat actors linked to Russia’s
military intelligence agency, the Main Directorate of
the General Staff of the Armed Forces of the Russian
Federation (GRU), conducted similar operations during
the 2017 French presidential election, leaking private
emails intended to undermine Emmanuel Macron’s
campaign and distributing the hacked content on plat-
forms like WikiLeaks and PasteBin.*

Cyber operations provide the benefit of plausible deni-
ability, allowing actors to obscure their involvement and
reduce the risk of retaliation. Russia has routinely made
use of hacktivist personas to enhance plausible deniability.
These personas, often linked to Russian intelligence ser-
vices, are used as a means to distance state agencies from
the theft of information, conduct disruptive cyber opera-
tions like DDoS attacks, and publicise victims of cyber
and espionage operations to inflict reputational harm and
instil fear and uncertainty among the population.®

Russia continues to provide a safe haven for cyber-
criminals whose activities align with the Kremlin’s
strategic objectives (e.g., Russia-based criminal group
EvilCorp has been known to support FSB operations).*!
While Russia has at times acquiesced to international
requests to curtail the activities of cybercriminals oper-
ating in its territory — as seen in January 2022 when it
complied with a US request to crackdown on REvil’s
ransomware operation* — such moves are often tacti-

cal concessions. This particular crackdown was likely
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timed to soften perceptions of Russia ahead of its inva-
sion of Ukraine, which took place only a month later.*
Though the FSB announced in January 2022 that REvil
had been dismantled, its members charged, and its
operations shut down,* by September that same year,
reports indicated that the group had resumed its activi-
ties.®” Within Ukraine, Russia has leveraged cybercrimi-
nals to deploy information-stealing malware, aiding its
propaganda efforts to undermine the country’s military
conscription and mobilisation efforts.

Russian state actors have also adapted criminal tools
for state operations. For example, Russia’s deployment
of the NotPetya wiper malware in 2017, which was dis-
guised as ransomware, enabled it to pursue its strategic
objectives while profiting from illicit payments, blurring
the lines between criminality and statecraft.*® As the war
in Ukraine (2022) intensified, Russia’s intelligence ser-
vices deepened their reliance on cybercriminals to recruit
talent, acquire tools for initial access and use criminal
proxies to further state objectives.” These cybercriminal
networks have also become a source of financial support;
funds used for Russian military purchases from China
have been traced back to illicit activities by Russian
cybercriminals.*® By operating through cybercriminal
proxies, Russia obscures its direct involvement, com-
plicates attribution and maintains plausible deniability

while advancing its state-aligned objectives.

Russia uses its cyber capabilities on and off the bat-
tlefield aimed at shaping the information space through
denial, disruption and destruction and to complement

psychological narrative operations.

1.3 Psychological Measures

Russia does not simply aim to disrupt communi-
cations or systems; it seeks to shape perceptions,
manipulate emotions and fragment social cohesion
through persistent narrative campaigns. Narratives
are the connective tissue of Russia’s ICD. They are
not one-off but enduring, seeded and amplified
across multiple platforms, then continually adapted
and amplified again. These messages are dissemi-
nated not only through state channels but also across
a highly decentralised ecosystem of media outlets,
social media accounts, fake personas, sympathetic
influencers and state-aligned organisations, creating
the appearance of grassroots support.

Narratives are collective messages that are spread and
repeatedly reinforced through texts, images and vid-
eos by fake accounts on social networks and supposed
news portals. Each piece of content thus contributes to
the shaping and sustaining of a broader narrative. Some
of these narratives have circulated for years and may be
combined or modified depending on current events and

shifting public attitudes (see Table 1.2).

Table 1.2: Key narratives for regime stability and global influence

Key narratives Description

Examples of how key narratives support the following national objectives*

Regime stability Global influence

Global elites
are against the
people

Frames Western democracies as
dominated by corrupt, detached elites
who ignore the will of the real people.
It positions Russia as a more authentic,
people-oriented alternative

The West's migration crisis is a result of
large corporations seeking cheap labour

The COVID-19 pandemic was a pretext for
global elites to consolidate power

Russia offers equal partnerships to
states in both East and West, free
from political interference

Russia is the Casts Russia as the last bastion of The West is morally decadent The West is hypocritical: it
guardian of traditional values against a decadent The EU bans the words ‘mother’ supported Kosovo's lnd,ependence
decency and West consumed by moral relativism, . , but denounces Crimea’s self-
R X X and ‘father s
morality hypocrisy, LGBTQ+ rights and determination
woke culture
Russia’s Appeals to nationalist sentiments Crimea ishistorically Russian’ Ukraine is a puppet of the West

sovereignty and
national identity
are under threat

in other countries by portraying
NATO, the EU and the US as eroding
Russia’s sovereignty. It helps build a
Eurosceptic and populist audience

Ukrainians and Russians are
‘one people’

The EU is directed by Washington

The West's
impending
collapse

Portrays the West as in terminal decline
plagued by cultural and moral decay,
crime, migration issues and economic
instability which are all indicators of
liberal democracy failing

Russophobia is used by the West to
distract from its own societal problems

Europe has lost its civilisation,
religion and culture

Russia is a more reliable partner to
African states than the West

*Some narratives overlap in their messaging. Across all, Russia is portrayed as the last bastion of traditional values, speaking the truth and defending the people.
Source: lISS CPFC Programme research
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These narratives are rarely deployed in isolation;
they are often layered and adapted in response to
global events. For example, during COVID-19, Russia
exploited existing distrust in Western elites to spread
anti-vaccine misinformation, incorporating themes of
Western decay and moral corruption. Following the
invasion of Ukraine, Moscow’s disinformation cam-
paigns portrayed the conflict as an operation carried out
in self-defence against NATO aggression and Ukrainian
fascism while blaming the West for prolonging the war.

Narrative amplification methods are technologi-
cally sophisticated and strategically deployed. State-
run outlets like RT and Sputnik serve as central nodes,
supported by an ecosystem of bot networks, troll farms
(e.g., the Internet Research Agency), local proxy outlets
and foreign influencers — some of whom are financed
by Russia.*” Cyber operations play a key supporting
role. Hack-and-leak campaigns, such as those target-
ing the 2014 Ukrainian presidential election, the 2016
US presidential election and the 2017 French presiden-
tial election, are designed not merely to expose sensi-
tive information but to manipulate its interpretation
through specific socially divisive narratives.®® Data is
selectively leaked, sometimes doctored, and timed for
maximum impact.

Russian actors have incorporated technological
developments to enhance the believability, credibility
and amplification of their narrative operations. They
are increasingly experimenting with generative Al and
deepfakes to automate content production and tailor
messaging to specific audiences, as well as amplifying
the dissemination of these messages at scale.”® A KGB
general boasted that in 1981, the agency published
nearly 5,000 articles in foreign and Soviet newspapers.
Today, a Russia-linked network of news sites known

as CopyCop has been observed publishing 19,000

deceptive posts a month.* The objective of such activi-
ties is not necessarily to convince but to confuse, dis-
tract and exhaust. By flooding the information space
with competing truths, conspiracies and emotionally
charged content, Russia seeks to paralyse democratic
discourse, institutions and decision-making.

The "hahaganda’ phenomenon occupies a unique
space in Russia’s psychological measures, acting as
both a narrative and a method of amplification.®®
Unlike traditional propaganda, hahaganda relies on
mockery, irony and internet humour to undermine
authority, destabilise shared facts and dilute the
perceived seriousness of political debate. By turn-
ing complex events into memes and adversaries
into punchlines, it diffuses tension while delivering
a strategic narrative. This approach is particularly
effective with digital-native audiences who tend to be
more receptive to satire than to overt messaging. This
method facilitates the Kremlin’s efforts to sow cyni-
cism and fatigue while avoiding direct attribution,
making it an agile and deniable form of information
warfare. In doing so, it blurs the boundary between
entertainment and manipulation, acting as a story-
telling mechanism as much as a means of ridicule.

Importantly, this narrative doctrine is enduring. The
aim is not simply to deliver propaganda but to shape
the adversary’s perception of reality itself. Elections
become not moments of democratic choice but oppor-
tunities for disruption — to undermine the electorate’s
confidence in the functioning of the system, the candi-
dates and the outcome. Strategic ambiguity and narra-
tive saturation make attribution difficult and response
options costly or uncertain. While the ICD we see play-
ing out today may be modern in its tools, it still draws
directly from its conceptual roots in Soviet-era active

measures and reflexive control.
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2. ICD Applied: Domestic Stability and

External Influence

This section sets out examples of how Russia’s ICD
is applied in pursuit of two core objectives: domestic
regime stability and external influence. At home, the
ICD is deployed to control narratives, suppress dis-
sent and reinforce the legitimacy of the state through
coordinated messaging, censorship and the cultivation
of patriotic mythologies. Overseas, it serves as a tool of
asymmetric statecraft — disrupting adversaries, shaping
global perceptions and extending Moscow’s influence
over the former Soviet territories and developing coun-
tries. Together, these applications reflect a flexible, lay-
ered approach that leverages information as both shield

and sword in pursuit of strategic advantage.

2.1 Regime Stability

At the heart of Russia’s ICD lies the imperative of regime
stability. Control of the information space within Russia
is seen as essential to safeguarding the political order
and enhancing domestic cohesion and international
perceptions. Domestically, the ICD is used to reinforce
a narrative of national greatness — drawing heavily on
nostalgia and the legacy of the Soviet Union as a global
power. This narrative positions today’s Russia as the
successor to a lost empire whose mission is to protect
the Russian-speaking populations and reclaim its right-

ful influence across the former Soviet states.

Hardening Its Information Environment
atHome

Domestic control via narratives is tightly linked to
external messaging. The attraction of NATO and the
European Union for Eastern European and some
post-Soviet states poses distinct strategic and ideo-
logical challenges for Moscow, with each organisation
viewed as a threat to the regime’s security and sphere
of influence. In response, Russia promotes a narrative
of encirclement by Western-backed puppet regimes —a
framing used to justify its domestic information con-
trols. Russia deploys its ICD to intimidate neighbours

through both cyber and psychological measures as

well as military posturing. Domestically, these activi-
ties are framed as Russia defending its traditions, sov-
ereignty and the global order.

Following the 2011 anti-government protests in Russia
that were largely organised via social media, the Kremlin
recognised the political threat posed by the internet and
steadily tightened its control over its online space. The
state committed 59bn roubles (US$572 million) toward
developing RUNet, Russia’s sovereign internet infra-
structure.® This was accompanied by the adoption of
new legislation in 2019 — commonly known as the sov-
ereign internet law — which allowed the state to cut off
external internet traffic and funnel data through state-
controlled exchange points.® Following the invasion of
Ukraine in 2022, Moscow banned certain non-Russian
platforms (including Twitter, Facebook and Instagram)
for allowing anti-Russian messages. It also levied exorbi-
tant fines on tech platforms that took down pro-Russian
content, most notably a penalty on Google that media
reports described as ‘far greater than the world’s total
GDP’ % In parallel, independent media outlets were shut
down or forced into exile, and hundreds of journalists
were forced to flee the country to avoid prosecution
under newly imposed wartime censorship laws.””

Today, the Kremlin oversees a tightly controlled infor-
mation environment through both technical and psycho-

logical means — using cyber capabilities, infrastructure

A protest in Moscow on 10 March 2019, after the Russian Duma
approved the sovereign internet bill, sparking fears of ‘total
censorship’in the country

(Photo by Alexander Nemenox/AFP via Getty Images)
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control, censorship, legislation, surveillance and narratives
to suppress dissent and unify public messaging. While
domestic and external narratives may appear separate,
they are mutually reinforcing efforts to strengthen sup-
port for the Russian government at home, project strength

internationally and resist Western encroachment.
2014-2017: Occupied Crimea and Ukraine

In people’s hearts and minds, Crimea has always been an
inseparable part of Russia.*®
Vladimir Putin, ‘Address by President

of the Russian Federation’, 2014

Russia has increasingly sought to leverage cyber capa-
bilities both within and outside of active conflicts. The
2014 annexation of Crimea demonstrated Russia’s
coordinated use of cyber and electronic warfare tactics
alongside psychological operations to shape the infor-
mation environment. Ukraine has remained a persis-
tent target and a testbed for Russian cyber capabilities,®
with Moscow increasingly coordinating its cyber and
conventional military strikes to target Ukrainian physi-
cal infrastructure.®

At the start of the invasion in February 2014, web-
sites across Ukraine were taken offline by DDoS attacks,
with several Ukrainian government websites remaining
inaccessible for nearly 72 hours.®’ In March 2014, after
Russian special forces invaded Crimea as unmarked,
uniformed soldiers, Ukrtelecom reported that armed
men had entered its offices in Crimea and had physi-
cally tampered with the fibre-optic systems, causing
telephone and internet outages, and disrupting com-
munications during the critical period.®

The following year, in December 2015, Russian threat
actors targeted three Ukrainian energy distribution com-
panies.®® Over six months, they conducted a coordinated
operation that involved spear phishing to gain access to
the companies’ networks and deployed the BlackEnergy
malware to shut down multiple power substations in
the country remotely. To hinder recovery efforts, the
KillDisk malware was also used to corrupt systems
across the affected networks.® The disruption, occurring
several days before Christmas, resulted in power out-

ages for almost 230,000 Ukrainians. Though Ukraine was

able to recover quickly, this operation marked a turning
point: Russia had demonstrated its willingness to use
cyber-physical operations against critical civilian infra-
structure outside of an open conflict. Conducted more
than a year after the annexation of Crimea, the operation
was likely intended as a show of intimidation, demon-
strating Russia’s ability to disrupt the country as well
as the Ukrainian government’s inability to guarantee its
citizens access to electricity. In December 2016, Russian
threat actors returned to Ukraine with Industroyer,® a
new malware designed to attack the industrial control
systems of electrical grids. While this disruption lasted
only an hour in Kyiv, the malware’s potential scalabil-
ity to affect other critical infrastructure suggests the out-
come could have been worse.®

In addition to causing technical disruptions, cyber
operations are often carefully timed to inflict the maxi-
mum cognitive impact. BlackEnergy and Industroyer
were deployed around midnight when technical staff
were least prepared to respond. Similarly, the NotPetya
wiper malware — which targeted a widely used account-
ing system in Ukraine — was deployed in the early hours
of 27 June 2017, the day before Ukraine’s Constitution
Day. The out-of-hours timing facilitated the spread
across multiple systems as the workday began, under-
mining confidence in Ukraine’s stability and security. In
addition, some analysts believe that the NotPetya cyber
operation was deliberately planned to coincide with the
assassination of Maksym Shapoval, a senior Ukrainian
intelligence officer involved in special operations, who

was killed by a car bomb that same day.”

2022: Invasion of Ukraine

Russia is using information manipulation and interfer-
ence as a crucial instrument of this war. This war is not
only [about] using explosives, bombs, bullets, killing peo-
ple. It is about the mind of the people. It is about how to
conquer the spirit, the intelligence, the understanding of
the people.®

EEAS Vice President Josep Borrell, ‘EEAS Conference on

Foreign Information Manipulation and Interference’, 2023

In the months leading up to the invasion, Russian cyber

groups began reactivating dormant intrusions into
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Ukrainian critical infrastructure, laying the ground-
work for more disruptive operations. In January 2022,
GRU-linked hackers intensified their psychological
subversion efforts by defacing government websites
and deploying WhisperGate — a wiper malware pos-
ing as ransomware — to destroy targeted datasets and
sow chaos ahead of the invasion.®® While WhisperGate's
actual impact was limited, the incident served as a
warning to both Ukraine and its allies to commit addi-
tional resources to strengthen cyber defences.

Russia escalated its operations by leveraging its pre-
positioned access to deploy more advanced cyber tools
like HermeticWiper and AcidRain. HermeticWiper
targeted Ukrainian government systems and financial
organisations, using legitimate authentication methods
to evade automated detection measures.”” Meanwhile,
AcidRain was deployed to disrupt Ukraine’s com-
mand and control infrastructure by attacking Viasat,
a satellite-based communication network. However,
AcidRain’s impact extended far beyond Ukraine, dis-
rupting global communications as well as affecting
5,800 wind turbines in Germany.” In April 2022, Russia
sought to deploy Industroyer2 against Ukraine’s power
grid, but the attack was detected and neutralised.”

Russian state-linked actors have also operated under
hacktivist aliases to obscure attribution. On 16 August
2022, a group calling itself the People’s Cyber Army,
a hacktivist alias linked to the Russian state, launched
a botnet DDoS attack against the official website of
Energoatom, the operator of Ukraine’s nuclear power
plants.”? The timing of this cyber campaign coincided
with ongoing military action, including the Russian
shelling of the Energoatom-managed Pivdennoukrainsk
nuclear power plant just five days later.” On 1 July 2022,
another group using the alias XakNet, also linked to the
Russian state, claimed a sophisticated cyber operation
against Ukrainian energy company DTEK. This cyber
operation took place alongside Russian missile strikes

on DTEK’s Kryvorizka power plant in eastern Ukraine.”

2.2 Destabilisation of the West

Russia views today’s interconnected information
ecosystem as a key vulnerability of its adversaries,
particularly Western countries that champion a more

open information environment. The Russian defence

ministry explicitly identifies its adversaries” informa-
tion infrastructure — including elections, media sys-
tems and public discourse — as domains of strategic
importance and legitimate targets. The ICD blurs the
boundary between peace and war, framing infor-
mation campaigns as tools of pre-emptive, continu-
ous conflict. Central to this approach is the concept
of strategic destabilisation. Russia’s objective is not
simply to achieve short term gains through isolated
ICD efforts, but to, over time, erode the informational
integrity of its adversaries to weaken public trust,
fracture alliances and ultimately diminish Western
influence globally.

As such, Russia’s cyber operations — such as the
targeting of the United States’” Democratic National
Committee in 2016, the Macron campaign in 2017
and EU institutions — should be viewed as part of a
broader campaign to destabilise the West. Under
the ICD, Russia’s cyber operations often precede or
accompany disinformation efforts, allowing Russia
to leak stolen data selectively, seed conspiracy nar-
ratives and generate confusion about the legitimacy
of democratic processes. Narratives to destabilise the
West, including the delegitimisation of Western lead-
ership (e.g., ‘the elites are corrupt’), sowing distrust in
science (e.g., anti-vaccine and COVID-19 conspiracy
theories) and weaponising economic discontent (e.g.,
energy crisis narratives, illegal immigration concerns
and sanctions blame reversal), are used to amplify
grievances that already exist. The result is not persua-
sion but distortion.

In 2024, Czech authorities revealed that Russian
funds — channelled through the Prague-based online
media outlet Voice of Europe — were used to support
far-right and Eurosceptic politicians across Belgium,
France, Germany, Hungary, the Netherlands and
Poland, illustrating the convergence of influence opera-
tions and financial subversion within the ICD.” These
payments funded campaign expenses and amplified
Kremlin-aligned messaging by elevating far-right and
Eurosceptic actors in an effort to erode EU cohesion
ahead of parliamentary elections. Here, Russia’s objec-
tive is to expose Western vulnerabilities, signal its dis-
ruptive capabilities and create the perception of chaos

and fragility in the liberal democratic order.
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2.3 Global Outreach in Africa, Latin
America and the Middle East

Over the past decade, Russia has systematically applied
its ICD to regions beyond its immediate periphery — most
notably in Africa, Latin America and the Middle East.
These efforts are part of Russia’s broader strategy to reas-
sert itself as a global great power in a multipolar world,
challenge the dominance of Western norms and alliances,
and cultivate zones of influence through layered, hybrid
means. Russia’s approach draws on the full spectrum
of information tools: disinformation campaigns, cyber
operations, strategic partnerships, narrative manipula-
tion and media expansion. These are not isolated actions
but form an integrated statecraft approach that reinforces

diplomatic, economic and military objectives.

The Middle East: Opportunism and
Strategic Realignment

Russia’s assertiveness in the Middle East is rooted in a
calculated response to a perceived Western retreat. In
Syria, its 2015 intervention to prop up the Assad regime
was not only an effort to defend a client state but also
a high-visibility demonstration of its military capabil-
ity and geopolitical relevance.” The conflict served as a
testbed for Russia’s integrated approach — melding con-
ventional military support, information operations and
diplomatic leverage. Russia secured key military bases
on the Mediterranean and simultaneously deployed
online disinformation to discredit Western involve-
ment, frame Assad’s opposition as extremist and por-
tray itself as a stabilising actor. As the conflict evolved,
Russia shifted from outright military operations to the
management of post-conflict narratives.

Following the Ukraine invasion and the accompa-
nying surge in Western sanctions, Russia has intensi-
fied its pivot to the region. A key development came in
January 2025, when Russia and Iran signed a 20-year
strategic treaty on cooperation in trade, defence, science
and education.” This move reflects a broader pattern: in
response to growing geopolitical isolation, Russia has
sought to strengthen ties with regional actors that share
its opposition to Western dominance. In this context,
Russia has not only found geopolitical alignment but
also gained access to alternative markets, logistics hubs

and strategic depth.

Latin America: Media Channels and
Disinformation Ecosystems

Russia has invested in long-term perception manage-
ment in Latin America through state media and covert
influence operations. Spanish and Portuguese-language
arms of RT and Sputnik — RT en Esparfiol, Sputnik Mundo
and Sputnik Brasil — serve as primary vehicles for framing
Western actions as imperialist, painting NATO as expan-
sionist and presenting Russia as a counter-hegemonic
force.”” These narratives find fertile ground in societies
with a historical scepticism toward US foreign policy,
such as in Latin America, and are receptive to messages
that challenge Western dominance.

Beyond soft power, Russia has materially supported
regimes that oppose or are ostracised by the West.
Alongside China and Iran, Russia has helped Nicolas
Maduro’s government in Venezuela circumvent sanc-
tions and maintain power, as part of a broader effort
to strengthen the resilience of authoritarian regimes
against Western pressure.® Russia’s strategy in Latin
America mirrors its approach in the Middle East: com-
bine overt media strategies with covert support for
politically aligned regimes, leveraging anti-Western
sentiment to expand its influence.

Russia’s disinformation efforts in the region are also
notable for their sophistication and scale. According to
Western security agencies and cyber threat intelligence
firms, Russia runs persistent, well-funded campaigns to
manipulate narratives in Argentina, Bolivia, Colombia
and beyond - often focusing on divisive issues like
US foreign policy, immigration and public health.®
These efforts, coordinated by groups like the Social
Design Agency, Institute for Internet Development and
Structura, are amplified by local networks of media and
influencers that are leveraged by the Russian state, both

overtly and covertly.

Africa and the Sahel: Security Services as
a Foot in the Door

Nowhere is the fusion of Russia’s ICD and traditional
statecraft more visible than in Africa, particularly the
Sahel, where it has capitalised on the region’s domestic
instability and positioned itself as a partner to military
juntas and populist leaders.® Moscow’s narratives often

exacerbate existing grievances — such as opposition to
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former colonial powers, perceived Western hypocrisy
and economic exclusion — and offer alternative models
of sovereignty and development.

The case of the Wagner Group, the now-infamous
Russian paramilitary organisation, illustrates how
Moscow combines hard power with information influ-
ence. Ostensibly a private military contractor, Wagner
operates as a shadow extension of Russian foreign pol-
icy, providing both coercive capabilities and narrative
reinforcement. Its activities often include information
warfare components: training local media, distribut-
ing pro-Russian content and suppressing dissent. The
group’s ambiguous legal status allows Moscow to main-
tain plausible deniability while reaping strategic benefits.

In the Sahel, Wagner has provided direct security
support to governments in the Central African Republic,
Mali and Sudan, often in exchange for access to min-
ing rights, political leverage and media access.** These
deployments are accompanied by pro-Russian messag-
ing campaigns that portray Moscow as a more reliable
partner than states in the West, whose influence — par-
ticularly France's — has waned in much of the region.
However, Russia’s operations are not always aligned
with local values or aspirations. In many cases, its mes-
saging is opportunistic, exploiting fissures in society
rather than proposing coherent ideological alternatives.
Yet in environments already rife with distrust, these
campaigns are enough to sow confusion, weaken con-
sensus and delay collective action — outcomes that con-
stitute success from Moscow’s perspective.

In March 2022, just weeks after the invasion of Ukraine,
26 African states either abstained from or voted against a
United Nations resolution condemning Russia’s action.®
While not a definitive measure of support, this resistance
to Western consensus reflects the dividends of years of
Russian engagement through security assistance, eco-
nomic ties and ICD. While the cumulative effect of these
global activities is difficult to quantify, many observers
suggest these efforts provided Russia with tangible influ-
ence within multilateral institutions, allowing it to block
or dilute international condemnation, as seen in UN
votes and regional forums. Even when its positions are
not fully endorsed, the lack of outright pushback — par-
ticularly from Global South states — creates political space

for Moscow to manoeuvre.

Russia has also leveraged its online presence to sup-
port its recruitment drives, targeting populations in
China, Libya, North Korea and Syria through online
influence campaigns aimed at recruiting mercenar-
ies for operations in Ukraine.®® These activities, often
cloaked in memes, humour and patriotic appeals, show
the reach of Russia’s information apparatus beyond tra-
ditional Western social media platforms. In April 2025,
Ukrainian President Zelenskyy stated that Ukrainian
intelligence had identified at least 155 Chinese nation-
als fighting for Russia in Ukraine.®

The operational experience that Russia has gained in
conducting ICD operations against its immediate neigh-
bours in Eastern Europe and post-Soviet states has directly
informed the tactics it has since employed in the West.
Although its CEIOs failed to alter the outcome of Ukraine’s
2014 presidential election, Russia used the same tactic dur-
ing the 2016 presidential elections in both France and the
US. The 2015 and 2016 destructive cyber operations against
the Ukrainian power grid showed Russia’s ability to affect
critical infrastructure at scale. In the Sahel, where there is
limited opposition to pro-Russian narratives, the Kremlin
has applied these lessons to make considerable diplomatic
gains by supporting aligned regimes and helping to keep
them in power. Regardless of setbacks, detection or fail-
ure, Russia demonstrates remarkable adaptability and
persistence in pursuing its objectives via ICD.

While this paper focuses on Russia, it is not the only
state that seeks to influence and persuade internationally

—both overtly and covertly. Allies and adversaries alike

Protestors wave banners thanking the Russian paramilitary
group Wagner as they celebrate the withdrawal of French troops
from Mali on 19 February 2022

(Photo by Florent Vergnes/AFP via Getty Images)
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- including China, Ukraine and many other Western  integrated these tools into a centralised doctrine — one
countries — have also deployed cyber and information  that fuses domestic and foreign narratives, cyber opera-
operations in pursuit of strategic objectives. What sets  tions, conventional sabotage and military force into a

Russia apart, however, is the extent to which it has sustained and unified strategy against its adversaries.
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3. Evolution and Ecosystem of ICD

Since 2014, Russia’s ICD has steadily evolved, which
has been marked by the diversification of its capa-
bilities, actors and instruments. Initially known for its
multi-dimensional approach during the annexation of
Crimea and eastern Ukraine — blending cyber opera-
tions, disinformation, and conventional sabotage and
military operations — Russia has expanded both the
scale and sophistication of its efforts, reflecting a more
deeply institutionalised and integrated model of infor-
mation warfare.

A defining feature of this evolution is the coordination
of resources across multiple state budgets and agencies.
While there are no direct, transparent figures on Russia’s
investment in these capabilities, we can draw on several
estimates and proxy indicators to illustrate its scale.

On investment, rather than operating as a siloed or
ad hoc system, Russia’s ICD today draws on a wide
range of funding streams — including direct govern-
ment expenditure via the Ministry of Defence and other
national security entities — to sustain GRU cyber units
and offensive cyber capabilities.”” As noted earlier, the
state has also allocated 59bn roubles to building RUNet,
Russia’s sovereign internet infrastructure, aimed at
reinforcing digital control and information autonomy

amid perceived Western encirclement.

RT Media has become an institutionalised tool of influence for the
Russian state, extending far beyond its geographical boundaries

(Photo by Andrey Rudakov/Bloomberg via Getty Images)

Simultaneously, Russia has institutionalised the use
of state-funded media as a tool of influence, allocating
an estimated US$300—400m annually to international
propaganda outlets such as RT and Sputnik.* These
outlets operate in concert with state-linked actors, social
media influencers and troll farms, forming a dense, lay-
ered media ecosystem that can respond rapidly to geo-
political developments.®

Another key development is the increasing use of
artificial intelligence to enhance the psychological
and technical sophistication of operations. Moscow
has begun experimenting with deepfakes to confuse
and manipulate not only the general public but also
experts and journalists. These capabilities are particu-
larly potent in conflict zones and politically unstable
environments, where trust in information is already
precarious. While the operational scale of such tools
remains limited for now, the doctrinal intent is clear:
to exploit ambiguity and accelerate the erosion of
shared truths.

Russia continues to leverage a variety of state and
non-state actors to help it shape the information envi-
ronment. The Russian state exhibits varying degrees of
involvement in the activities of these actors — ranging
from direct control and tasking to tacit approval and
insinuations. Some cyber threat actors might conduct
espionage operations to support Russia’s information
superiority. Others may work to degrade other parts of
the information environment by undermining trust in
social media platforms.

Key information actors operating to further Russian
objectives are the Russian intelligence services consisting
of the GRU, the FSB and the SVR.” These agencies uti-
lise highly sophisticated, well-resourced threat actors to
conduct cyber operations for a range of purposes using
internally developed malware that leverages tactics like
spear phishing, zero-day exploits and credential steal-
ers, to conduct cyber espionage, CEIOs and disruptive
attacks. Actors like APT29, associated with the SVR, have

demonstrated their well-resourced ability to gain access
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Headquarters of the GRU, Russia’s military intelligence agency
known for its involvement in a variety of destructive cyber
operations as well as cyber-enabled information operations

(Photo by Natalia Kolesnikova/AFP via Getty Images)

to valuable targets like those involved in software sup-
ply chains. Turla, a group associated with the FSB, has a
track record of using sophisticated backdoor techniques
to maintain persistence in networks for long periods.
APT44 and APT28 are both associated with the GRU and
have frequently engaged in hybrid operations. APT28
was linked to a foiled Russian operation that attempted
to gain access to the Organisation for the Prohibition of
Chemical Weapons following the 2017 Salisbury poison-
ings. APT44 has developed destructive malware like
BlackEnergy, Industroyer, NotPetya and CaddyWiper,
and has also cultivated hacktivist personas which it used
to conduct follow-through information operations.”
Over time, APT44 has adopted more generic capabilities,
potentially to decrease the time and resources required to
conduct cyber-physical attacks.”? Cadet Blizzard, another
group affiliated with the GRU, has been observed col-
laborating with cybercriminal groups to carry out espio-
nage and hack-and-leak operations.”

Russian cybercriminals have increasingly aligned
their activities with state objectives, operating with the
tacit approval of the Russian state, which seemingly
ignores their criminal activities. While Russia occa-
sionally arrests and extradites cybercriminals, it often
does so to further its strategic objectives. Following the
high-profile arrests of individuals linked to the REvil
ransomware-as-a-service group, some members were
coerced into working for the state. In the late 2000s,
groups like Russia Business Network, whose leader

was believed to have ties to Russian political figures,

were accused of facilitating DDoS attacks on Georgia
in 2008.”* More recently, ransomware groups, like the
Russia-based Conti and LockBit, have publicly declared
their loyalty to the Russian state and conducted opera-
tions against Ukraine’s supporters. Conti later fractured
due to internal political disagreements following the
invasion of Ukraine.” Regardless, Russia has continued
to leverage state-aligned cybercriminal elements to con-
duct intelligence operations on Ukraine as well as laun-
der cryptocurrency, some of which has been used to
procure military equipment for the Russian military.*

Patriotic hackers and hacktivist groups have been
central to Russia’s ICD. These groups can muster both
legitimate users and large botnets to conduct DDoS
attacks against target websites. In the early 2010s, DDoS
attacks could cause a significant disruption that would
inhibit command-and-control channels. While there
have been improvements in cyber-security defences,
these attacks can still be impactful, disruptive and
highly visible. In Estonia in 2007 and Georgia in 2008,
pro-Russian online forums circulated materials that
enabled netizens to support and participate in DDoS
attacks.” By the 2014 invasion of Crimea, the GRU had
begun using hacktivist personas like CyberBerkut to
conduct DDoS operations in support of state objectives.”
When the Russian invasion of Ukraine commenced in
2022, hacktivist groups expanded their activities, carry-
ing out both hack-and-leak operations as well as DDoS
campaigns. Some of these campaigns, often facilitated
by pro-Russian hacktivist groups like KillNet, have not
been linked directly to the state but have targeted coun-
tries accused of exhibiting ‘Russophobia’. Hacktivist
groups like Cyber Army of Russia Reborn and XakNet,
which have also claimed responsibility for hack-and-leak
operations, have been found to be fronts used by the
GRU’s APT44.” These hacktivist groups would claim
credit for a cyberattack, at times revealing victims and
targets while circulating stolen documents, thereby pro-
viding Moscow with plausible deniability.

Russia’s ICD also relies on a network of contractors
that appear independent from the state intelligence
structure yet retain strong linkages to the Kremlin
through contracting arrangements or direct ownership.
The Internet Research Agency, which was involved in

the disinformation campaigns against the US in 2016,
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was owned by Yevgeny Prigozhin, then a close advi-
sor to Putin and head of the Wagner Group.'® Russia
has continued to pursue information operations with
other contracted groups like Structura and the Social
Design Agency, as well as partly state-owned entities
like the Institute for Internet Development. Several of
these groups were involved in the Doppelganger cam-
paign, notable for creating a large network of fake news
websites and social media accounts designed to mimic
legitimate media outlets and profiles.!”" These fake
media outlets recycle legitimate news coverage, while
also leveraging documents stolen in cyber-espionage
operations to improve their legitimacy and help expand
their reach. According to leaked Russian government
contracts with NTC Vulkan between 2016 and 2020,
the company had provided a range of services to sup-
port Russia’s ICD, including developing capabilities
for large-scale data collection, tools for controlling and
shaping the online information environment, and a
training platform for conducting coordinated informa-
tion operations and attacks against operational tech-
nology systems.'®

Russian state media outlets like RT and Sputnik
play a critical role in broadcasting the Kremlin’s posi-
tion worldwide. While largely discredited in Europe
and the US, these channels have established a degree
of legitimacy in other parts of the world, cultivating
markets receptive to pro-Russian narratives. Russia’s
efforts to sow discord in adversary information ecosys-

tems increasingly rely on covert methods to fund social

The US Department of Justice indicted two RT employees on 4
September 2024 for allegedly seeking to influence the 2024 US
presidential election

(Photo by Roberto Schmidt/AFP via Getty Images)

media influencers with right-wing, conservative ideolo-
gies. In the US, Tenet Media — funded by RT through
shell companies — entered agreements with several
notable online personalities who attracted impression-
able young audiences.!® These influencers often pro-
duced content that aligned with Russian state interests,
introducing counter-mainstream narratives into the
information ecosystem.

Russia’s ability to selectively mine and weaponise
publicinformation at scale is a growing concern, particu-
larly in pluralistic societies with open information envi-
ronments. The state’s information ecosystem is highly
responsive and, over the past decade, has adapted its
messaging and operations in real time to shifting events
— from battlefield losses to sanctions regimes and refu-
gee flows. Russia has also demonstrated an ability to
leverage open-source intelligence (OSINT) and crowd-
sourced content to inform or amplify its campaigns. This
shift from pre-planned influence efforts to dynamic,
reactive narrative warfare — whether by lending cred-
ibility, injecting plausible detail into disinformation or
by providing material for counter-narratives — suggests
an agile and centralised command structure guiding
ICD campaigns.

Russia’s ICD continues to evolve — not just in the
tools it deploys but in how its strategic, operational
and tactical dimensions increasingly converge. One
of the most striking developments has been the blur-
ring of traditional boundaries between domains.
Cyber operations, electronic warfare and influence
campaigns are now deployed as part of an integrated
effort, each reinforcing the effects of the others to
create confusion, cause delay or induce behavioural
change in adversaries. Moreover, Russia has shown
itself capable of adversarial learning. Across suc-
cessive conflicts, from Georgia to Syria to Ukraine,
Moscow has refined its operational security, main-
tained plausible deniability and tailored tactics to
exploit weaknesses in adversary responses.

Russia’s modern ICD is not simply a toolkit of
technical and psychological measures but a grow-
ing ecosystem. It fuses cyber, cognitive and psycho-
logical operations within a decentralised and adaptive
framework. Under conditions of military conflict, eco-

nomic sanctions and the death of key figures such as
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Internet Research Agency founder Yevgeny Prigozhin,
the Kremlin’s ICD ecosystem has recalibrated and re-
emerged elsewhere — it has not been dismantled. This
underlines the durability of the ICD as a core instru-
ment of Russia’s statecraft.

However, Russia’s ICD ecosystem is not without
structural vulnerabilities. There is a risk of overex-
tending its network of actors and proxies, particularly

as attribution, exposure, and countermeasures by

governments, industry and civil society become more
coordinated. These responses increase operational costs
and reduce space for plausible deniability. Its broad-
est influence campaigns — those that rely on well-worn
narrative tropes — face the risk of diminishing returns
as audiences become more discerning in their media
consumption, especially if strategic communications by
adversary governments succeed in providing credible

alternative perspectives.
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Conclusion and Forward Look

Russia’s ICD is rooted in Soviet-era concepts of infor-
mation control. While its evolution has not been
smooth, its core principles remain, and understand-
ing both its historical foundations and its present-day
implementation is critical to addressing the challenges
in today’s information environment. Moscow does not
draw a sharp line between cyber operations and influ-
ence campaigns. Instead, it treats them as mutually
reinforcing elements of a single information domain
where Russian actors blend technical disruption, psy-
chological pressure, espionage and narrative manipu-
lation with strategic intent. A clear understanding of
this key pillar of Russian statecraft is critical to build-
ing effective responses to counter its influence.

For defenders, understanding Russia’s ICD - both
its technical and psychological pillars — is an opera-
tional necessity. However, Russia is not alone in
deploying these tools. Although it remains one of the
most sophisticated and aggressive users of informa-
tion confrontation techniques, many of its tactics —
such as hack-and-leak operations, narrative shaping
and infrastructure targeting — are also found in the
toolkits of other states, including both adversaries and
allies. Several have and do apply comparable methods
to shape the information environment and influence
battlefield dynamics. This growing normalisation of
information manipulation as an instrument of strate-
gic competition underscores the urgency of developing
norms, transparency and restraint.

A critical area of potential defence lies in the infra-
structure that enables modern influence campaigns. For
example, Russia has an established penchant for fake
websites, which it generates at scale to introduce manip-
ulated content online. This content is then scraped by
large language models, influencing Al-generated out-
puts toward pro-Russian narratives.'™ Yet, domain
name registrars, cyber-security firms and legal enforce-
ment bodies occupy adjacent spaces and rarely operate
with shared visibility or urgency in responding to these

operations. Addressing this lack of collaboration will be

critical to enhancing awareness and limiting the crea-
tion of fake websites. There is likely significant value
in exploring how cross-sector partnerships can better
detect impersonation efforts, uncover covert operations
and protect the integrity of online information environ-
ments. This includes engaging technology providers,
whose platforms, infrastructure and threat intelligence
capabilities far exceed those of most states. The use
of commercial cloud and satellite systems in wartime
also deserves more structured scrutiny. These services
proved vital to Ukraine’s ability to maintain governance
and communications under fire but raised pressing
questions about neutrality, responsibility and regula-
tion. Amid the ongoing conflict, some providers have
imposed usage restrictions, while others determined
access according to opaque or commercial priorities.
Clarifying their obligations and constraints under inter-
national law is imperative.

Beyond state systems, strengthening independent
digital forensics and open-source threat monitoring
capacity is increasingly vital. As seen in Ukraine and
other contexts, civil society actors and non-governmental
researchers have played an important role in exposing
and tracking Russian cyber and information operations.

While technical forensics can often identify the origin

Under its information confrontation doctrine, Russia has layered
its technical and psychological measures through a variety of
actors, often nested like matryoshka dolls

(Photo by Andrey Rudakov/Bloomberg via Getty Images)
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of attacks or influence campaigns, translating these
findings into legal or diplomatic action is fraught with
political complexities. Though challenging to overcome,
strengthening international attribution mechanisms
and building consensus on evidentiary standards could
help bridge the gap between detection and enforce-
ment. Investing in this layer of monitoring to enhance
security and defence as well as attribution capabilities
—especially in regions vulnerable to information opera-
tions — can significantly improve early warning and
resilience. Clarifying where these companies can sup-
port state responses and where stronger obligations or
guardrails are needed will be important.

Lastly, societies under sustained information
pressure must improve their ability to resist manip-

ulation. Civic education programmes integrating

digital and media literacy are essential — not just for
spotting disinformation but for understanding how
information itself is weaponised. When consider-
ing Russia’s ICD and the evolving nature of conflict,
building long-term societal resilience is as important
as technical hardening.

Together, these themes highlight the need to move
beyond simple binaries of state vs non-state or peace-
time vs wartime. The information confrontation space
is dynamic, contested and shaped by actors across gov-
ernment, industry and society. A deep understanding
of Russia's approach will facilitate strategic foresight,
informing efforts to strengthen defences and raise pub-
lic awareness — both essential to countering its doctrine
and preparing for a future in which other states are

adopting similar strategies.
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Glossary

Active measures
Soviet-origin covert influence operations aimed
at shaping foreign public opinion and policy
through propaganda, front organisations and
political manipulation. Pre-dates the internet era.
Botnet
A network of compromised devices (bots) con-
trolled remotely by an actor and used to perform
coordinated tasks such as launching DDoS attacks.
Cognitive warfare
The battle for perceptions targeting how organisa-
tions, groups and individuals process information
to achieve tactical, operational and strategic aims.
Cyber-enabled information operation (CEIO)
The use of cyber capabilities (e.g., hacking and
leaking) to support influence campaigns, combining
technical compromise with narrative manipulation.
Cyber operation
An action taken in cyberspace to disrupt, deny,
degrade or destroy information systems or networks.
Destructive operation
A cyber operation intended to cause permanent
damage to information systems or infrastructure.
Distributed denial-of-service attack (DDoS)
An attack that floods a target system or network
with internet traffic to overwhelm resources and
render services unavailable.
Electronic warfare
The use of electromagnetic spectrum signals
(e.g., jamming and spoofing) to degrade, deny
or manipulate an adversary’s communication or
sensing capabilities.
Hahaganda
A narrative and amplification method using
humour, irony and internet memes to undermine
authority — whether institutions or individuals —
and foster cynicism.
Information confrontation doctrine (ICD)
A Russian strategic concept integrating techni-

cal and psychological tools to dominate the

information space and protect or advance
national objectives.
Maskirovka
A Russian military doctrine of deception, conceal-
ment and misdirection, typically applied at the
operation or tactical level to manipulate what an
adversary sees.
Military force
The use or threat of violence through a state’s
armed capabilities (land, air, naval) in pursuit of
national interests.
Psychological operation
Campaigns (conducted in the physical or digital
world) that are intended to influence emotions,
motives or behaviour of target audiences to
achieve political or military objectives.
Ransomware
Malicious software that encrypts a victim’s files
or systems, rendering them inaccessible until a
ransom is paid. Often used by criminal groups and
state actors to extort funds, disrupt operations or
conceal ulterior motives such as data destruction.
Reflexive control
A Soviet and Russian concept involving the
strategic manipulation of an adversary’s percep-
tions and decision-making process to prompt
pre-planned responses.
Troll/Troll farm
An individual or organised group that uses fake
or anonymous online personas to sow discord or
manipulate discourse. They may act independently
or work on behalf of state and non-state actors.
Wiper malware
Malicious software designed to erase or corrupt
data permanently, rendering systems unusable.
Commonly used in destructive cyber operations.
*Key terms in this report, such as ‘cyber operations’,
‘information warfare’, ‘electronic warfare” and “influence
operations’ are used in line with US doctrinal definitions,

with sensitivity to Russian conceptual differences.
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