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Russia’s war against Ukraine has involved the most 

extensive and continuous use of hostile cyber operations 

by one state against another in history. As the war has 

unfolded, cyber operations by both sides have become 

increasingly prominent, with Russia stepping up cyber 

attacks on the United States and allied countries. These 

events have motivated other countries to shore up their 

capabilities to defend against similar cyber operations 

in the future. 

This paper explores how ten countries – Canada, 

Finland, France, Germany, Japan, the Netherlands, 

Poland, Sweden, the United Kingdom and the US – 

have responded to the war in the cyber domain. Based 

on analysis of government documents and public 

statements, combined with a workshop held in Berlin 

in October 2023, the authors have identified five take-

aways from the war. 

Firstly, there is a recognition that the blurring of 

boundaries between competition, crisis and war in 

cyberspace requires a continuity of cyber defence. 

Secondly, establishing the foundations for national 

cyber security should be among a state’s top priorities, 

and this requires continuous budget allocations to main-

tain it. Building on the basics of good cyber security, 

the third takeaway is the significance of a broader and 

more proactive cyber defence informed by the principle 

of defence ‘in depth’. The fourth insight is that national 

cyber defence is more easily achieved through effective 

partnerships (between governments and the private 

sector) and through alliances (with like-minded coun-

tries). Finally, influence operations are a growing and 

significant challenge in cyberspace, with most of the 

states surveyed introducing new measures to enhance 

societal resilience against such operations.

The result has been a strong upsurge in institutional 

reform and budget allocations for cyber missions. Even 

in countries where the trajectory of policy reform and 

investment was already quite pronounced before 2022 

(such as in the US and the UK), important organisa-

tional adjustments have been announced, alongside 

marked increases in budget allocation and modest to 

large-scale expansion of human resources dedicated to 

particular cyber missions. 

Countries like Japan have realised that a more pro-

active approach to cyber defence is an inescapable real-

ity, and they are actively seeking ways to incorporate it 

into their doctrine in a transparent manner. However, 

in some European countries such as France, Germany 

and the Netherlands, a more proactive approach to 

cyber defence is contentious, as it could be perceived 

as potentially aggressive. Nevertheless, the United 

States’ concept of ‘persistent engagement’, including 

‘hunt-forward’ operations, has growing appeal. All of 

the countries reviewed have refined or stepped up the 

restructuring of their cyber military assets, not only 

for warfighting but also to ensure that in peacetime 

the military elements reinforce continuous national  

cyber defence.

The cyber defence of Ukraine has shown the impor-

tance of alliances. Many countries have therefore 

enhanced their cyber diplomacy by fostering, expand-

ing and deepening partnerships. The American and 

British view of a more proactive approach to achieving 

continuity of cyber defence is likely to be progressively 

adopted by more countries, especially their close allies. 

The war has underlined the role of tech companies 

as geopolitical actors, since they have made decisive 

interventions in the war. Firstly, the direct provision 

by these firms of cyber-security services and capabili-

ties has buttressed Ukraine’s cyber defence at critical 

moments. Secondly, tech companies have brought 

down Russia’s economic and reputational standing 

by curtailing operations in the country following the 

invasion. However, some countries, especially the US, 

UK and EU members, have raised a number of politi-

cal concerns around the quasi-combatant role of these 

private corporations in relation to the principles of 

international humanitarian law.

Influence operations have become a much more 

important focal point of policy as the Russian and 

Executive Summary
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Ukrainian governments (along with their respective 

state and non-state supporters) have fought to control 

the narrative surrounding the war and its progress. 

While information warfare of this kind is not a novel 

concept or doctrine, cyber capabilities enable it to be 

executed on a greater scale than what was previously 

possible. Some countries surveyed, such as Sweden, 

have invested in new government bodies to lead in this 

area, while Poland has increased investment in this area 

of policy. Most of the countries surveyed have adopted 

whole-of-society approaches to defeating information 

operations. Techniques include partnering with plat-

forms to introduce greater transparency and account-

ability mechanisms; educational initiatives to promote 

digital literacy; increased calls for the attribution of 

information operations; the use of cyber operations to 

disrupt information operations; and working through 

alliances to counter information operations. However, 

only a few of the countries surveyed are carrying out all 

of these measures, since most do not attribute informa-

tion operations. 

Overall, most of the countries in this study have 

made significant adjustments to national-security poli-

cies and cyber-policy planning. As a result, the profile 

of national cyber capabilities is poised to become even 

more prominent than it is today. China’s cyber opera-

tions and potential will become an important addi-

tional motivation to bolster national cyber defence. 

The war has in some ways sharpened the will of lead-

ing governments to strengthen their commitment to a 

whole-of-society approach to support national cyber 

capabilities, defence and resilience. In Finland, this 

is demonstrated in the government’s concept of total 

national defence.

Further significant adjustments in national cyber 

policy will continue to be made if Russia continues to 

expand its cyber and information operations against 

Ukraine and its allies.
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1. Introduction

As Canada’s defence minister observed in June 2023, 

‘Putin’s war on Ukraine has reminded all of us that the 

cyber domain is crucial to our national security’.1 This 

paper surveys ten countries to understand how they 

have understood the impact of the cyber operations in 

the Russia–Ukraine war. We look at Canada, Finland, 

France, Germany, Japan, the Netherlands, Poland, 

Sweden, the United Kingdom and the United States. 

This research draws on statements of strategic policy, 

including announced shifts on doctrine, force structure, 

workforce development and spending. The analysis is 

also based on the outcomes of a workshop held in Berlin 

in October 2023. The authors take a broad view of strat-

egy and operations for the cyber domain, recognising 

that many of the relevant polices and capabilities are 

not military-owned and that cyber security in particular 

requires a whole-of-society approach. The paper does 

not cover the full gamut of the national-security aspects 

of cyberspace such as shaping national industry policy.

While a key reference point for this paper is Russia’s 

full-scale invasion of Ukraine on 24 February 2022, the 

authors also recognise that most of the states covered in 

this report had already been upgrading their cyber pos-

tures in response to increasing cyber threats from Moscow 

and other actors such as Beijing for over a decade prior. 

In addition, while some of the announcements for cyber 

upgrades following the invasion were prepared before the 

invasion itself, the war has underlined the importance of 

specific cyber defence and resilience measures for many 

of the countries, and these are highlighted in this research.
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2. Continuity of Cyber Defence

The war has showcased that there is no clear demar-

cation between peace and war in cyberspace. There 

is a blurring of the boundaries between competi-

tion, crisis and conflict, and countries experience a 

steady state of at least ‘competition’ during peace-

time. They must therefore plan to build cyber defence 

and resilience in a manner that accounts for this per-

petual state of tension. While many countries sur-

veyed had already recognised prior to February 2022 

that increasing cyber security would require further 

capability investment, the war has added urgency to 

their efforts. The conflict has also made clear that a 

purely reactive defensive position in cyberspace does 

not suffice, and a more forward-leaning approach is 

required. The blurring of boundaries means that states 

can benefit by planning (through their strategies and 

investments) for continuity of cyber defence across the  

spectrum of conflict. 

Some states also have a greater appreciation of the 

value of adopting a more proactive approach to cyber 

defence. They base this not only on the strength of 

Ukrainian cyber defence since February 2022, but also 

on Kyiv’s efforts at bolstering cyber resilience for almost 

a decade prior to the invasion. For example, Ukraine 

had already been making significant investments in 

strengthening its cyber defences since Russia’s 2014 

annexation of Crimea.2 Ukraine’s experience defending 

against Russian cyber operations in the past decade has 

therefore formed a critical component of the country’s 

national cyber resilience. 
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3. Implementing Basic Cyber Security

A key insight for all ten countries surveyed is the need 

to improve basic cyber security across the individual 

and organisational levels, as well as across the pub-

lic and private sectors. In April 2023, the Five Eyes’ 

national cyber-security organisations jointly published 

a report on best practices for smart cities identifying 

risks and providing recommendations.3 IBM, Microsoft 

and Nozomi Networks also contributed to this report. 

The study highlights a changing approach to ensur-

ing cyber hygiene by re-examining and strengthening 

foundational defences against repeated and targeted 

cyber attacks during crises. In particular, countries are 

placing greater emphasis on improving their national 

cyber resilience, including through the use of regula-

tory frameworks. Other measures include implement-

ing security by design across all stages of capability 

development and organisational functions. 

Canada has announced plans to boost cyber secu-

rity. While the country had already identified this area 

as a significant priority and released its National Cyber 

Security Strategy in 2018, in its 2022 budget the govern-

ment earmarked CAD875.2 million for five years starting 

in the financial year 2022–23.4 Out of this, CAD252.3m 

will be invested in making critical government sys-

tems more resilient to cyber incidents. The budget also 

provided for another CAD238.2m (not included in the 

CAD875.2m mentioned earlier) for additional unspeci-

fied measures in response to the evolving threat land-

scape. Canada announced its intention to establish a 

cyber-security certification programme to protect its 

defence supply chain committing CAD25m over three 

years in an initiative designed with the US Department 

of Defense.5 

In its National Strategic Review released in 2022, 

France laid out cyber resilience as a key strategic pri-

ority.6 In addition, President Emmanuel Macron 

announced the government’s intent to have world-class 

cyber defence within five years.7 In November 2023, 

the government announced a modest commitment 

of EUR39m for 17 projects intended to bolster cyber 

resilience. The National Strategic Review noted that 

despite efforts to boost cyber security, there was still 

‘significant room for improvement’.8 

Similarly, while Germany had established a cyber-

security centre in 2016, the country recognises that it 

needs to continue its efforts in this area. In the report 

titled ‘The State of IT Security in Germany 2023’, the 

Federal Office for Information Security (BSI) stated that 

it needed to ‘actively shape cyber security to get “in 

front of the curve”’.9 The BSI also noted that since 2020, 

corporate spending on IT had been increasing steadily, 

and the figure for this area was EUR7.8 billion in 2022. 

Despite these investments, German companies suffered 

a loss of EUR203bn from cyber attacks in 2022, accord-

ing to the digital association Bitkom. As part of an over-

arching vision and restructuring of the Federal Ministry 

of the Interior and Community (BMI), the ministry 

released in July 2022 the ‘Cyber Security Agenda of the 

Federal Ministry of the Interior and Community’. In that 

paper, the ministry explicitly stated that the Ukraine 

war had showed the importance of cyber security for 

advanced digital economies like Germany that face 

increased threats through targeted attacks on critical 

infrastructure and increased cyber-criminal activity.10 

Japan’s 2022 National Security Strategy (NSS) noted 

the importance of cyber security and resilience, espe-

cially in terms of defending critical civilian infrastruc-

ture, preventing disinformation and possessing the 

capabilities to counter information warfare in general.11 

In 2022, Japan also released its updated Cybersecurity 

Policy for Critical Infrastructure Protection.12 This doc-

ument emphasised the need for independent and pro-

active measures by all stakeholders to make sure they 

contribute to nurturing a cyber-security-focused culture 

for the sustainable development of society.13 While the 

NSS mentioned Russia’s actions as a key trigger for 

Tokyo’s changing security outlook, this shift is moti-

vated more by China. 

This is particularly relevant given that Japan’s 

National Center of Incident Readiness and Strategy for 
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Cybersecurity admitted that it suffered from a security 

breach which went undetected from October 2022 to 

June 2023. While the Japanese have not identified China 

outright as responsible for the October 2022 breach, sev-

eral sources have made the link, and as a result Japan 

has committed to boosting its cyber-security budget by a 

factor of ten over the next five years.14 This breach came 

after reports that Japan had 114 ransomware attacks in 

the first half of 2022, which was an 87% increase over 

the previous year.15

After submitting bids to join NATO, Finland and 

Sweden revealed their concerns over a rise in cyber 

attacks and possible Russian retaliation. Finland 

reported seeing a four-fold spike in ransomware attacks 

since joining the Alliance.16 The Nordic countries are also 

prioritising cyber security as part of improving national 

cyber defence. Denmark, Finland, Iceland, Norway and 

Sweden are set to invest a total of USD2bn in upgrading 

their military and national cyber defences.17 

In addition, there has been an increase in public–

private partnerships, with cyber-security companies 

forming strategic partnerships with regional armed 

forces. For example, the Norwegian firm Atea clinched 

a two-year IT and cyber-security services contract 

worth USD45m from the Norwegian Defence Research 

Establishment and the Norwegian National Security 

Authority.18 This followed a USD6m contract signed 

by Finnish software specialist Digia and Danish cyber-

security technologies provider Arbit Cyber Defence 

Systems to build a protected information-exchange 

gateway for the Finnish Defence Forces. During its half-

year EU presidency, Sweden also identified cyber secu-

rity as a key strategic area.19 

The UK and the US had considered cyber security 

a priority before February 2022, so attributing their 

investments in this area solely to the war would be a 

misinterpretation. However, the war has definitely bol-

stered efforts by both countries to adopt a more diversi-

fied and holistic approach to the cyber domain. 

In its annual cyber-strategy progress report, London 

announced plans to strengthen its cyber resilience leg-

islation and highlighted how it had supported indus-

try and critical national infrastructure operators facing 

heightened cyber threats in response to the Russian inva-

sion.20 It found that 12,000 small businesses had used the 

National Cyber Security Centre’s Cyber Action Plan and 

over 15,000 had used the ‘Check Your Cyber Security’ 

tool. The UK established a National Cyber Advisory 

Board in 2022, and it also launched in 2023 a Cyber 

Advisor scheme that aims to provide small and medium 

enterprises with reliable and cost-effective cyber-secu-

rity advice and practical support through the applica-

tion of the technical controls listed in its Cyber Essentials 

scheme.21 The National Cyber Strategy 2022 highlighted 

the UK’s commitment to adopting a whole-of-society 

approach and reinforcing basic cyber hygiene to ensure 

well-rounded cyber security.22 While the strategy identi-

fied the improvements that had taken place with 77% 

of businesses responding positively to the government’s 

efforts and identifying cyber security as a key priority, 

the strategy nevertheless noted that legacy IT systems, 

supply-chain vulnerabilities and a shortage of cyber-

security professionals remained areas of concern.23 

In the same vein, Washington’s National Cybersecurity 

Strategy 2023 emphasised the need to rebalance cyber-

security responsibilities away from vulnerable sections 

like small businesses and individuals to organisations 

capable of risk reduction.24 Prior to the Russia–Ukraine 

war, the US government had already put out executive 

orders and memorandums on improving national cyber 

security, leveraging quantum computing and risk mitiga-

tion for vulnerable cryptographic systems, and moving 

the government towards zero-trust cyber-security princi-

ples.25 The 2023 strategy sought to build on those efforts 

by securing critical infrastructure through expanding the 

use of minimum cyber-security requirements in critical 

sectors, enabling public–private collaboration, as well as 

defending and modernising federal networks.26 
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4. Cyber Defence in Depth 

The US has been a visible proponent of a forward-lean-

ing cyber-defence strategy known as ‘persistent engage-

ment’ that recognises the need for more than passive 

cyber defence and sees the value in a greater continu-

ity of cyber defence across the spectrum of conflict. In 

2018, the US government formally adopted a policy of 

‘defending forward’ in cyberspace that describes the 

use of cyber operations to disrupt and degrade adver-

sarial ecosystems.27 This policy had multiple objectives, 

including to disrupt or defeat adversary attacks in peace-

time without crossing the threshold to armed conflict 

and, in parallel, to enable US cyber forces to be better 

prepared to make the transition from peacetime compe-

tition to crisis management and beyond to warfighting. 

The expectation was that this activity would yield valu-

able new intelligence on adversary systems and techni-

cal procedures that the US could exploit more readily 

than if it had waited for an all-out war to arise. 

The US has regarded the outcome of its cyber opera-

tions in the war as validation for its strategy of ‘persistent 

engagement’ and ‘defending forward’.28 Washington 

has referenced its collaboration with Ukraine to jointly 

detect, disable or disrupt a large proportion of Russian 

cyber operations that had escalated dramatically 

against Ukrainian military and civil targets in January 

2022 as a prelude to the war. While countries recognise 

that a broader approach to cyber defence that seeks to 

incorporate whole-of-society security and securitisa-

tion against hybrid threats is inescapable, how far the 

full tenets of US persistence theory and the approach to 

defend forward is adopted varies between the countries 

surveyed. The US and its closest allies (such as the UK) 

are prioritising efforts with a wider range of interna-

tional partners to add to collective cyber-security capac-

ity, including by taking up a commitment at some level 

to concepts such as ‘defend forward’ or ‘hunt forward’. 

Countries like France and the Netherlands had 

acknowledged before the war that they possess offensive 

cyber capabilities and these could help with a ‘defend 

forward’ posture. Similarly, Canada has reiterated its 

intention to continue to develop and scale its offensive 

cyber capabilities.29 Prior to the war, Sweden had set 

up two units to increase robustness for defensive and 

offensive cyber operations.30

Japan has given its introduction of a more proactive 

approach to cyber defence the label ‘active cyber defence’ 

– a term used by many countries but with vastly vary-

ing meanings. Japan’s 2022 National Security Strategy 

incorporated this concept with the aim of eliminating ‘in 

advance the possibility of serious cyberattacks that may 

cause national security concerns’ and preventing the 

‘spread of damage in case of such attacks’.31 Of special note, 

the strategy said that this should be used even if the cyber 

attacks ‘do not amount to an armed attack’. The Japanese 

government also announced it would have to introduce 

significant legal reforms, including some reinterpretation 

of a constitutional provision that prohibits government 

intrusion on the secrecy of private communications.32  

However, there are concerns regarding this tilt 

towards more proactive approaches to cyber defence. 

France, Germany and the Netherlands have publicly 

stated some concerns about a more forward-leaning 

defence. In December 2022, the commander of France’s 

Cyber Command expressed reservations about the 

essentially aggressive character of US hunt-forward 

operations in spite of their utility.33 Similarly, the Dutch 

Defence White Paper 2022 mentioned the role of the 

Defence Cyber Command in defeating disruptive 

cyber attacks,34 but the government policy is limited to 

allowing such operations in wartime. The 2023 German 

National Security Strategy carried a similar message: 

‘We fundamentally reject the idea of using hack-backs 

as a means of cyber defence.’35 The Dutch and Germans, 

however, are likely to keep their options open as both 

support more proactive approaches to cyber defence, 

including working with allies.  Several European coun-

tries are looking for a consensus on the scope of active 

defence  and this will likely be a precondition for estab-

lishing new approaches to proactive engagement with 

hostile cyber campaigns on a continuing basis.36 
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5. Defence Strategy and Plans 

Several countries have begun undertaking restructuring 

efforts aimed at better integrating their cyber abilities 

with national-security aims and military capabilities. 

The rationale of this effort is to ensure that the politi-

cal, military, intelligence and technical aspects of cyber 

defence are mutually reinforcing. 

The US, UK and Japan see such integration as a 

necessity and an urgent priority. US Deputy Assistant 

Secretary of Defense for Cyber Policy Mieke Eoyang 

noted that the Ukraine conflict has most clearly demon-

strated the importance of ‘integrated cyber capabilities 

alongside other war fighting capabilities’.37 Tellingly 

in September 2023, the US Department of Defense pri-

oritised this integration.38 In the UK’s National Cyber 

Strategy 2022, London reaffirmed its commitment to 

developing multidomain operations as laid out in pre-

war policy.39 However, the strategy did not mention 

Ukraine nor the war specifically. Japan has also given 

new emphasis to ensuring integrated capabilities in 

space, cyberspace and electromagnetic domains.40 

Other countries that have undertaken organisational 

restructuring include Poland, France and Germany. 

Poland has been investing in cyberspace defence and cyber 

security since before the Russian invasion of Ukraine, but 

the war has made these efforts more urgent and critical. In 

February 2022, Poland established the Cyberspace Defense 

Forces modelled on US Cyber Command, and this entity 

is expected to be operational by 2024.41 The French Army 

is setting up a Combat Futures Command to keep pace 

with the changing nature of warfare and to work towards 

the integration of the cyber and underwater domains with 

conventional ones.42 The Dutch Defence Cyber Command 

also aims to increase its strike capabilities through deeper 

integration of its cyber mission teams into multidomain 

military operations.43 

Increased defence spending on cyber capabilities, 

often by large margins, has been a feature of responses to 

the war. In 2022, Finland along with Austria, France, the 

Netherlands, Romania and Spain, urged the European 

Commission to increase cyber-defence spending.44 These 

countries called for the EU’s Cyber Defence Policy to 

include not just cyber solidarity in terms of military com-

munication networks, but also a clear blueprint for holis-

tic cyber defence that includes a comprehensive defence 

technology and industrial base, increased civilian part-

nership, and voluntary cyber-capacity joint operational 

development.45 The countries also called for increased 

investment in better coordinated cyber defence and a 

more holistic approach to European cyberspace. The 

Finnish government has reiterated its goal of accelerating 

artificial-intelligence security innovation to strengthen 

national defence. The 2024 national budget aims to 

increase Finnish cyber defence spending by 30% from its 

2023 investment of EUR280m.46 

The Netherlands’ Defence White Paper 2022 fore-

shadowed an expansion of military cyber personnel 

from approximately 150 cyber reservists in the Defence 

Cyber Command by recruiting more than 400 full-time 

equivalent cyber specialists.47 In 2023, France announced 

a 300% increase in funding for military cyber training 

by 2030.48 There will also be an increase to 5,000 cyber 

combatants in the same timeframe.49  

Sweden’s defence budget for 2024 is set to grow by 

28% after a substantial increase in 2023 to enable the 

country to operate effectively with NATO across all 

domains, including cyber.50 Under the 2023 budget, the 

government committed to expanding the capabilities of 

its Cyber Defence Unit to reinforce its ability to defend 

against hybrid threats.51 

As for Japan, its government plans to increase the per-

sonnel associated with cyber-related units like the Self-

Defense Forces’ Cyber Command to 4000 by 2027.52 By 

doing so, Tokyo aims to increase the size of the cyber 

workforce associated with the Ministry of Defense to 

20,000.53 However, while the timing of these measures 

(announced in December 2022) suggests that these efforts 

might be related to the war in Ukraine, Japan considers 

other geopolitical actors such as China to be a greater 

threat.54  Beijing, rather than the war, was likely a greater 

contributing factor to Tokyo’s new cyber measures.55 
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6. Alliances and Partnerships 

The successful cyber defence of Ukraine during the war 

has been heavily dependent on cyber-security measures 

Kyiv took during the preceding decade of cyber compe-

tition and conflict with Russia. These included Ukraine 

bolstering its cyber security through close collaboration 

with international partners and with the private sector, 

with a substantial acceleration in such cooperation in 

the immediate run-up to the Russian invasion and ever 

since. That acceleration meant many of the most cru-

cial partnerships were often enacted ad hoc and cannot 

be transferrable elsewhere. A key lesson from the war 

for other states, therefore, is to build a more structured 

approach to international partnerships and work with 

the relevant parts of the private sector during peacetime 

competition so that they do not have to restructure, 

reskill and rebuild in the middle of a war. 

All the countries reviewed in this report are fully 

aware of the positive impacts of international collabora-

tion on national cyber defence. These countries also real-

ised the need to implement sustainable and structured 

collaboration going forward. While there have been 

numerous admirable examples of allies and technology 

companies rallying to support Ukraine’s cyber defence, 

other countries cannot rely on this demonstration of 

sympathy and commitment as a given in the future. A 

key aspect of this reform, therefore, is anchored around 

deeper cyber collaboration between countries, particu-

larly for cyber defence and information sharing. 

The actions of pro-Russian state and non-state actors 

have reinforced this need for cyber collaboration. Pro-

Kremlin hacktivists have shut down key websites and 

services in France, Germany and Switzerland.56 They 

have also ramped up cyber aggression throughout 

the course of the war, going after various key entities 

such as the military, transport services and energy 

networks.57 This has reinforced the criticality of cyber 

defence and, particularly, collaborative defence for 

European countries and their allies, whose cyber-secu-

rity architecture has been stress-tested through repeti-

tive and escalatory attacks. 

Several countries have found that collaborative cyber 

defence can be strengthened through cyber exercises 

which often serve as a trust- and capacity-building 

measure encouraging deeper international cooperation 

across a range of activities. Exercises like Locked Shields 

and red teaming, as well as bilateral and trilateral 

engagements, all serve to foster camaraderie to a certain 

extent. However, such multifaceted and multinational 

activities require countries to commit to providing tech-

nical experts and participants in a domain which is usu-

ally significantly understaffed. 

There have been a number of cyber drills held during 

the course of the Ukraine war that show the collabora-

tive nature of such exercises. For instance, in February 

2023, France hosted ORION 23, which was the largest 

military exercise involving French forces in 30 years. 

It was a multidomain one at that with 14 allied coun-

tries participating.58 Around the same time, the British 

Army led Defence Cyber Marvel 2, the largest military-

led cyber exercise in western Europe.59 The drill was a 

capstone exercise for a training effort over more than 12 

months, and it included more than 750 cyber special-

ists from various British armed services, government 

agencies and industry partners. Other countries such as 

Italy, Japan, Kenya and Oman also took part in Defence 

Cyber Marvel 2. The exercise was more oriented towards 

individual skills than combined operations by military 

networks. Japan also believes that collaboration is key 

to cyber defence, and Tokyo intends to deepen cyber 

ties with the US in terms of Flexible Deterrent Options, 

bilateral exercises, joint intelligence, as well as intelli-

gence, surveillance and reconnaissance.60 

Some of these relationships have extended to joint cyber 

training, combined planning or coordinated cyber opera-

tions. As of mid-2023, the US had conducted more than 50 

‘hunt-forward’ operations on 75 networks partnering with 

at least 23 countries.61 In February 2023, Finland, Sweden 

and the US conducted a trilateral military exercise to bol-

ster cyber defence and ensure cross-domain interoperabil-

ity.62 The exercise was aimed at improving information 
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sharing and best practices regarding the active defence 

of networks. 

The war in Ukraine has demonstrated that alliances 

and partnerships, particularly for cyber defence, are 

integral to well-rounded national security and defence. 

In order to deepen and accelerate partnership chan-

nels during crises, it is important for countries to start 

by ensuring structured collaboration and trust-building 

during peacetime. While new partnerships between 

countries could be forged more easily due to the shared 

sense of vulnerability during wartime, that may not 

always be the case. Hence, countries would do well to 

build deeper partnerships with trusted channels of com-

munication in the present to avoid having to resort to 

reactive ad hoc measures, which would be implemented 

myopically in the case of a future conflict. The war has 

demonstrated that it is possible to find novel methods 

to share critical information and resources without com-

promising sensitive intelligence methods and sources.

Technology Companies as Critical Partners 
While there is an appreciation for the expansion and 

deepening of alliances between states, the war has also 

underlined the role of tech companies as geopolitical 

actors. The private sector has made decisive contribu-

tions to the war in two key areas. Firstly, the direct pro-

vision of cyber-security capabilities, analytic support, 

connectivity and data resilience has buttressed Ukraine’s 

position. Secondly, curtailing operations within Russia 

following the invasion has directly affected Moscow’s 

ICT sector. 

In the run-up to Russia’s full-scale invasion, Amazon 

was working with Kyiv to back up government data-

bases to the cloud, and this helped mitigate the damage 

that would have occurred had the Ukrainian systems 

been physically destroyed, breached or degraded.63 

Although Amazon, Google, Microsoft and Starlink have 

provided crucial and timely support to Ukraine during 

the crisis, their intervention has significantly compli-

cated traditional understandings of what is defined as 

a combatant under the Law of Armed Conflict (LOAC). 

The Ukraine war has also seen a resurgence of hack-

tivist activity that blurs the line between state-spon-

sored and voluntary activities. In such circumstances, 

the application of international law is rendered much 

more difficult.64 Lindy Cameron, chief executive of the 

UK’s National Cyber Security Centre, observed that 

the Russian campaign ‘largely failed’ because of the 

application of ‘Ukrainian and Western digital expertise 

within governments and the private sector’.65 However, 

countries remain uncertain about these interventions 

and the knock-on effects they might cause when seen 

through the framework of the LOAC going forward. 

Nonetheless, the review of countries’ positions has 

found that most governments have a new appreciation 

for the role of technology companies in wartime given the 

key role the latter have played in cyber defence, resilience 

and intelligence sharing. The most notable interventions 

have included participation in cyber operations to defend 

Ukrainian systems; provision of information and commu-

nications technology (ICT) infrastructure like cloud stor-

age or satellites to keep Ukraine connected; and boycotts 

on the provision of ICT services to Russia. In this confla-

tion of private actor and combatant, however, the safety of 

industry cannot be guaranteed. In the future, aggressors 

might look to target companies providing crucial defence 

support, thereby posing a risk to these firms’ employees 

internationally. This further blurs the already hazy demar-

cation between peacetime and conflict. 

According to one study, as of 10 November 2023, 

over 1,000 companies had curtailed operations in Russia, 

and this had contributed to the economic decoupling of 

Western and other ICT corporations from Russia.66 In 

March 2022, Jeremy Fleming, then-director of the UK’s 

Government Communications Headquarters, said: ‘We’ve 

seen businesses all over the Western world distance them-

selves from the Russian economy. We’ve seen technology 

providers step up to make sure that Ukraine can stay con-

nected, or to address disinformation.’ Governments have 

had to begin ‘working with businesses in new and truly 

collaborative ways’.67 While many Western technology 

companies have rallied around Ukraine in an admirable 

manner, they might be less inclined to do so in the future 

if there is a greater clash of material interests or the bound-

ary between aggressor and victim is not as clearly defined. 

A number of governments and many of these technology 

companies have lauded the benefits of these contributions, 

but are also wary of the political, financial, legal and oper-

ational challenges to sustainability in the long run and to 

replicability in the future.68 
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7. Information Operations

Competition in the information space has involved 

attempts by the Russian and Ukrainian governments 

and their non-state supporters to control the narrative 

surrounding the war and its progress.69 This includes 

the spread of disinformation, misinformation, rumours 

and propaganda. While information warfare is not 

novel, cyber capabilities enable it to be carried out on 

a greater scale and scope than what was previously 

possible.70  States’ use of artificial intelligence, bots and 

social media to control the narrative has made the pro-

liferation of misinformation, propaganda, rumours 

and disinformation rampant. The information space 

has emerged as a key area for competition as well as a 

significant vulnerability for many of the countries sur-

veyed. This section will examine how countries have 

introduced various measures to build societal resilience 

against cyber-enabled information operations.

Many of the countries included in this study had 

identified the psychological- or political-warfare 

dimension of disinformation and information opera-

tions by Russia before the invasion. Finland, Poland and 

Sweden had spoken about the increase of Russian infor-

mation operations and the threat these actions pose to 

their national security and regional stability.71 These 

countries had characterised information operations 

as sufficiently important in their own right to warrant 

significant new expenditure and institutional attention. 

What follows are some examples of national efforts to 

enhance societal cognitive resilience, which include 

having dedicated government resources; increasing 

digital literacy; fact-checking; myth-debunking initia-

tives; and cyber operations to disrupt adversary’s infor-

mation operations. 

In January 2022, Sweden established under its 

defence ministry the Psychological Defence Agency, 

which emphasises military defence and civilian resil-

ience.72 The agency is funded at SEK8m per year from 

2024 to 2026, and will have 45 personnel.73 Similarly, 

noting the ‘prominence of the information front’, the 

UK set up the Government Information Cell in early 

January 2022 to counter Russian propaganda and dis-

information.74 The British government also released a 

countering disinformation toolkit called RESIST, which 

stands for Recognise mis- and disinformation, Early 

warning, Situational insight, Impact analysis, Strategic 

communication and Tracking effectiveness to enable 

governments to more easily communicate threats to 

their audiences through outcomes and case studies.75 

Finland has committed to bolstering its communica-

tion networks to ensure its citizens have access to nec-

essary authoritative information in the event of serious 

incidents and emergency conditions.76 In addition, the 

Finnish government has a clear communications strat-

egy through which authorities pledge to provide infor-

mation with objectives and impacts clearly described. 

Finland ranked first out of 41 European countries in a 

2022 survey measuring resilience against misinforma-

tion, and this accolade was partially attributed to the 

national education system teaching Finnish students to 

identify fake news at a young age.77

Since the 2016 US presidential elections, Washington 

has been aware of the potential for Russian interfer-

ence in its information environment and democratic 

processes. While at home the US has relied on tech 

companies to de-platform Russian propaganda, its 

approach to countering disinformation has been to 

increase global information sharing with various US 

government agencies playing a key role in the process.78 

For example, the US Department of State released in 

November 2023 a media note regarding Russia’s dis-

information campaign in Latin America that relied on 

media contacts to garner support and foster anti-US 

and anti-NATO sentiments.79 Similarly, the Department 

of State’s Global Engagement Center has also issued a 

press release on disarming disinformation.80 In the same 

vein, the US Cyber Command and the Cybersecurity 

and Infrastructure Security Agency have released 

guides on how to identify adversarial propaganda.81 

The Cyber Command has also led cyber operations to 

identify Russian troll farms and block them as part of 
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election defence, an activity underway since at least the 

2018 mid-term elections. In 2022, following the inva-

sion of Ukraine, Cyber Command chief General Paul 

Nakasone confirmed that the US had undertaken cyber 

operations to dismantle Russian disinformation infra-

structure, including in Ukraine.82

The value of alliances in defending against infor-

mation operations prompted the establishment of the 

NATO Strategic Communications Centre of Excellence 

(StratCom COE) in 2014 with seven member states: 

Estonia, Germany, Italy, Latvia, Lithuania, Poland and 

the UK.83 Even non-NATO member Australia joined 

the COE in 2022.84 The G7 also set up a Rapid Response 

Mechanism for information sharing and best practices 

to counter influence operations.85 In December 2022, the 

European External Action Service (EEAS) launched a new 

platform called the Information Sharing and Analysis 

Centre as part of its efforts to counter disinformation 

campaigns by Russia and China.86 Two months later, 

the service released the first EEAS Report on Foreign 

Information Manipulation and Interference Threats.87 

The EU and Canada have attributed and imposed 

sanctions on the individuals and entities behind 

Russian information operations. In 2023, the European 

Council called out Moscow for its information manip-

ulation, and listed seven individuals and five entities 

responsible for conducting digital information manip-

ulation campaigns under the alias of Recent Reliable 

News.88 Canada has been very proactive in its diplo-

macy against disinformation, imposing sanctions on 

people seen as complicit in spreading Russian disin-

formation.89 Like the attribution for cyber operations, 

attribution when it comes to information operations 

while imperfect does at least set a threshold for what 

qualifies as responsible versus irresponsible behaviour 

in cyberspace.

Information operations by Russia and other actors are 

a clear threat to the countries surveyed in this research. 

To be sure, many efforts to counter these operations pre-

ceded Russia’s invasion or are related to the prospect 

of electoral interference in 2024.90 However, the war in 

Ukraine has definitely served as an inflection point 

underlining the criticality of countering disinformation 

for most countries. To build societal cognitive resilience, 

governments are not only creating new internal units to 

lead on this work, but also adopting a whole-of-society 

approach through partnering with platforms to introduce 

greater transparency and accountability mechanisms to 

information systems. Authorities are also driving edu-

cational initiatives to promote digital literacy, as well as 

attributing information operations and working through 

alliances to counter information operations.
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8. Implications 

The US and its key allies, including Japan, are mobilis-

ing robustly for new capabilities in cyberspace. Some of 

the targets for growth are ambitious and may well prove 

to be unreachable for individual countries. Budgets and 

the availability of skilled workers will likely not match 

the new goals in most countries. It is highly likely there-

fore that countries in the US-led alliances and other 

groupings, such as the EU, will seek to strengthen 

alliance structures for even more collaborative cyber 

defence to compensate for their own shortcomings. 

The profile of national cyber security will continue to 

become even more prominent in national-security pol-

icy than it is today. It is likely that in the countries most 

affected by Russia’s cyber operations, there will be even 

greater interest in the ways in which the armed forces 

can be organised to support national cyber defence. 

As long as Russia continues its illegal war or 

its illegal occupation of Ukraine, the prospects for 

escalation of cyber operations, including for influence-

seeking or psychological effects, will remain. Even if 

Russia ended the war and was forced to withdraw 

from Ukraine, the high-intensity cyber and infor-

mation war between Russia and the West would  

likely continue. 

Apart from Ukraine and Russia which are at war, the 

protagonists will try to keep the level of cyber activi-

ties below the threshold of armed conflict. There may 

be incentives for Russia to test the limits of that cyber 

threshold for the US or its allies as a preferred substi-

tute for more serious escalation in diplomatic or mili-

tary actions. As long as Russia continues to suffer major 

setbacks in the war, the cyber confrontation will remain 

unstable and have the potential to become more dan-

gerous. If that happens, we can expect to see an addi-

tional round of responses in national cyber policy by the 

states surveyed in this report. 
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