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10. Singapore

Strategy and Doctrine
The government’s Infocomm Security Masterplan 

released in 2005 was a world-leading effort and 

formed a solid base for subsequent adjustments in 

cyber policy.1 In 2015, the CSA, newly established 

under the Prime Minister’s Office, took responsibility 

for Singapore’s cyber security. The agency published 

its first Cybersecurity Strategy in 2016 and released 

the Cybersecurity Strategy 2021 five years later.2 The 

updated strategy took a more proactive stance to address 

threats, to simplify cyber security for end-users, as well 

As a world leader in digital transformation, Singapore 

has developed sound civilian cyber policies and 

moved with considerable determination to build a 

robust cyber-security architecture. Domestically, the 

city-state has very strong digital-surveillance capa-

bilities, and in 2022 it established a fourth military 

service, the Digital and Intelligence Service (DIS). 

Cyber command-and-control arrangements lie pri-

marily with the cabinet and are divided between the 

Cyber Security Agency (CSA) of Singapore (for the 

civilian sector) and the DIS (for the military realm). 

Singapore’s cyber-intelligence capabilities are a judi-

cious mix of home-grown talent development and 

procurement of foreign technologies and services. 

The republic’s strong digital economy is under-

pinned by substantial public investments, strong 

political will and robust infrastructure. Motivated 

by the 2018 data breach of its healthcare institutions, 

Singapore has since adopted an ‘assume-breach’ pos-

ture that is accompanied by a suite of comprehensive 

cyber-security policies ranging from talent devel-

opment and R&D to fostering tighter cooperation 

with critical information infrastructure stakeholders. 

Through active participation and leadership in vari-

ous platforms for international cyberspace affairs, 

Singapore has demonstrated strong commitment to 

promote the implementation of norms and interna-

tional law in cyberspace amidst rising geopolitical 

tensions. The republic does not publicly acknowledge 

it possesses offensive cyber capabilities, but these are 

likely to exist at a basic level. Though Singapore has 

punched above its weight in several areas, we assess 

it to be a third-tier cyber power largely because of its 

relatively small-scale cyber capabilities.
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as to build deeper partnerships for the government with 

industry, providers of essential services, the workforce 

and academia.3 The strategy laid out three pillars: build-

ing a resilient infrastructure; enabling a safer cyber-

space; and enhancing international cyber cooperation. 

The document also listed two foundational enablers 

in developing a vibrant cyber-security ecosystem and 

growing a robust cyber-talent pipeline. Cybersecurity 

Strategy 2021 deemed as challenges the following: risks 

from emerging and disruptive technologies; cyber-

physical risks;4 expansion of attack surfaces resulting 

from ubiquitous digital connectivity; and increasing 

geopolitical tensions in cyberspace.5 Various master-

plans have been built on the Cybersecurity Strategy to 

implement and operationalise its priorities.6 Excluded 

from the strategy’s purview is disinformation which is 

covered under the Protection from Online Falsehoods 

and Misinformation Act 2019.7 The 

latter seeks to counter foreign inter-

ference in domestic politics through 

hostile information campaigns and 

local proxies.8 

While no cyber strategy specific to 

the military domain has been pub-

lished, statements by the Ministry 

of Defence (MINDEF) and organisa-

tional changes indicate the growing 

role of the Singapore Armed Forces (SAF) in defend-

ing against foreign cyber threats. MINDEF has indi-

cated that military use of cyber capabilities is purely 

defensive.9 Defending SAF networks had been part 

of the responsibility of the SAF Command, Control, 

Communications, Computers and Intelligence (C4I) 

community established in 2012. However, the sig-

nificant growth in state-based cyber threats against 

military and defence organisations, manifested in the 

targeted breach of MINDEF’s I-net system in March 

2017,10 prompted the establishment of the Defence 

Cyber Organisation (DCO) at the MINDEF level the 

same year.11 The DCO represents Singapore’s first effort 

to centralise defence against cyber threats across vari-

ous entities in the republic’s defence edifice. To bolster 

the defence of military networks, the SAF inaugurated 

in 2017 the Command, Control, Communications, 

Computers (C4) Command that integrated the existing 

C4 Operations Group (part of SAF C4I) with a newly 

created Cyber Defence Group (CDG). Even though it is 

part of the SAF, the CDG reports to the DCO on long-

term capability development in cyber defence.12 

By the end of 2020, a Cybersecurity Task Force (CSTF) 

was established within the SAF under the Chief of C4I to 

centralise command and control of cyber-security opera-

tions across the defence sector. In 2022, the C4I commu-

nity was restructured to form the new DIS.13  With the 

creation of this dedicated cyber force in 2022, its mis-

sion was described as ‘defend and dominate’ with the 

latter word definitely invoking the prospect of offensive 

operations.14 The evolving international cyber-threat 

environment had largely shaped Singapore’s decision 

to establish the DIS. In a parliamentary speech in early 

2022, the republic’s defence minister noted that the 

establishment of the dedicated digital force was neces-

sary to deal with external threats that 

were expected to ‘grow in numbers, 

sophistication, and organisation’.15 

While Singapore has not detected any 

campaign in the digital domain that 

could undermine its national security 

and sovereignty, the establishment 

of the DIS could act as a deterrent 

against potential threat actors.16 

Beyond cyber threats, the service is 

also responsible for protection against electronic attacks 

on the SAF’s combat capabilities and psychological 

defence against the use of disinformation in warfare.17 

In 2023, the government identified the Russian war 

in Ukraine as one of several aggravating factors in the 

global cyber scene that was driving the government 

to serious adjustments in its cyber posture.18 These 

adjustments included the establishment in 2022 of a 

Counter Ransomware Task Force chaired by CSA and 

bringing together the expertise and resources of key 

government agencies.19 

Singapore has also stepped up its use of advanced 

technology to boost domestic security in cyberspace. The 

Home Team Science and Technology Agency, formed 

under the Ministry of Home Affairs (MHA) in 2019, 

develops technologies including cyber security, data sci-

ence and AI, as well as digital and information forensics. 

Data science and AI, for instance, have been deployed in 

The mission of 
Singapore’s new 
digital service: 

‘defend and 
dominate’
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policing and counter-terrorism operations.20 The Online 

Industry Safety and Security Watch Group (iSSWG) is 

a collaboration between the Singapore Police Force and 

the Asia Internet Coalition, which comprises tech com-

panies including Amazon, Apple, Google, Grab and 

Meta. Among other responsibilities, the Online iSSWG 

promotes relevant and timely data exchange between 

tech firms and the police to counter terrorism on digi-

tal platforms and other online security threats.21 These 

capabilities provide a foundation for wider political sur-

veillance than counter-terrorism needs would warrant.

Overall, Singapore’s strategy against cyber and 

information threats is encapsulated in the term 

‘Digital Defence’ that was introduced in 2019 as the 

sixth pillar of the ‘Total Defence’ concept.22 Its strong 

cyber-security architecture is underpinned by close 

cooperation among various national agencies such as 

the DIS, MHA and CSA.

Governance, Command and Control 
The CSA is the central body that oversees and coordinates 

all aspects of national cyber security, including develop-

ing and enforcing regulations, policies and practices in the 

field.23 The agency also supervises the protection of critical 

information infrastructure (CII) sectors that support deliv-

ery of essential services. These sectors are banking and 

finance; energy; government; healthcare; information and 

communications; media; security and emergency services; 

transport (land, maritime and aviation domains), as well as 

water. In addition, the CSA monitors cyberspace for threats 

through the Singapore National Computer Emergency 

Response Team (SingCERT), and this entity collaborates 

with local and international CERTs to facilitate detection, 

resolution and prevention of cyber-security threats.24 In the 

event of large-scale cyber incidents affecting multiple CII 

sectors, the CSA would act as the lead coordinator of cross-

sector incident response at the national level. It would also 

deploy National Cyber Incident Response Teams to assist 

affected CII sectors.25 Empowered by the Cybersecurity 

Act 2018, the CSA regulates CII owners through measures 

including codes of practice, frameworks for information 

sharing and licensing frameworks for cyber-security ser-

vice providers.26

The chief executive of CSA is concurrently the com-

missioner of cyber security, who is responsible for the 

designation of specific computers or computer systems 

as CII and coordination of responses of the CII sectors 

when there is a cyber incident.27 In addition, the CSA 

spearheads various policies to create a safer cyberspace 

for enterprises and individual end-users. The agency 

is also commissioned to strengthen the cyber-security 

profession, promote research and innovation of cyber-

security technologies, facilitate international cooperation 

to shape norms of responsible state behaviour in cyber-

space and build regional cyber-security capacity within 

the Association of Southeast Asian Nations (ASEAN). 

Command and control of military cyber capabili-

ties lies with the DIS chief, who is also the director of 

military intelligence. The director is supported by the 

service’s chief of staff and chief expert, and is respon-

sible for driving mission outcomes in the DIS.28 The 

service comprises three main entities. One consists of 

the Joint Intelligence Directorate (JID), Joint Digital and 

C4 Department (JDCD) and Cyber Staff. Another com-

prises four commands: the Joint Intelligence Command 

(JIC); SAF C4 Command/Cybersecurity Taskforce 

(SAFC4COM/CSTF); Digital Defence Command (DDC); 

and the DIS Training Command (DTC). Finally, there 

is a separate Digital Ops-Tech Centre (DOTC). The DIS 

is also responsible for raising, training and sustaining 

digital forces and capabilities.29   

Retaining the previous functions of the SAF C4I, the 

JID works with other armed services intelligence enti-

ties and the JIC to support MINDEF/SAF’s decision-

making.30 Specifically, the JIC supports MINDEF/SAF 

intelligence requirements by providing early warning 

and operational intelligence. The JDCD leads in the 

digitalisation of the SAF towards its goal to operate as 

a networked force. The Cyber Staff sets cyber-defence 

strategies and policies to coordinate cyber security 

across the defence sector. Similarly, the SAFC4COM/

CSTF operates and defends C4 capabilities for MINDEF/

SAF.31 In addition, the development of electronic-

protection and psychological-defence capabilities will 

be carried out by the Electronic Protection Group and 

Psychological Defence Group, respectively, in the DDC. 

Lastly, the DOTC functions as a centre of excellence of 

digital expertise that would train experts to develop 

digital products and solutions to meet changing opera-

tional requirements.32
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To institutionalise cyber-security collaboration 

between military and civilian agencies, the DIS and 

CSA signed a Joint Operations Agreement in November 

2022. The agreement established a framework for col-

laboration in joint operations and capability develop-

ment, reinforcing Singapore’s collective approach for 

cyber incidents and emergencies.33

On the whole, Singapore has developed a robust 

cyber governance structure for civilian and military sec-

tors, though command and control of cyber capabilities 

in the civilian sector is far more developed than in the 

military realm.  

Core Cyber-intelligence Capability 
Little is known in public about Singapore’s cyber-

intelligence capabilities. The Internal Security 

Department (ISD) in the MHA specialises in address-

ing threats to internal security and stability, includ-

ing using all available means to monitor foreign 

subversive elements, spies as well as racial and reli-

gious extremists and terrorists.34 The department lev-

erages advanced technologies such as biometrics and 

AI to boost its cyber-intelligence capabilities. The job 

description of cyber and technology officers in the ISD 

indicates a range of opportunities in biometrics, cyber 

intelligence and security, data science, ICT security 

and software development, among others.35 It is likely 

that the ISD relies heavily for its signals interception 

technologies on foreign cyber-intelligence firms.36 

Established in 1966, the highly secretive Security 

and Intelligence Division (SID) is Singapore’s dedi-

cated external-intelligence unit. Its responsibilities 

include monitoring for various challenges including 

terrorism, cyber security, and geopolitical threats. One 

of the SID’s few publicly acknowledged achievements 

was the disruption of a 2016 terror attack on the iconic 

Marina Bay Sands resort. The job descriptions of SID 

personnel provide some insights into their capabili-

ties.37 For instance, SID operations officers use tech-

nology to help them identify threats to provide early 

warning and situational updates. In the same vein, 

according to the SID website, its technology officers 

utilise ‘diverse cutting-edge technologies to develop 

innovative solutions to help SID tackle challenges in 

its operating landscape’. In addition, public reports 

indicate that SID has procured tools from foreign and 

local cyber-intelligence firms to carry out communica-

tions interceptions.38

Established in 1975, the Military Security Department 

(MSD) is an independent body reporting directly to the 

permanent secretary of defence and tasked to counter 

espionage, subversion and sabotage against MINDEF/

SAF. Like the ISD and SID, the MSD’s roles also 

include counter-terrorism and cyber security. The job 

descriptions of MSD personnel provide an indication 

of the department’s cyber-intelligence capabilities. For 

instance, cyber and infocomm technology security offic-

ers are responsible for roles including cyber-security 

monitoring, threat hunting and analysis.39 

Within the armed forces, the DIS performs intelligence 

operations through the JIC. The latter is tasked to provide 

round-the-clock ‘accurate, relevant and timely’ intelli-

gence, including during peacetime, to contribute to early 

warning and decision-making of SAF operations.40 The JIC 

comprises two brigade-equivalent groups: the Imagery 

Support Group and the Counter-Terrorism Intelligence 

Group. The JIC works together with other intelligence enti-

ties in the armed services under the purview of the Military  

Intelligence Organisation.

Given the involvement of the ISD, SID, MSD and 

DIS in counter-terrorism, they are likely to cooper-

ate closely for intelligence sharing. Public reports 

indicate SID and ISD share intelligence to deal with 

terrorism threats, such as the operation against the 

Jemaah Islamiah transnational terrorist network 

in the early 2000s.41 Beyond domestic cooperation, 

Singapore also benefits from external cyber intelli-

gence garnered from traditional military partnerships 

including the Five Power Defence Arrangements, 

as well as hosting multilateral initiatives like the 

Information Fusion Centre and Counter-Terrorism  

Information Facility. 

While Singapore possesses some cyber-intelligence 

capabilities, the overall scale is small with a limited 

focus, and there is a heavy reliance on cooperation with 

international partners.  

Cyber Empowerment and Dependence
Singapore is recognised globally as one of the most digi-

tally competitive countries and a leading smart city.42 
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Its overall digital economy is expected to reach a com-

pound annual growth rate of 19% and US$22 billion 

in gross merchandise value by 2025.43 Underlying the 

city-state’s robust digital economy is its strong connec-

tivity foundations. For instance, smartphone penetra-

tion reached about 88% of the population in 2020,44 and 

Singapore had the world’s fastest median download 

speed for fixed broadband in early 2022.45 

Likewise, Singapore’s innovation ecosystem has 

placed high in global rankings. For instance, it ranked 

7th in the 2022 Global Innovation Index.46 The 2021 

Bloomberg Innovation Index placed Singapore second 

after South Korea, citing its strengths in tertiary educa-

tion and manufacturing categories.47 In another study, 

Singapore was the eighth-most innovative nation glob-

ally for three consecutive years from 2019 to 2021.48 In 

addition, the republic topped rankings in indicators of 

high-tech manufacturing and high-tech exports and 

attained the top position in terms of venture capital 

(VC) investors and recipients.49 One of Singapore’s 

strengths as a tech ecosystem is its ability to attract 

foreign tech companies to set up shop in the coun-

try. Indeed, VC and private-equity deals in Singapore 

reached US$16.5bn in 2021, more than three times the 

previous year’s value.50 By 2022, the market became 

quite depressed, though Singapore remained the leader 

in Southeast Asia.51 The government, through the EDBI 

investment group, owns a global strategic invest-

ment vehicle to finance innovative tech companies.52 

Multinational companies such as Google are attracted 

to Singapore due to its unique geographic connected-

ness to developed and emerging economies.53 

On the other hand, Singapore has performed weakly 

in some indicators of digital competitiveness. It scored 

poorly in education expenditure (117th) and software 

spending (50th) in the Global Innovation Index 2022.54 

Nevertheless, Singapore’s overall status as a leading 

digital economy can be attributed to its leaders’ early 

recognition of technology as a key driver of economic 

development. Since the 1980s, Singapore has set up sev-

eral technology-oriented projects, the most prominent 

of which being the 2014 Smart Nation initiative.55 This 

endeavour seeks to harness Industry 4.0 technologies 

in key domains such as health, transport, urban solu-

tions, finance and education not only to drive economic 

development and civic engagement, but also to address 

national challenges like climate change and an aging 

population.56 For instance, the Smart Nation Sensor 

Platform launched in 2017 is a nationwide sensor net-

work that collects and analyses data to support more 

efficient city planning, responsive maintenance and 

delivery of citizen-centric services such as transport 

management and public safety.57 Other government-led 

digital projects include the National Digital Identity, 

which enables secure personal authentication for access 

to digital government services, and the Networked 

Trade Platform that acts as a one-stop trade and logis-

tics system for the shipping sector.58 While the use of 

common and open platforms in Singapore’s smart-city 

projects creates added cyber-security risks, this could 

be alleviated by the city-state’s security-by-design 

approach which accounts for security risks right from 

the software- or hardware-development stage.59

The country’s main developmental challenge 

remains the small size of its indigenous technology 

resources, especially the workforce but also the scope 

of its industries. There are only a small number of 

home-grown cyber security companies, a situation 

driving the Singapore government to a heavy reliance 

on foreign corporations.  

Singapore recognises artificial intelligence as one 

of the key new technology frontiers to drive its Smart 

Nation plan. In this regard, it launched the National 

Artificial Intelligence Strategy in 2019, underscoring its 

vision of becoming a global leader in AI development 

and deployment. The strategy identified five areas as 

key: transport and logistics; smart cities and estates; 

healthcare; education; as well as safety and security.60 

Before the AI strategy was launched, AI Singapore, a 

national programme in the field, was created in 2017 

to bring together all locally based research institutions, 

start-ups, and companies to catalyse the country’s 

AI capabilities.61 Under the Research, Innovation and 

Enterprise 2020 plan, S$500 million (US$370.3m) was 

allocated for AI-related activities62, and an additional 

S$180m (US$133.3m) was allocated in 2021 to support 

fundamental and translational AI research and to further 

support industry–research collaboration.63 Singapore’s 

AI research impact was evidenced in a 2022 research 

ranking of publications in the two most prestigious AI 
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research conferences, where the city-state ranked 11th, 

just behind Japan (10th) and Israel (9th).64 Successful 

applications of AI in Singapore so far include tools to 

detect skin cancer, analyse chest x-rays or perform dia-

betes screens from a patient’s retina scan.65 Singapore’s 

success in developing and adopting AI has been cited as 

a role model for US states to emulate.

Buttressed by strong political will, the republic has 

maintained its edge in digital economy development 

through sustained investments in infrastructure, man-

power development as well as R&D. Future priorities 

will include deeper digitalisation of existing industries, 

government support to local companies in that transi-

tion, and transformation of the infocomm  media indus-

try into a next-generation digital industry.

Cyber Security and Resilience 
As digital connectivity permeates all sectors of 

Singapore, the republic’s cyber-threat landscape has 

become more complex. From 2013 to 2019, Singapore 

experienced several significant cyber incidents,66 the 

most prominent of which was the SingHealth hack in 

2018 where the largest group of healthcare institutions 

in Singapore had 1.5m patient records stolen. 67 

The government has responded to these rising 

threats through various cyber-security policies and leg-

islation. In 2018, the Cybersecurity Act was passed with 

an aim of strengthening CII.68 The act also established a 

framework for sharing cyber-security information69 and 

a licensing framework for cyber-security service pro-

viders.70 Cybersecurity Codes of Practice (CCoP) for CII 

owners were subsequently published as legally enforce-

able according to the act.71 Specific to the banking and 

finance sectors, the Monetary Authority of Singapore 

issued legally binding Cyber Hygiene notices72 to all 

financial institutions in 2019 alongside the Notices 

on Technology Risk Management (TRM) and related 

guidelines issued in 2013.73

Beyond what is mandated by law, the CSA has in 

recent years issued various guidelines to enhance 

cyber resilience. The security-by-design framework 

was developed in 2017 to guide CII owners to incorpo-

rate security into their systems development lifecycle 

process, including in 5G networks development.74 The 

CSA also introduced the 2019 Operational Technology 

(OT) Cybersecurity Masterplan to improve the cyber-

security postures of CII owners and organisations that 

operate OT systems.75 As mentioned above, an inter-

agency Counter Ransomware Task Force was also cre-

ated in 2022 to help companies and organisations more 

effectively counter that threat.76

Singapore is quick to adapt its cyber-security pos-

ture according to the rapidly changing threat envi-

ronment. In September 2021, the republic announced 

its shift of position from emphasising prevention of 

threats to assuming its IT systems have already been 

breached, and this is a stance that requires constant 

vigilance and monitoring.77 The Cybersecurity Act is 

also undergoing consultations for multistakeholder 

review, with considerations to expand the concept of 

CII beyond physical networks and systems to include 

key digital infrastructure and key digital services.78 

Plans are under way to update the CCoP. From October 

2022, companies providing cyber-security services in 

Singapore have been required under the Cybersecurity 

Act to obtain a cyber-security provider’s license. This 

license would certify complete implementation of up-

to-date cyber-security standards.79 

Underpinning the CSA’s robust threat-intelligence 

and operational capabilities are its active partnerships 

with major industry players such as FireEye, Microsoft 

and Palo Alto Networks.80 The agency has partnered 

with the Global Cyber Alliance and homegrown cyber-

security specialist Ensign InfoSecurity on an Internet 

of Things (IoT) threat analytics platform to gain early 

warning and visibility into threats arising from IoT.81 

The CSA has established partnerships with private 

organisations to train indigenous cyber-security talent.82 

In April 2023, the Monetary Authority of Singapore and 

the US Treasury conducted a joint cyber-security exer-

cise over three days to test protocols for data exchange 

and incident response coordination.83

To enhance operational readiness of CII sectors against 

sophisticated threats, the CSA has been conducting sector-

specific exercises dubbed CyberArk84 and national-level, 

multisectoral exercises dubbed Cyber Star to validate its 

cyber crisis-management system.85 In addition, the CSA 

is reportedly developing the next-generation National 

Cyber Security Centre that will enable tighter integration 

with CII owners and sector leads.86 
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The government actively promotes local R&D 

through the triple-helix collaboration model between 

government, academia and industry. Launched in 

2013, the National Cybersecurity R&D Programme 

was allocated S$190m until 2020 to promote research 

collaboration for deepening domestic cyber-security 

R&D expertise.87 Moreover, the CSA has established the 

Cybersecurity Co-Innovation and Development Fund 

to stimulate local industry innovation.88 

In terms of military cyber defence, MINDEF/SAF 

adopts a multilayered strategy where networks of 

different security classification are physically sepa-

rated. Under the SAFC4COM/CSTF, the CDG pro-

vides round-the-clock defence of SAF networks,89 

while the Integrated MINDEF/SAF Security and 

Network Operations Centre conducts 24/7 monitoring 

of networks and systems across the defence sector.90 

Adopting a proactive cyber-security stance, MINDEF/

SAF has implemented innovative solutions, such as the 

MINDEF Bug Bounty Programme, involving local and 

global ‘white-hat’ hackers to identify vulnerabilities. 

Indigenous defence innovation capabilities boost 

MINDEF/SAF’s cyber defence. The Defence Science 

and Technology Agency (DSTA) and Defence Science 

Organisation (DSO) develop cyber-security capabilities 

to defend MINDEF/SAF networks.91 For instance, the 

DSTA and DSO, in collaboration with the MSD, have 

developed the Cyber Security Operations Centre 2.0 

which integrates AI techniques for automated anomaly 

detection, alert prioritisation and recommendation for 

follow-up actions.92

MINDEF/SAF is prioritising investments in OT 

cyber-defence capabilities. It has jointly established the 

iTrust Centre for Research in Cyber Security with the 

Singapore University of Technology and Design. The 

centre’s work includes development of OT testbeds for 

better threat profiling and co-organisation of the Critical 

Infrastructure Security Showdown (CISS), a global OT 

cyber exercise which enables the CSTF to validate its 

technical and operational skills.93 In addition, the DIS 

organised the inaugural two-day Critical Infrastructure 

Defence Exercise in November 2022, the largest national 

OT critical infrastructure defence exercise involving 

over 100 participants from the DIS and 16 other national 

agencies across the CII sectors.94 

To establish a steady flow of military cyber talent, 

MINDEF/SAF has established various initiatives since 

2018. They include the Cyber NSF (full-time national 

servicemen) scheme for pre-enlistees,95 establishment 

of the C4 Expert and Defence Cyber Expert vocations 

to recruit cyber professionals,96 and inauguration of 

the C4I Wing in Officer Cadet School.97 The Cyber NSF 

scheme develops so-called cyber specialists through 

partnering with two local universities under the Work-

Learn Scheme (WLS) and providing on-the-job training 

with the CSTF.98 From 2023, selected NSFs would also 

be able to train as digital specialists under the Digital 

WLS to develop AI applications and perform software 

engineering tasks in support of DIS operations and 

undergo academic training in related subjects.99

Given the government’s well-planned cyber-security 

policies, effective legislation and solid financial com-

mitment, Singapore has developed a strong cyber-

security ecosystem and strengthened cyber resilience 

through tighter cooperation with CII owners. It attained 

fourth position in the United Nations International 

Telecommunication Union Global Cybersecurity Index 

(GCI) 2020, an improvement by two places from the 

previous GCI.100  

Global Leadership in Cyberspace Affairs 
As a small state, Singapore aims to expand its relation-

ships, politically and economically, with regional states as 

well as major powers to protect and advance its national 

interests. However, in the context of great-power com-

petition, balancing delicately between the US and China 

is challenging, and Singapore fastidiously avoids taking 

sides while promoting friendly relations.101 This stance 

is also reflected in cyberspace, where the republic has 

signalled, through the two editions of its cyber-security 

strategy, its willingness to forge strong partnerships with 

the international community to combat cyber threats. 

Since the publication of the first strategy, Singapore has 

taken up a role as a global leader in the conduct of cyber 

diplomacy through its involvement in coordination and 

capacity-building in ASEAN. Internationally, the city-

state participates and takes a leadership role in cyber mat-

ters at the UN Group of Governmental Experts (UNGGE) 

and the Open-Ended Working Group (OEWG). In its lat-

est cyber-security strategy, Singapore pledged to step up 
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participation in international cyber-policy discussions in 

two specific areas: advocating a rules-based multilateral 

order in cyberspace and raising the global baseline level 

of cyber security.102 

Singapore has been supportive of various cyber 

discussions at the UN. It voted in 2018 to advance 

the OEWG and UNGGE, as it viewed them as 

complementary,103 and in 2020 for the creation of a new 

OEWG for 2021–2025.104 Indeed, Singapore has played 

an outsized role in both groups. In 2019, the republic 

was selected for the first time to be one of the 25 mem-

bers of the UNGGE on cyber security.105 It has also par-

ticipated actively in the OEWG through its advocacy of 

the development and implementation of voluntary and 

non-binding norms. For instance, Singapore proposed 

supranational CIIs to be a special category of critical 

infrastructure whose protection is the shared responsi-

bility of all member states.106 Singapore’s prominence in 

global cyber diplomacy was further 

raised when Ambassador Burhan 

Gafoor, Permanent Representative of 

Singapore to the UN, was elected to 

chair the new OEWG in June 2021.107 

Singapore espouses the impor-

tance of regional organisations in 

supporting frameworks for cyber 

norms.108 Under its rotating chair-

manship, the country led ASEAN in 2018 to be the first 

regional entity to subscribe in principle to the 11 UNGGE 

norms.109 Singapore’s leading role in regional cyber 

diplomacy is also seen in capacity-building initiatives 

such as the ASEAN Cyber Capacity Programme estab-

lished in 2016 and the ASEAN–Singapore Cybersecurity 

Centre of Excellence set up in 2019.110 Under the aus-

pices of the UN–Singapore Cyber Programme launched 

in Singapore in 2018, the city-state co-organised in 2019 

the Norm Awareness Workshop for senior ASEAN offi-

cials, and it is working with regional and global part-

ners to develop a Norms Implementation Checklist.111 

In August 2022, Singapore collaborated with the UN 

Office of Disarmament Affairs to organise an inaugural 

cyber fellowship for cyber ambassadors and heads of 

agencies worldwide.112 Such capacity-building efforts 

would help member states understand how interna-

tional law applies to cyberspace, which can in turn help 

to advance discussions of such matters at the UN.113 

In July 2023, Singapore held the official opening of 

the ASEAN Cybersecurity and Information Centre of 

Excellence, which it established in partnership with the 

member states and several international partners, such 

as the Global Forum on Cyber Expertise.114

In October 2022, the US and Singapore conducted 

their inaugural cyber dialogue, discussing bilateral 

agreements, critical infrastructure protection, informa-

tion sharing, supply chain security, regional capacity 

building and combating digital scams.115 

Since 2016, Singapore has organised the region’s most 

established annual cyber-security event – the Singapore 

International Cyber Week (SICW). The event convenes 

international thought leaders, industry experts and 

policymakers. At SICW 2022, the CSA partnered with 

the Global Forum on Cyber Expertise (GFCE) to organ-

ise the second GFCE Southeast Asia Regional Meeting 

that discussed ways to enhance cyber 

capacity building in the region.116

Singapore also leads international 

cooperation with practical action 

such as combating cyber crime. For 

instance, it hosts the INTERPOL 

Global Complex for Innovation (IGCI), 

a global hub in the fight against cyber 

crime. Moreover, the republic has led 

the IGCI Working Group and INTERPOL Operational 

Expert Group on Cybercrime as part of INTERPOL’s cyber-

crime programme.117 Collaborating with INTERPOL and 

partner countries, Singapore was involved in the ASEAN 

Cyber Capacity Development Project, the ASEAN+3 

Cybercrime Workshop and the ASEAN Cyber Capability 

Desk. The republic’s efforts to facilitate cooperation 

between ASEAN member states, INTERPOL and other 

partner nations have helped to spread best practices and 

improve operational links amongst them.

In view of promoting the development and adop-

tion of objective technical standards in digital products 

and services, Singapore pioneered the Cybersecurity 

Labelling Scheme, the world’s first multilevel labelling 

scheme providing ratings for consumer IoT, which is 

now extended to include medical devices. Finland and 

Germany have signed agreements with Singapore to 

mutually recognise cyber-security labels.118 Along with 

Singapore leads 
international 
cooperation 

with practical 
action
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industry and government partners, Singapore is working 

on a proposal to develop an international standard (ISO 

27404) that would serve as a guide for countries seeking 

to set up their own labelling schemes for consumer IoT. 

This aligns with Singapore’s ambition to position itself as 

a global hub for security evaluation and testing.119

Singapore is in a leading position in international cyber 

diplomacy due to its diligent efforts in engaging with key 

global institutions, partner countries, ASEAN member 

states and industry through various platforms and part-

nerships to promote norms, support capacity building 

and enhance collaboration on cyber-security issues.

Offensive Cyber Capability
Singapore has indicated that its military use of cyber 

capabilities would be restricted to defensive use when 

it announced the restructuring of the Defence Cyber 

Organisation into the Digital and Intelligence Service. 

However, Singapore is aware of the need for and 

value of offensive cyber capability. In his Committee 

of Supply speech made in parliament in March 2022, 

the defence minister said the DIS is meant to deal with 

rising digital threats from external aggressors which 

are expected to grow in ‘numbers, sophistication and 

organisation’.120 One can find open discussion on 

the MINDEF website of the value of offensive cyber 

capability,121 though such discourse is rare. It is highly 

likely that Singapore has some, albeit limited, offen-

sive cyber capabilities. The country is, however, in an 

excellent position to acquire such capabilities directly 

through the open market or with the support of part-

ner countries.
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