
The International Institute 
for Strategic Studies

Digitalisation of Defence  
in NATO and the EU:  
Making European Defence 
Fit for the Digital Age

Dr Simona R. Soare 

August 2023



2    The International Institute for Strategic Studies

Contents

 Executive Summary  3

Section 1: Introduction: Making Sense of Digital Transformation 4

Section 2: NATO’s Digital Transformation  6

Section 3: The EU’s Road Towards Digitalisation of Defence  8

Section 4: Digital Transformation: The Daunting Scope of the Challenge 9
 Digital Diversity in Defence 9
 Digital Underinvestment 10
 Defence Digital Fragmentation and Siloed Data 11
 Inherent Risks of Delayed Digitalisation of Defence 12

 Conclusion 13

 Notes 14

Cover
Digital illustration of tank and computer mouse (Maciej Frolow/Getty Images).



Digitalisation of Defence in NATO and the EU: Making European Defence Fit for the Digital Age  3    

NATO and the EU have embarked on a process of digi-

tal transformation of defence. In 2022 and 2023, NATO 

adopted its first-ever Digital Transformation vision 

and a Digital Transformation Implementation Strategy, 

while the EU endorsed a Strategic Implementation Plan 

for the Digitalisation of EU Forces, integrated cyber 

effects in EU military operations and prioritised digi-

tal capabilities under the fourth pillar (investment) of 

its Strategic Compass document. Subject to sectoral 

strategies, different elements of digital transformation 

– including data, cloud and the Internet of Things – are 

increasingly connected, contributing to the digitalisa-

tion of defence as an enabler of multi-domain opera-

tions and defence innovation through the application of 

emerging and disruptive technologies. 

Digital transformation entails a profound socio-

technological and organisational change – beyond 

digitisation, which is merely translating analogue data 

into ones and zeros. This paper outlines the principal 

tenets of digital-transformation initiatives in NATO 

and the EU, provides a brief overview of the level of 

digitalisation of defence in selected European coun-

tries, and analyses the key challenges of the digital 

transformation of defence capabilities in Europe. 

The digital-transformation initiatives in NATO and 

the EU are having a positive impact as European gov-

ernments pursue a path of incremental optimisation of 

digital capabilities up to the 2030s. European security 

will benefit from the exchange of best practices around 

digital transformation, the establishment of common 

technical standards and data-sharing policies, and the 

coordination of digital capability requirements and 

goals in defence planning. 

The scope of digital transformation is ambitious 

in both NATO and the EU. It includes technological, 

organisational-procedural and people pillars of trans-

formation and prioritises data, cloud and an updated 

approach to cyber security. However, implementa-

tion is hampered by the long time frames for digital 

transformation (into the 2030s), the lack of progress in 

crucial procedural components (not least procurement 

and budgetary alignment), challenges around data 

sovereignty and accessibility, and persistent under-

investment in digital capabilities for defence across 

Europe. Unless major change occurs across all these 

domains in the short term, both NATO and the EU are 

unlikely to achieve their digital-transformation mile-

stones by 2030.

Executive Summary 
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1. Introduction: Making Sense  
of Digital Transformation

A well-functioning and secure digital enterprise and force 

will be key enablers of the planned technological transfor-

mation of European armed forces. Both are prerequisites 

to embracing multi-domain integration and achieving 

decision superiority in today’s strategic environment. 

Although not especially glamorous, the digitalisation of 

defence is an essential precursor to many capabilities that 

receive a lot of attention, including target-identification 

and acquisition algorithms; autonomy-in-motion (nota-

bly, autonomous systems); quantum cryptography and 

sensing; software-defined defence; and multi-domain 

operations where complex and self-modifying networks 

of sensors and shooters enable rapid decisions and action 

across traditional domains of warfare.1 

This paper assesses the state of play in the level of 

digitalisation of defence across Europe. Sections Two 

and Three analyse the principal tenets of the digital-

transformation agenda in NATO and the digitalisation 

of defence in the EU. Section Four frames the scope of 

the challenge entailed by digital transformation and 

outlines the risks associated with further delays in pro-

gressing this agenda to transform European defence. 

Digital transformation is not a clear-cut concept. 

Digitalisation encompasses more than digitisation 

(which is often referred to in transformation strate-

gies). Digitisation is the transformation of analogue 

data into ones and zeros, the use of information and 

communications technology to disseminate and ana-

lyse data, the electrification of military infrastructure 

with Wi-Fi networking and the use of internet portals 

in smart-recruitment and -procurement processes. 

Digitalisation, on the other hand, is not about using 

email and computers to crunch data and generate 

PowerPoint presentations. Nor, at the other end of the 

spectrum, is digitalisation about deploying artificial 

intelligence (AI) alone. Instead, it is a precursor to – 

and enabler of – the adoption of more sophisticated 

technologies, including AI, quantum and others.  

Digital transformation, as designated by NATO policy, 

or digitalisation of defence, as it is known in EU circles, is 

the process of building and upgrading the digital enter-

prise and force – and keeping it secure. Digital transfor-

mation is about high-resolution, synchronised digital 

dashboards and databases comprising secure, accurate, 

real-time, multi-source and readily actionable data that 

can be accessed and used simultaneously by different 

security-protocol levels regardless of their geographi-

cal position. It is about data-centric networks of sen-

sors, effectors and decision-makers (regardless of their 

military domain) that enable faster decision-making and 

action. It is equally about enhanced situational aware-

ness including of the reliability of (and risks associated 

with) critical supply chains for security and defence. By 

leveraging new skills, processes and technologies, digital 

transformation entails the transformation of the defence 

enterprise and force from payroll to payload.    

Therefore, the digitalisation of defence is only partially 

about the use of digital technologies. Essentially, digital 

transformation is a transformation process that entails 

profound changes in organisational policies, culture and 

skillsets to ensure that routine processes go from being 

analogue and manual to automatic and autonomous – 

via virtualisation, Application Programming Interfaces 

(APIs), cloud- and edge-computing infrastructure, next-

generation communications, aligned cyber-security and 

-defence policies and, critically, a mature defence-data-

management system. It is about the discoverability, label-

ling, securing, availability and exploitation of big data as 

a strategic asset in security and defence. It is about achiev-

ing greater situational awareness in real-time across the 

enterprise and the force to support decision-making and 

effectiveness and efficiency in subsequent military action. 

In short, the digitalisation of defence is a process of scal-

able and exponential optimisation of defence efficiency 

and effectiveness – both in the enterprise and the force 

– and an essential precursor of software-defined defence 

and emerging-technologies adoption.   

National initiatives to prioritise digital transfor-

mation of defence and ongoing efforts within NATO 

and the EU are a step in the right direction. However, 
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as currently conceived and planned – in national 

capitals and the two organisations – European digi-

talisation of defence is insufficiently understood, too 

incremental and lacking sufficient scope to transform 

European defence at the speed of relevance. Despite 

the policy narrative around recognising ‘the urgency 

of a digitally-transformed Alliance’, NATO’s devel-

opment of the digital-transformation agenda has 

been years in the making.2 Furthermore, its imple-

mentation process linked to capability development 

is, in fact, a decades-long process in which 2030 (for 

NATO, even later for individual allies) is only the 

first milestone of basic capability levels.3 Both NATO 

and the EU seem resigned to what is regarded as a 

fast-follower approach to digitalisation, where nei-

ther states, nor the EU or NATO are writing the rules 

of the road in digital transformation of defence but 

are responding to much larger structural transforma-

tions around the digital revolution in industry.4 

Europe’s efforts to transform its defence and to 

become a competitive and credible defence actor are 

not making enough progress. Its poor track record on 

digitalisation of defence over the past few decades sug-

gests that its defence leadership has not fully embraced 

the challenge. Europe has persisted with an approach 

to digital transformation that is characterised by incre-

mentalism of choice and selective implementation. 

It has done so even in the face of strategic threats to 

European defence, not least that manifested in Russia’s 

war of aggression against Ukraine, demonstrating a 

degree of strategic paralysis in Europe. The following 

sections lay out these challenges in more detail.



6    The International Institute for Strategic Studies

2. NATO’s Digital Transformation 

Digitalisation of defence is beginning to gain traction 

within NATO. In October 2022, member-state leaders 

endorsed the Alliance’s vision for digital transforma-

tion and adopted a NATO Data Exploitation Framework 

Policy (DEFP).5 Moreover, in July 2023, members adopted 

the Digital Transformation Implementation Strategy, 

linking digital-transformation milestones to capability-

development goals and interoperability requirements.6 

NATO’s vision and implementation strategy con-

ceive of digital transformation as a foundational enabler 

and driver of ‘unrelenting convergence’ towards multi-

domain operations.7 According to the Alliance’s Digital 

Transformation Champion and Special Advisor Didier 

Polomé, by 2030, ‘the NATO digital transformation will 

enable the Alliance to conduct Multi-Domain Operations 

(MDO), ensure interoperability across all domains, 

enhance situational awareness and facilitate political 

consultation and data-driven decision-making’.8 

The strategy is grounded in operational requirements 

derived from various NATO documents, including its 

2019 Military Strategy, its Warfighting Capstone Concept, 

its emerging concept for multi-domain operations, its AI 

Strategy and the DEFP. Individually and collectively, 

these documents indicate the direction of travel towards 

allied multi-domain operations by 2030. In addition to 

the war-fighting aspects, NATO’s digital transformation 

©IISS
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Figure 1: Pillars and building blocks of NATO's Digital Transformation to enable multi-domain operations 
(MDO) in 2030
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is meant to be organically linked to NATO’s Defence 

Planning Process; its capability-development goals 

for digital, with standardisation processes; research 

and development; its procurement structures; and its 

deep-tech structures, such as the Defence Innovation 

Accelerator for the North Atlantic (DIANA). 

Digital transformation in NATO rests on five build-

ing blocks and three pillars, as illustrated in Figure 

1. Its key technology enablers are: cloud; a modular-

architecture, open-system-based digital backbone; a 

federate synthetic environment; and a smart data fab-

ric, which enables all platforms and systems to process 

data from all sources and share them with all users. It 

also requires a ‘zero trust’ approach to cyber security.9 

Perhaps even more challenging than the technology 

aspects is the development of an underpinning ‘culture 

shift which encourages and rewards innovation, exper-

imentation, data-sharing and calculated and informed 

risk-taking’.10 Finally, digitalisation of defence requires 

a digitally literate (and progressively a digitally native) 

workforce in the Alliance and member-state capitals. 

NATO’s internal assessment is that by 2030 the Alliance 

will need at least 10% of its workforce to be digitally 

literate – a fifth-fold increase from current levels – to 

sustain the digital transformation.11 

The scale of NATO’s digital-transformation strategy 

is ambitious. However, its implementation timeline 

and the division of competencies within the organisa-

tion are cause for concern. Firstly, the division of labour 

for driving digital transformation is complex and 

often misunderstood within the organisation and by 

industry. Allied Command Transformation and Allied 

Command Operations are expected to drive the opera-

tional aspects of digital transformation and set require-

ments for digital-transformation-informed capability 

goals. The NATO Communications and Information 

Agency, the NATO Support and Procurement Agency 

and the Alliance’s chief information officer (CIO) play a 

supporting role. NATO International Staff – mainly the 

CIO and the Emerging Security Challenges Division, 

as well as the Consultation, Command and Control 

Board – are tasked with driving the political and policy 

aspects of digital transformation. Although this divi-

sion of labour is not unusual for large organisational 

bureaucracies such as NATO, inter-agency cooperation 

has sometimes faltered within the organisation, posing 

challenges on several fronts.12 

NATO regards digital transformation as a continu-

ous process of modernisation and optimisation. 2030 is 

considered the first major milestone for capability and 

capacity delivered in digital terms. However, according 

to industry and government officials, concept develop-

ment around digital capabilities in European countries 

takes approximately two to three years on average. 

Procurement is a slow process that can double or triple 

the initial concept-development phase. Furthermore, 

delivery timelines for digital capabilities can take an 

additional three to four years, or longer, depending 

on the client. At present, developing and implement-

ing a digital-enterprise roadmap and subsequent spe-

cific digitalisation projects in European defence takes 

at least a decade.13 

Without urgent and radical changes in national and 

collective procurement processes for digital capabili-

ties, significant alignment in budgetary outlooks and 

defence planning, and an exponential increase in digi-

tal skills across the NATO defence enterprise (as well 

as across national defence enterprises), achieving the 

desired level of digitalisation within the Alliance by 

2030 seems unfeasible. While optimisation in digitali-

sation might be possible during this period, within 

NATO, the European pillar in particular will struggle 

to meet earmarked digital-transformation capability 

goals by 2030. 
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3. The EU’s Road Towards Digitalisation of 
Defence 

The EU has come a long way in its thinking about 

its strategic and technological sovereignty, particu-

larly regarding security and defence. The EU Military 

Committee (EUMC) has been developing an agenda for 

the digitalisation of defence since 2019.14 The European 

Commission (EC), EUMC and the European Defence 

Agency (EDA) are actively working on different 

aspects of the digitalisation of European defence, either 

through the European Defence Fund (EDF) or other 

EU-level instruments. The EDF – which sustains key 

digital-transformation capability-development projects 

– along with the EC’s Directorate-General for Defence 

Industry and Space, the EDA and the EU Military Staff, 

are important actors helping to develop a better under-

standing of the technological landscape in Europe. The 

work undertaken by these actors also reduces depend-

encies and vulnerabilities that arise from identified 

gaps and highlights opportunities for civil-military and 

cross-border coordination.15 

In 2019, a food-for-thought paper on ‘Digitalization 

and Artificial Intelligence in Defence’, jointly pub-

lished by Finland, Estonia, France, Germany and the 

Netherlands, emphasised the importance of digitalisa-

tion of defence across Europe as a precursor to mod-

ernisation through the adoption of AI.16 The EUMC 

discussed the same topic in internally circulated docu-

ments, including plans to launch a process of defence 

modernisation through the digitalisation of European 

armed forces. This process culminated in the endorse-

ment of the Strategic Implementation Plan for the 

Digitalisation of EU Forces in 2021, which provided a 

gap analysis and set a level of ambition and specific tar-

gets and milestones for the digitalisation and interoper-

ability of European armed forces.  

Despite these positive steps, at this time the EU 

lacked a collective strategy for joint operations in secu-

rity and defence. It did not have a common under-

standing of the role of new technologies in enhancing 

European defence. There were also significant gaps in 

the use of digital capabilities and cyber tools for defence 

during joint EU operations. More importantly, the EU 

lacked (and still does, to some degree) a clear under-

standing of the level of digitalisation of defence among 

European armed forces. No such data or assessment 

was immediately available even as members regularly 

shared information about investment, readiness levels, 

capability goals and shortfalls. 

Subsequent concepts on strategic EU command-

and-control capabilities, mission readiness, integra-

tion of cyber effects in defence, and data-sharing have 

partially addressed these issues. However, much 

work remains to be done – in cryptography, cloud, 

and next-generation communications, among other 

areas. The EU’s Strategic Compass further empha-

sised modernisation and investment in digital and 

new technologies as one of the four priority pillars 

for action in European defence. However, investment 

goals remained elusive17 and ongoing EDF capabil-

ity-development projects follow traditional paths 

with delivery timelines into the next decade. While 

funds for the digital transformation of defence are 

larger within the EU than in NATO, implementation 

is infinitely slower. Prioritisation of the EU Rapid 

Deployment Capacity (RDC) within the EU sug-

gests that efforts towards enhanced digitalisation of 

defence will concentrate on the RDC’s components, 

underlining the limited exploitation of the digitalisa-

tion of defence.18 
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4. Digital Transformation: The Daunting 
Scope of the Challenge

Digital Diversity in Defence
The digitalisation of defence is not a new phenome-

non in European defence. The use of information and 

communications technology (ICT) across European 

armed forces – and the use of secure ICT equipment 

and licensed software outside hardened defence loca-

tions – has increased exponentially over the past three 

years, particularly under the impact of COVID-19 

restrictions. The same has been the case for NATO and 

the EU. Most European armed forces use at least some 

digital technologies and defence enterprise resource 

planning (EPR) systems. They also run partially digital-

ised defence enterprises and forces. Figure 2 highlights 

generic comparative levels of digitalisation of defence 

across Europe. 

A small number of allies are seeking greater proficiency 

in advanced operational and tactical digitalised com-

bat networks and command, control, communications, 

Digital transformation emergent
(Basic digitalisation, limited in scope, 

capacity and value)

Digital transformation maturing
(Capturing limited and localised value from 

digitalisation  of defence)

Digital transformation performer
(Capturing limited but scalable value from 

digitalisation of defence)

Digital transformation leader
(Digitally driven and data-centric defence 

organisations and forces)

Italy Spain

France

UK

Germany

Netherlands

Figure 2: Levels of digitalisation of defence in selected 
European states

©IISS

computers, intelligence, surveillance, target acquisition, 

and reconnaissance (C4ISTAR). For example, the UK 

is building a singular and secure ‘Digital Backbone’, a 

‘Digital Foundry’ and a ‘Digital Function’ for its defence 

enterprise and force.19 It seeks to integrate and replace 

‘over 2,000 [legacy] systems and applications for 200,000 

users, ranging from administrative and back-office IT to 

military platforms such as ships and satellites’, many of 

which are obsolescent or obsolete.20 The 2023 Defence 

Command Paper, published by the UK’s Ministry of 

Defence, pledged that digital transformation would 

accelerate.21 Similarly, France’s project ARTEMIS.IA 

(Architecture for Processing and Massive Exploitation 

of Multi-source Information and Artificial Intelligence), 

now in its third and final phase of development and roll-

out, is creating not just a ‘digital backbone’ for its armed 

forces but also the technological and infrastructure foun-

dations of digital autonomy in defence and sovereign 

AI.22 Estonia, Finland, Italy, the Netherlands, Norway, 

Spain and Sweden – to name a few – operate defence 

enterprises and military units with variable levels of 

digitalisation. Some already use data-, software- and 

even infrastructure-as-a-service agreements with vari-

ous industry actors. 

Still, European countries must overcome significant 

challenges if they are to complete the digitalisation of 

their defence enterprises. Most lack or are still matur-

ing integrated digital defence-data-management sys-

tems. They use physical hardened on-site and on-board 

data-storage infrastructure. And a significant propor-

tion of European states face difficulties in maintaining 

and regularly upgrading their digital systems. Some 

have even gone a decade or longer without perform-

ing security-critical updates and upgrades to their key 

information systems.23 The use of defence cloud across 

Europe remains very limited, with three countries and 

a multinational organisation (France, Germany, the 

UK and NATO) using it at service level or in feder-

ated networks. In addition, the EU’s European Defence 

Fund provides financial support for projects focused 
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on defence cloud storage and collaborative defence 

cloud networking solutions. Yet with less than 1% of 

cloud-services providers across Europe being European 

companies, the issue of sovereignty is bound to arise.24 

Indeed, data sovereignty is an underpinning principle 

of digital transformation in both NATO and the EU. 

While technical solutions exist to protect data sover-

eignty and to secure the data itself, cross-border and 

cross-domain data-sharing will remain a challenge in 

the medium term for both organisations. 

For example, many European armed forces still 

widely log and report personnel and equipment readi-

ness manually. Maintenance and logistics gaps are a 

regular occurrence as reporting on the maintenance 

work on deployed equipment is backlogged. Most 

recently, EU and NATO members faced significant chal-

lenges in rapidly reporting ammunition stocks for the 

EU-level initiative in common procurement that aimed 

to aid efforts to replenish ammunition stocks following 

their support of Ukraine’s war effort.25 

Digital Underinvestment 
While European states are incrementally increasing their 

investment in digital capabilities, data compiled by the 

International Institute for Strategic Studies (IISS) shows 

that the estimated level of European national spend-

ing on digital capabilities – including digital enterprise 

and cyber security – remains low in terms of dedicated 

percentage of national defence budgets. In Table 1, esti-

mated annual defence expenditure on digital capabili-

ties among selected European countries varies between 

Table 1: Estimated annual expenditure of individual allies in NATO and the EU on digital capabilities for defence (2022–23) 

Country Nominal  
defence budget  

(billions, national 
currency)

Nominal  
defence budget 

(billions, USD)

Estimated annual spending 
on digital capabilities

(billions, national currency)

Estimated annual 
spending on digital 

capabilities 
(billions, USD)

Estimated digital 
capabilities 

investment as % of 
defence budget *

France 43.9  46.7 2.6–3.0  2.8–3.2 6.0–6.8  

United Kingdom 53.1  64.5 4.4  5.3 8.3  

Netherlands 15.8  16.8 0.6–1.0  0.6–1.1 3.6–6.0  

Germany 50.1**  53.2 1.0–1.3  1.1–1.4 2.0–2.6  

Italy 26.0  27.6 0.2–0.5 0.2–0.5 0.9–1.8

Spain 12.8  13.6 0.0557  0.0592 0.4  

United States 816.7  N/A 55.2  N/A 6.8  

Note: all figures have been rounded to one decimal place, with the exception of Spain’s estimated annual spending on digital capabilities.
* Percentages were calculated using unrounded, national-currency values for nominal defence budgets and estimated annual spending on digital capabilities.
** Core defence budget only, does not include funding reserved for digital capabilities under the off-budget Defence Investment Fund (Sondervermögen)
Source: Compiled by author from multiple official sources (national, NATO and EU), 2023

0.4% and 8.3% of annual national defence spending. The 

UK spends the most on digital capabilities, investing an 

estimated USD5.3 billion in 2023, followed closely by 

France, which will spend USD2.8bn–3.2bn on digital 

capabilities in 2023.26 Spain is the lowest spender on 

digital capabilities, investing approximately 0.4% of its 

annual defence budget, behind Italy and Germany. By 

comparison, the US will spend an estimated USD55.2bn 

on digital capabilities (enterprise IT, digital capabilities 

and infrastructures; and cyber) in FY2023, amounting to 

6.8% of its annual defence spending.   

Cost estimates are challenging, however. As European 

states do not report their expenses on IT, software, and 

digital services and capabilities as distinct budget lines, 

it is difficult to accurately assess the full extent of their 

expenses across investment, maintenance and decom-

missioning cost categories. For example, the UK 2023 

estimated defence budget pledged approximately 

USD5.3bn for digital transformation, while in 2019 it 

was estimated that it would cost USD14.1bn alone to 

replace six critical digital systems in defence over the 

following decade.27 While it can be unclear if reported 

annual budgets include maintenance and decommis-

sioning costs alongside investment, the French, Italian 

and Spanish budgets separate investment from main-

tenance of digital capabilities. Efforts to accurately 

assess these expenses are further complicated by a lack 

of transparency and detail in reporting on European 

national defence budgets. 

Nevertheless, understanding national defence 

expenditure for digital transformation is a prerequisite 
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to understanding governments’ progress in this area. 

The budgetary structure of digital-transformation 

expenditure is significantly different from that of tradi-

tional procurement. In digital capabilities, procurement 

and maintenance costs are relatively balanced and simi-

lar over time; for traditional platforms, the initial pro-

curement represents a small share of the lifecycle costs.

There is increasing awareness that military organisa-

tions across Europe lag behind other industries – cer-

tainly the big tech industry – in terms of the effective 

exploitation of data as a strategic, value-creating asset. 

Industry representatives argue that digital transfor-

mation is a time-intensive process requiring on aver-

age three to four years, depending on the specific 

defence client.28 However, slow and antiquated pro-

curement procedures and inflexible budgeting proce-

dures often result in defence-digitalisation projects that 

last decades. For example, individual projects within 

Germany’s, Italy’s and Spain’s defence-digitalisation 

initiatives have timelines ranging to 2030 (and most 

stretch out to 2035), while Norway’s project is expected 

to take at least a decade to complete.29 By comparison, 

digital transformation in industrial sectors takes on 

average under two years.30 

Defence establishments are increasingly aware of the 

need to accelerate the pace of digital transformation, not 

least due to the experience of the war in Ukraine, where 

the transition from idea to practical battlefield appli-

cation can sometimes be measured in weeks. Indeed, 

some of the technology-driven solutions actioned in 

Ukraine have a shelf life of only a few weeks before 

countermeasures or adaptation by the enemy necessi-

tates the next evolution to maintain the edge. German 

Chief of Defence General Carsten Breuer argued in July 

2023 that armament and procurement processes were 

still not fit for purpose when it came to managing the 

pace of innovation and the potentially disruptive effect 

of some technologies.31 The UK’s Defence Command 

Paper noted, with regards to acquisition reform, the 

UK’s ‘ambition is to reduce radically the average time 

from the identification of a military need to contract 

placement, and from contract placement to delivery to 

the front-line’.32 The paper then commits to ensuring 

that this process takes a maximum of three years for 

digital programmes – perhaps not quite as ambitious 

as the general thrust of the paper would suggest. In 

NATO and EU member-state forces, digital projects that 

move from conception to implementation within a few 

months are still the exception rather than the norm.

Defence Digital Fragmentation and  
Siloed Data
The heterogeneity of European armed forces poses a 

significant challenge to digital transformation. While 

European allies operate thousands of defence digital 

systems and infrastructures, these were developed as 

a collection of self-contained, individual systems and 

function on the principle of localised exploitation of their 

own data siloes. This has been the case for the past three 

decades at enterprise, service and sub-service levels. 

Data policies within NATO and European armed forces 

are, by default, based on a need-to-know sharing model 

rather than a data-centric one, where data-sharing is the 

norm across the organisation.

Individual and unsynchronised data architectures 

are a major obstacle to data-sharing both within and 

across domains. Different military platforms operat-

ing in the same domain and in the same battle net-

works often use different types of data, without an 

underlying common data and digital architecture 

that enables data-sharing by default.33 Within NATO 

there are already ongoing initiatives, such as the 

Data Exploitation Framework Policy (DEFP) and the 

Data Exploitation Programme (part of the Warfare 

Development Agenda), that attempt to increase inter-

connectivity among the huge variety and diversity of 

data environments across the Alliance. These efforts 

contribute to the digital-transformation agenda but 

do not address the need for an integrated and singu-

lar secure data environment at the enterprise level and 

for operational purposes among allies and NATO com-

mands. Prioritising data- and meta-data standardisa-

tion – as well as default data-sharing rules of the road 

– is essential for NATO’s and the EU’s digital transfor-

mation of defence. 

Successive waves of digitalisation have improved 

data-sharing and coherence at service level and – in 

an international context – in-domain services (e.g., 

navy-to-navy data-sharing, air force-to-air force data-

sharing, and so on). There is currently limited data 
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exchange across services at the national level and 

within multinational organisations, such as NATO 

and the EU. At present, ensuring digital and data 

interoperability among allies and NATO or the EU is 

a security- and resource-intensive and technologically 

patchy exercise, often resulting in sub-optimal results 

on and off the battlefield. This situation presents sig-

nificant challenges for enhanced situational aware-

ness, combined and joint operations (and, in the future, 

multi-domain operations) and efficient and affordable 

defence management. 

Smart logistics and preventive maintenance are 

often considered low-hanging fruit for automation 

as part of the digital transformation in defence. 

French initiatives in preventive maintenance for its 

Rafale fighter-jet fleet are good examples of ongoing 

digitalisation and automation in logistics and main-

tenance. However, more broadly, these types of ini-

tiatives are often pockets of automation at service 

level and rarely scale nationally, let alone interna-

tionally, even for countries using the same platform, 

equipment, system or subsystem. Industrial and 

security-related challenges persist as significant 

obstacles impeding the rapid rollout of automation 

in logistics.  

Several European countries are already rolling out 

digital-transformation initiatives at the national level. 

While publicly officials emphasise the high quality of 

NATO allies’ digital capabilities, privately they share 

a concern over a widening digital-capabilities gap 

within the Alliance and between the two shores of the 

Atlantic.34 Left uncoordinated at the multinational level, 

the diverse range of national defence-digitalisation 

initiatives risk enhancing the huge technological and 

digital complexity of European armed forces and fur-

ther reducing interoperability. Therefore, a significant 

challenge for the digital transformations in NATO and 

the EU will be aligning national initiatives and ensur-

ing data compatibility – and digital interoperability – 

by default among member states and within their own 

organisational enterprises.    

Inherent Risks of Delayed Digitalisation  
of Defence
In 2018 and 2019, the EU Military Staff performed a 

classified survey of the level of digitalisation of defence 

across European armed forces. While the results remain 

closed to the public, the officials privately assessed the 

level of digitalisation as not convincing.35 Moreover, 

a 2021 audit report of NATO’s Allied Command 

Operations (ACO) confirmed the poor state of affairs: 

Inadequate information management, in combination 

with obsolete IT infrastructure and unsatisfactory IT 

support, and missing links between different informa-

tion systems present a critical issue for ACO. The critical 

operational obsolescence of the legacy system and the 

growing capability gap affects system support, security, 

performance, reliability, and through-life costs, and lim-

its ACO’s ability to fully protect and exploit data.36 

The scope of the risks associated with these levels 

of digitalisation across defence in Europe cannot be 

understated. The ACO audit report also concluded that 

repeated delays in the modernisation of critical digital 

infrastructure and systems have exposed the alliance to 

‘an unacceptable level of operational risk’.37 The preva-

lent view among NATO military and policy officials is 

that the Alliance’s legacy digitalised enterprise and com-

munication and information systems are increasingly a 

vulnerability rather than an operational strength.38 The 

capability gaps and obsolescent legacy systems in com-

mand, control, communications, computers, intelligence, 

surveillance and reconnaissance (C4ISR) – particularly in 

C3 – among allies and at NATO and EU levels are one 

such vulnerability. Other public audit bodies in France, 

Germany, Italy and the UK have issued similar warn-

ings regarding national defence digital capabilities and 

infrastructure. In addition, in 2017 the US Government 

Accountability Office criticised the Department of 

Defense for significant risks incurred as a result of a fail-

ure to update and upgrade critical information and digi-

tal systems, including in the nuclear domain. 
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Conclusion

Defence innovation, artificial intelligence and other 

emergent technologies preoccupy the minds of 

European defence ministers. However, digital trans-

formation and the secure exploitation of data will 

comprise the bedrock of European defence establish-

ments’ future military power; they will need to make 

significant progress in these areas before European 

defence can seriously consider the operational inte-

gration and battlefield deployment of advanced 

technologies like AI. EU and NATO processes are 

in motion to set a common denominator and ensure 

coherence and interoperability among national ini-

tiatives. To succeed, digital transformation must 

be technologically relevant, have geographical and 

organisational scalability, be human-centric (people 

first) and, importantly, win the race against time. 

Modernisation, innovation, and recapitalisation of 

mass – as well as enhanced defence efficiency and 

affordability – depend on the successful and timely 

digitalisation of European defence. 
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