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Two decades ago, the notion of arming an uninhabited 

aerial vehicle (UAV) was little more than a niche pursuit. 

Today, at least 20 countries have weaponised UAV sys-

tems in their inventories, with other nations pursuing 

acquisition, while the capability is also proliferating to 

non-state actors. The air vehicles range from small, crude, 

hobbyist-style UAVs favoured by some non-state groups, 

to large, long-endurance platforms capable of being fit-

ted with a range of sensors and air-to-surface weapons. 

Technological development continues apace with an 

increasing emphasis on greater automation and reduc-

ing the human workload, along with the emergence of a 

type of hybrid UAV and air-to-surface munition along-

side the more established loitering munition. While 

uninhabited systems are increasingly embraced by many 

armed forces, they remain an uneasy subject in the wider 

public realm, where the perceived lack of human control 

remains an ethical issue. There also continues to be con-

cern in the legal community regarding how increasingly 

automated – and perhaps one day autonomous – weapon 

systems fit within the law of armed conflict – legal con-

cept rather than legislation, sometimes also referred to 

as international humanitarian law. These subjects were 

the focus of a 21–22 June 2021 seminar organised by IISS 

Europe to help further the debate and to better under-

stand the implications of weapons-capable uninhabited 

systems. This paper reflects the discussions and many of 

the issues raised by the participants.

First use
While the emergence of the armed UAV is associated 

in the public mind with the US invasion of Afghanistan 

in response to al-Qaeda’s 11 September 2001 murder-

ous attacks, work was already underway to provide the 

MQ-1 Predator with an air-to-surface weapon. The first 

air-launch of an AGM-114 Hellfire missile from a Predator 

had taken place on 16 February 2001.1 This, however, 

was not the first time the US had tested air-launched 

munitions from a UAV. In the early 1970s the BGM-34 

family of what were then known as ‘remotely piloted 

vehicles’ had been used to experiment with the deliv-

ery of weapons. This culminated in the BGM-34C pro-

gramme that was to fall foul of technical over-ambition 

and of strategic arms-reduction aims with the Soviet 

Union. In the case of the former the launch and recov-

ery architecture to support the BGM-34C was ungainly, 

while in the case of the latter, the 1979 Strategic Arms 

Limitation Treaty II dealt with the BGM-34C as a cruise 

missile, rather than a UAV, and would count toward 

Washington’s ceiling of these systems. Taken together, 

these put paid to the programme. It was a further 20 

years before the US was to revisit putting weapons on 

a UAV.2 Shortly after the 11 September 2001 attacks, 

armed Predators were deployed in Afghanistan.3 

The introduction of a handful of armed Predators 

marked the beginning of a far wider adoption of armed 

UAVs that, as of 2021, has seen the commonplace use 

of such systems in conflicts. The first chapter of this 

paper considers the use of armed UAVs in: the short 

conflict between Armenia and Azerbaijan; the Russian-

supported fighting in southeast Ukraine; and the civil 

wars in Libya and Syria. Armed UAVs have played a 

role in each, though to differing degrees and with vary-

ing levels of impact. For several of the actors involved it 

has provided an operational test environment in which 

to develop and refine tactics, techniques and procedures 

and to draw lessons for future developments.  

Introduction

The General Atomics MQ-1 Predator proved the armed UAV concept 
with its deployment in Afghanistan toward the end of 2001

(John Moore/Getty Images)
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The US, as an early adopter, remains at the forefront 

of UAV design and development. Today, however, 

numerous other states have UAVs with varying degrees 

of capability, and several of these states are produc-

ing armed systems. Notable amongst these are China 

and Turkey, which are also increasingly active so in the 

export market. Chapter Two will review the develop-

ment of armed systems in China, Europe, Russia and 

the US, and likely or possible future paths.

Autonomous or otherwise
The armed UAV is synonymous to some of those con-

cerned with the emergence of uninhabited and increas-

ingly automated systems capable of lethal action with 

the populist vocabulary of the ‘killer drone’.4 Concerns 

include whether the perceived reduced risk provided 

by using an armed UAV, with the operator far removed 

from the engagement, lowers the threshold at which gov-

ernments will resort to using lethal force. Devolving the 

decision to use lethal force to an uninhabited platform, 

which is sometimes termed as a Lethal Autonomous 

Weapon System (LAWS), is a wider worry. Progress in 

software-based machine learning, often described as arti-

ficial intelligence (AI), and burgeoning interest in its use 

in uninhabited systems, is further adding to concern.5

Ethical and legal worries, however, are not the only 

challenges in the uninhabited arena. There remain 

technical challenges in the development of machine-

learning systems that will provide the required level 

of reliability and assurance to further automate weap-

ons-capable UAVs, and which could lead eventually to 

an autonomous system capable of mission planning 

and target search, location, verification, and engage-

ment without any human intervention or oversight.6 A 

further complication is the shift in the security environ-

ment from one in which counter-insurgency was the 

priority for the US and its allies to the re-emergence of 

peer or near-peer competition and the associated risk 

of state-on-state war. Uninhabited systems developed 

for the former threat environment are far less suited 

to what would be, in the event of a war, a highly con-

tested domain.7 All these issues will be considered in 

Chapter Three.

In discussing armed UAVs and autonomous weapons 

systems there continues to be a lack of clarity around 

definitions. This paper will use the term ‘armed UAV’ 

in relation to any UAV capable of carrying a munition, 

while a direct-attack munition will be used in prefer-

ence to ‘kamikaze UAV’, given that UAVs are generally 

designed with the normal intent of recovery. Defining a 

LAWS is yet more fraught, but for the purposes of this 

paper a LAWS is one that requires machine-based deci-

sion making (also referred to in the text as AI) to carry 

out a mission in a complex environment with no human 

support or intervention once deployed, with only a high 

level of mission command provided by a human prior 

to deployment. It must be able to independently imple-

ment a mission profile, including the capacity to locate 

and categorise legitimate targets and have the ability to 

abort an engagement should, for example, civilian casu-

alties be disproportionate to the military advantage to 

be gained by the attack.

Armed UAVs are now part of the inventories of 

numerous countries, with the number of state operators 

only likely to grow. The extent to which the technology 

can be managed to ensure compliance with the Law of 

Armed Conflict, and to address legitimate public and 

legal concerns, remains a pressing question.   
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Chapter 1. Armed UAVs in recent wars

The spread of armed uninhabited aerial vehicles (UAVs) 

is readily apparent from recent wars, with models rang-

ing  from simple, near-hobbyist level air vehicles deliv-

ering improvised small munitions, to far larger, more 

complex systems with air platforms used to launch 

guided-bombs or short-range missiles at ground tar-

gets. Common to each, however, is the clear utility of 

armed UAVs in the conflict realm, if sometimes accom-

panied by overblown claims of being a singularly war-

winning technology. 

The short war between Armenia and Azerbaijan in 

2020 was notable for the disparity in UAV capabilities 

between the two states. The latter had purchased intelli-

gence, surveillance and reconnaissance (ISR) and armed 

UAVs and loitering munitions as part of a wider equip-

ment-recapitalisation programme. Its forces had trained 

and exercised and been supported in their use of UAVs. 

UAV operations appeared integrated from the outset in 

operational planning. Armenia did not have a remotely 

comparable ISR or armed-UAV inventory, nor was it able 

to employ its ground-based air defence (GBAD) to effec-

tively counter Azerbaijani UAV operations. Azerbaijan’s 

employment of its UAV and loitering-munition inven-

tory provided it with a clear advantage that contributed 

to the success of its armed forces in the conflict. The 

Armenian failure to deal with the UAV threat has acted 

as a prompt, were one needed, to numerous nations to 

redouble counter-UAV efforts. 

The use of UAVs was also notable in Ukraine’s war 

with Russian-supported separatists in the southeast of 

the country. While there has been only a very limited 

use of rudimentary armed UAVs, the utility of even 

small ISR UAVs in support of tube and rocket artillery 

was made evident. Russian ‘volunteers’ supporting the 

separatists have used ISR UAVs and artillery batteries on 

occasion to devastating effect against Ukrainian ground 

forces. The close coupling of ISR UAVs and artillery 

fire allowed a very short detection-to-engagement-and-

assessment cycle, a demonstration that has been noted 

by some of Russia’s peer rivals. A further likely effect was 

to underscore to Moscow the need for it to begin to field 

armed UAVs. Ukraine acquired the Turkish weapons-

capable Bayraktar TB2 in 2019. 

Absent of traditional air power for the most part, 

the Second Libyan Civil War again showed the utility 

of armed UAVs, and the vulnerability of ground forces 

without adequate air defence. It also highlighted that 

the ground infrastructure required to enable UAV oper-

ations is itself a valuable target, with ground-control 

stations vulnerable to attack. Successfully engaging 

these is one way to substantially degrade an opponent’s 

ability to operate its UAVs.

Traditional air power was present and significant in 

Syria’s civil war. Russia’s entry into the conflict in 2015 

was a turning point. The Russian Aerospace Forces’ con-

tribution provided a considerable advantage to the Syrian 

government when engaging opposition forces. UAVs 

were for the most part used in an ISR role, although some 

of those may have on occasion been armed UAVs. The 

conflict was also notable for the use of improvised UAVs 

and simple direct-attack munitions in attacks on Russian 

bases. Moscow’s involvement in the war provided it with 

the opportunity to trial and test numerous weapon sys-

tems in an operational environment. This included the 

Kronstadt Inokhodets-armed UAV that has begun to be 

introduced into service in 2021.

Armenia and Azerbaijan 
Armenia and Azerbaijan renewed hostilities over the dis-

puted territory of Nagorno-Karabakh in September 2020, 

with the latter state emerging as the victor in November 

2021. The two states only made limited used of crewed 

combat aircraft during the 2020 war, due in part to the 

relatively small numbers of aircraft possessed by either.8 

Within their respective inventories each also retained 

what were notionally capable surface-to-air missile 

(SAM) systems across several range categories which 

acted as a further disincentive. The presence of Turkish 

F-16s, deployed first to the Azerbaijani city of Ganja, 

later moved to Gaballa, and Russian Su-30SM Flanker 
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H-combat aircraft at the Russian air base in the Armenian 

capital Yerevan, also likely restrained crewed-aircraft 

activity on the part of both Armenia and Azerbaijan.9 

This disincentive, however, did not extend to the use of 

UAVs, particularly with regard to Azerbaijan.

The war broke out on 27 September 2020 following 

months of tension and several armed clashes. The con-

flict began with an Azerbaijani offensive on Armenian 

defensive fortifications along the contact line separating 

Armenian-occupied Nagorno-Karabakh and Azerbaijan 

to the north. In the initial offensive, armed UAVs were 

used extensively in the attrition of Armenian air defences, 

and UAVs were also used in providing ISR support in the 

use of loitering munitions.10 Within the first two weeks 

Armenia had reportedly lost 60 SAM systems of a vari-

ety of types. This included, notably, an S-300 (RS-SA-10 

Grumble) medium-to-long-range SAM that was destroyed 

using loitering munitions. The S-300 was positioned near 

the line of contact in the village of Shushikend.11 

Armenia’s GBAD proved vulnerable to Azerbaijani 

attack for a number of reasons, including apparent short-

comings in Armenia’s ability to identify and track UAVs by 

radar and in the claimed operational shortcomings of some 

Russian-supplied electronic warfare (EW) equipment.12 

More broadly, there appeared to be a lack of coordination 

and of even modest integration of Armenia’s air defences. 

The extent to which Azerbaijani electronic countermeas-

ures disrupted Armenian systems is also uncertain. 

By 28 September, Azerbaijani forces had already broken 

through on the northern and southern flanks of the contact 

line and began to steadily push forward with armed UAVs 

providing close-air support. By 5 October, mechanised 

units and light infantry had seized several towns in the 

northern Tartar district and the southern Jabrayil district 

along the Iranian border in the Aras Valley.13 

Armenian efforts to organise counter-attacks through 

large groupings of troops and equipment, including the 

use of UAVs to provide ISR support for strikes against 

massed targets and supply lines, were effectively 

undermined.14 As a result, the Armenian forces suffered 

large losses and were unable to launch effective coun-

ter-attacks, resorting instead to missile attacks against 

Azerbaijani villages outside of the combat area in what 

appeared an attempt to deter further aggression.15 By 

9 October Azerbaijani forces had seized towns in the 

Jabrayil and Fuzili districts bordering Iran and had 

reached the Armenian border.16 

In the weeks following the collapse of the Russian-

brokered 10 October 2020 ceasefire, it became clear that 

the Azerbaijani campaign in the north was diversion-

ary as the brunt of Azerbaijani forces were focused 

on the southern theatre. The region remained con-

tested but Azerbaijani forces slowly solidified control 

and advanced to the north before beginning their 23 

October offensive on the Lachin corridor, a strategic 

pass connecting Armenia to the key cities of Susha and 

Stepanakert.17 Despite the Laichin Offensive eventually 

being repelled through an Armenian counter-attack 

supported by heavy artillery, it did enable Azerbaijani 

special forces to reach the key city of Susha. UAVs 

played little role, however, in the battle for the city, as 

a result of poor weather.18 With the loss of Susha on 

8 November the regional capital of Stepanakert was 

within mortar range and key supply lines to the city 

running through the Lachin corridor were severed, 

making the Armenian military position even more diffi-

cult.19 On 10 November, the two sides agreed to a cease-

fire, allowing Russian peacekeepers to enter the region 

and end the conflict.20 

The short war was notable for the use of armed UAVs 

alongside the more traditional ISR role, particularly on 

the Azerbaijani side. UAV losses totalled at least 22 UAVs 

destroyed and four captured.21 Armenia, by comparison, 

lost only six UAVs, reflecting the far-lower level of use.22

Armenia’s UAV inventory was primarily composed 

of domestically designed ISR UAVs and a small num-

ber of loitering munitions. Armenia did not field any 

armed UAVs. 

Table 1.1: Armenia selected UAVs and loitering munitions
Name Type/Country of Origin Maximum Speed 

(km/h)
Endurance (hours except 
where specified)

Sensors/Payload

Krunk 25-1 ISR UAV, Armenia 140 3.5 EO/IR

X-55 ISR UAV, Armenia 130 1.5 EO

UL-300 ISR UAV/Loitering Munition, Armenia 120 3
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Azerbaijan fielded numerous types of ISR and 

armed UAVs, complemented by loitering munitions. 

Concepts of employment and doctrine 
While both sides used UAVs, here the similarity ends. The Azerbaijani armed forces used UAVs effectively in armed and ISR 

roles, was proficient in their use of loitering munitions, and integrated these capabilities in wider force structures and as 

part of a pre-determined campaign plan, none of which can be said of Armenia. 

With limited use of its crewed aircraft, Armenia relied in the main on its UAVs to provide tactical airborne ISR. The extent to 

which the UAVs were operated in a coordinated way  in support of artillery – if at all – is unknown. Likewise, while it did have 

loitering munitions in its inventory, the extent to which there were attempts to use these – if at all – has yet to become clear. 

Given the close defence ties between Azerbaijan and Turkey it is unsurprising that the former’s successful employment 

of armed UAVs and loitering munitions drew considerably on Turkish experience, tactics, techniques and procedures. In the 

decade leading up to the 2020 Nagorno-Karabakh war Azerbaijani forces had conducted numerous military exercises with 

the Turkish military. Shortly prior to the war Turkey supplied the Bayraktar TB2armed UAV, with Turkish military advisors 

assisting in training Azerbaijani UAV operators.23 There also remains speculation that Turkish military personnel operated 

TB2s during the conflict.24

With both country’s crewed aircraft activity partially curtailed in part by the presence of Turkish and Russian combat 

aircraft, the disparity in capability with regard to UAVs was made all the more apparent. Azerbaijan’s use of armed UAVs in 

the early days of the war as a central element of its efforts to counter Armenian GBAD exemplifies this.

The Azerbaijani operation to deal with Armenian air defence used UAVs for ISR and attack, with loitering munitions also 

employed against air-defence radars and SAM launchers. In the first few days of the conflict, Armenian air-defence radar 

and EW systems were targeted using the TB2 with the aim of creating a more permissive environment for air operations, 

even if these were to be mainly UAV based.25 

As well as operating Turkish-designed TB2s, the Azerbaijani’s had also acquired the Aselsan KORAL EW system from 

Turkey. This uses digital radio-frequency memory to jam or deceive threat radar systems. The extent that this contributed to 

Armenian difficulties in detecting and engaging Azerbaijani UAVs is not known; however, this was certainly an intention.26 

As well as using armed UAVs, loitering munitions and EW, Azerbaijan also flew the Antonov An-2 Colt as a radar decoy. 

Initially piloted at take-off, the crew would exit the aircraft and parachute to safety, while the aircraft would then continue 

into an area of interest in an attempt to get Armenian radars or GBAD to disclose positions.27 

Once it was assessed that the Armenian GBAD had been sufficiently degraded, armed UAVs and loitering munitions 

were used to attack Armenian ground forces.28 Such targets included artillery positions, soldiers in assembly areas, armour 

and logistical supply lines. Smaller troop units could further use tactical UAVs for ISR and provide ISR support for precision 

fire to engage defensive fortifications.29 The use of UAVs for close air support proved especially useful during the night, with 

low-light and night cameras providing ISR and the ability to engage troops on the ground. 

Table 1.2: Azerbaijan selected UAVs and loitering munitions
Name Type/Country  

of Origin
Maximum 
Speed (km/h)

Endurance (hours 
except where specified)

Sensors/Payload

Hermes-900 MALE ISR UAV, Israel Ca. 222 36 EO/IR/laser designator

Hermes-450 Tactical UAV, Israel 176 30 EO/IR laser designator

Heron TP MALE UAV, Israel 407 30 EO/IR, laser designator

Aerostar Tactical ISR UAV, Israel 200 12 EO

Thunder B Tactical ISR UAV 133 24 EO,IR

Harop Loitering Munition, Israel 416 9 EO/IR, passive radar homing, warhead

Skystriker Loitering Munition, Israel 185 2 EO/IR, warhead

Orbiter 1k Loitering Munition, Israel 130 2–3 EO/IR, warhead

Orbiter 2 Mini ISR UAV, Israel 120 4 EO

Orbiter 3 Tactical ISR UAV 120 7 E/O, laser designator

Kargu Loitering Munition, Turkey 72 15 minutes warhead

Bayraktar TB2 Armed UAV, Turkey 222 27 EO/IR, laser designator, MAM-family of munitions

Israel and more recently Turkey have provided most 

of its inventory.
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Azerbaijani UAV activity also featured strongly in what is sometime dubbed ‘the battle of the narrative’ – the information 

campaign element of the Azerbaijani offensive.30 Imagery of armed UAVs being used to engage Armenian military assets 

were spread online and throughout social media to suggest a technologically superior Azerbaijani military, with the impli-

cation of an inevitable victory for Baku. 

Ukraine
Fighting between Ukrainian government forces and 

Russian-backed separatists broke out following the 

2013–14 Euromaidan when pro-European Union 

protesters ousted president Victor Yanukovych and 

the ensuing March 2014 annexation of the Crimean 

Peninsula by Russia. In April 2014, pro-Russian sepa-

ratists in eastern Ukraine removed local government 

authorities and declared independent republics in the 

Donetsk and Luhansk regions. In response Ukrainian 

government forces launched an ‘anti-terrorist operation’ 

in areas around the cities of Donetsk and Luhansk, with 

the aim of regaining control of the regions.31 During the 

same April-to-May period, Russian ‘volunteer’ fighters 

and mobile air-defence systems were filtered into the 

areas to bolster separatist ranks. From June onwards 

Russia began to supply separatist forces with mecha-

nised armour and artillery systems. 

The introduction of Russian SAM systems took a 

rapid toll on the Ukrainian Air Force.32 Losses included a 

small number of the Soviet-era Tupolev Tu-143 Reys jet-

powered ISR UAVs operated by Ukraine.33 The Russian 

intervention did not extend to crewed combat aircraft, 

while combat attrition constrained the Ukrainian Air 

First acquired by the Ukraine in 2019, Kiev has since said that it 
intends to purchase 24 more Turkish Bayraktar TB2 UAVs

(Press Office of the President of Ukraine/Mykola Lararenko/Handout/Anadolu 
Agency/Getty Images)

Force. The belligerents instead made greater use of 

UAVs. Initially the advantage was with the separatists, 

with small ISR UAVs supplied by Moscow being used in 

support of also-Russian-supplied artillery. The poten-

tial effectiveness of ISR UAVs in combination with artil-

lery, in this case rocket artillery, was apparent as early 

as an 11 July 2014 attack on a grouping of Ukrainian 

ground forces near the village of Zelenopillya. The 

UAVs were used for target location, with the result-

ing rocket attack causing Ukrainian casualties and the 

destruction of equipment.34

Despite Russian support, the separatists increasingly 

lost territory to government forces, and by August 2014 

the former were under growing pressure in both the 

Donetsk and Luhansk regions.35 Heavy fighting in and 

around the town of Ilovaisk included a significant num-

ber of Russian ‘volunteers’, with the Ukrainian govern-

ment stating its forces were facing Russian units, a claim 

Moscow denied. UAVs were again used effectively by 

Russia for artillery support. The severity of the fighting 

around Ilovaisk led to the Ukrainian government seek-

ing a political resolution, resulting in the 5 September 

2014 Minsk Protocol. The Battle of Ilovaisk marked the 

highest death toll of the Ukrainian armed forces.36

The Minsk Protocol did not bring an end to the con-

flict, with sporadic exchanges of fire and occasionally 

far-heavier fighting, notably around Donetsk Airport. 

The Russian-supported separatists launched an offen-

sive in January 2015, besieging the city of Debaltseve, 

a railway hub that was the easternmost territory 

controlled by the Ukrainian forces.37,38 Again, UAVs 

were used to support artillery fire, resulting in heavy 

Ukrainian casualties and a substantial number of civil-

ian deaths. The Minsk II Agreement was signed in 

February 2015 following the fighting.

Having seen and suffered from the effectiveness of 

ISR UAVs, the Ukrainian armed forces began to try to 

redress the imbalance, with the emergence of a cottage 

industry composed of small technology companies, 
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initially funded partly by crowdfunding initiatives.39 

Ukraine has subsequently developed a range of tacti-

cal UAVs adopted across its military. Ukraine ordered 

the Turkish TB2 weapons-capable UAV in 2019, initially 

acquiring six, and in September 2021 Kiev stated it 

wanted to acquire 24 more.

Now widely used by all the parties involved in the fight-

ing, UAV losses are likely to be relatively high, although 

no accurate figures are available. It is conceivable that 

200–400 UAVs have been lost so far during the conflict.40

The Ukrainian armed forces operate a range of UAVs. 

As mentioned, Turkey, along with Poland, has been an 

external source of armed and ISR UAVs alongside the 

development of a domestic UAV sector. The latter gen-

erally produces small tactical UAVs adapted from store-

bought systems.

The UAVs fielded by Russian ‘volunteer’ units and 

separatists have been used mainly for ISR, with some 

also having an EW role. The majority of the UAVs used 

are produced by the Russian defence industry. The 

Forpost is a Russian version of the Israeli Searcher II.

Table 1.3: Ukraine selected UAVs and  
loitering munitions

Name Type/
Country 
of Origin

Maximum 
Speed 
(km/h)

Endurance 
(hours 
except 
where 
specified)

Sensors/
Payload

Leleka-100 ISR UAV,
Ukraine

?? 2.5 EO/IR

A1-SM Furia Small ISR 
UAV,
Ukraine

130 3 EO/IR

Bayraktar 
TB2

Armed 
UAV,
Turkey

222 27 EO/IR laser 
designator
MAM-family 
munitions

PD-1
ISR UAV,
Ukraine

140 8 EO/IR

Raybird-3
ISR UAV, 
Ukraine

140 28 E0/IR, laser 
designator

FlyEye Mini ISR 
UAV, 
Poland

170 3 EO camera

Warmate Loitering 
Munition, 
Poland

150 1

RQ-11B 
Raven

ISR UAV,
US

?? 2 EO/IR

AN-BK-1 
Horlytsia

ISR UAV,
Ukraine

230 7 EO/IR

Yatagan-2 
(Scimitar)

Loitering 
Munition,
Ukraine

- - Warhead

ASU-1 
Valkyrie 
(Valkyrja)

ISR UAV, 
Ukraine

60 cruise 
speed

2 EO/IR

UA-BETA ISR UAV, 
Ukraine

75 2 EO/IR

Table 1.4: Separatist Forces and Russian ‘volunteer’ 
units UAVs and loitering munitions

Name Type/
Country 
of Origin

Maximum 
Speed 
(km/h)

Endurance 
(hours 
except 
where 
specified)

Sensors/
Payload

DJI 
Phantom

Small ISR 
UAV, 
China

36 Ca. 10 
minutes

EO camera

Bird Eye 
400/Zastava

ISR UAV,
Israel/
Russia

83 1 EO/IR

Eleron-35v ISR UAV, 
Russia

130 2 EO/IR

Granat-1 Micro ISR 
UAV,
Russia

120 1 EO

Granat-2 Mini ISR 
UAV,
Russia

EO/IR

Granat-4 ISR UAV,
Russia

145 6 EO/IR, poss 
SIGINT

Orlan-10 MALE UAV,
Russia

140 18 EO/IR, 
video, EW

Ptero-5E ISR UAV,
Russia

2 EO, laser 
designator 

Searcher 
MkII/Forpost

ISR UAV,
Russia/
Israel

201 18 EO/IR, laser 
designator

Takhion ISR UAV, 
Russia

?? 6 EO/IR

Concepts of employment and doctrine
Separatists and Russian ‘volunteer’ units widely used UAVs in an ISR role to identify targets and to support tube- and rocket-

artillery attacks. Armed UAVs, however, were not used, given Russia’s inability to provide such systems. UAVs were also 

used to draw fire from Ukrainian ground forces, and expose their position.41 The imagery and information being provided 

by UAVs appears capable of integrating into tactical command and control to improve situational awareness. Also notable 
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was the pace at which some attacks were carried out within a short period of the UAV information being received, with 

Ukrainian forces frequently taking fire within 15 minutes of their position being exposed.42  

This use of ISR UAVs for indirect fire by artillery has played an important role in separatist and Russian ‘volunteer’ tactics 

employed in eastern and southern Ukraine.43 While armed UAVs were absent, separatist forces have used small UAVs to 

drop fragmentation grenades on targets.44 Russian support for the separatists also extended to the use of EW to counter 

Ukrainian UAVs. Techniques included using frequency-specific jammers or flooding the operating frequencies of UAVs with 

white noise.45 Datalink intercepts were also used to locate Ukrainian UAV ground-control stations.46 Once exposed these 

could then be attacked.

This Pantsir-2S1 (RS-SA-22 Greyhound) short-range air-defence 
system was captured by Libyan GNA, while numerous others were 
destroyed in UAV attacks.

(Mahmud Turkia/AFP via Getty Images)

Except for a few Soviet-era Tu-143 Reys, that may well 

have been stored prior to the war, Ukraine had no UAVs in 

its inventory when the conflict began. A cottage industry 

of small UAV-producing companies developed to address 

this gap. As a result, the Ukrainian military has deployed 

a range of tactical UAVs to perform similar missions to 

separatist and Russian ‘volunteer’ UAV units, namely ISR 

missions, to support ground forces and artillery.47 

Small UAVs were also modified to carry and drop gre-

nades on ground forces, similar to those employed by 

separatist forces.48 Despite the fact that Ukraine acquired 

weapons-capable UAVs from Turkey in 2019, direct UAV 

strikes have yet to be employed by the Ukrainian armed 

forces.49 Ukrainian forces had less EW available than 

their opponents, with activity mainly aimed at counter-

ing UAV operations, including jamming.50 

Libya 
Civil war broke out in Libya in 2014 following the dis-

puted result of the 2014 election. While multiple actors 

were involved in the fighting, the two main groups were 

the United Nations-supported Government of National 

Accord (GNA) and the Libyan National Army (LNA). In 

the initial stages of the war, the LNA, backed by Egypt, 

Russia, the United Arab Emirates (UAE) and later France, 

consolidated power in the east of the country, while the 

GNA held limited control in the territory surrounding 

the capital city, Tripoli. Beginning in April 2019, the LNA 

began an offensive to take control of Tripoli, bolstered 

by military supplies from the UAE and Egypt and by 

Russian mercenaries from the Wagner Group.51

Air operations on both sides were initially limited to 

the use of a small number of ageing French and Soviet-era 

aircraft. The LNA capability improved, however, when 

it began to benefit from the support of the armed UAVs 

apparently operated on its behalf by the UAE from the 

Al-Khadim air base in the east.52 The UAE has received 

the Wing Loong and Wing Loong II from China, with their 

first recorded use being on behalf of the LNA forces in 

the 2018 battle for Derna, a port city in eastern Libya.53 

The Emirati armed UAVs were also used effectively 

in the LNA’s 2019 offensive. By 2019, the GNA also had 

armed UAVs (the Turkish TB2) but in fewer numbers, with 

a lesser effect. The ground-control stations for the TB2s 

were also under threat from the LNA.54 This disparity was 

also reflected in the number of UAV attacks recorded by 

the UN up to 2019, with over 800 attributed to the LNA 

and only 280 for the GNA in the same period.55 

Given such superiority, the LNA pushed forward to 

lay siege to Tripoli in April, the same month in which 

the offensive had begun. The LNA was unable, how-

ever, to rapidly overcome the GNA’s defences.56 Instead 

the LNA used its armed UAVs to methodically attack 

GNA positions and targets within the city, resulting in 

civilian casualties.57 

The fortunes of the two main conflict parties began to 

shift in November 2019, when Turkey and the GNA con-

cluded a military-cooperation accord.58 One result was 

that Turkey began to increase the size of the UAV fleet 
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at the GNA’s disposal.59 More importantly, it provided 

layered air defence around Tripoli, considerably reduc-

ing the threat to the UAV ground-control stations. The 

increased Turkish support saw the GNA break the siege, 

and equipped with a larger number of armed UAVs and 

with its own forces bolstered by Syrian mercenaries, it 

launched Operation Peace Storm in March 2020.60,61

The target of the counter-attack was the Al-Watiya air 

base located outside of Tripoli, which was captured by 

LNA sympathisers in 2014 and used as a support hub 

for its air attacks. The base was retaken by the GNA 

in May, with the TB2s being used to attack Panstir-S1 

(RS-SA-22) short-range air-defence systems during the 

siege of the Al-Watiya.62 Reporting at the time indicated 

that up to ten Pantsir-S1 systems had been destroyed, 

though at the cost of a high GNA–UAV loss rate. The 

capture of the base by the GNA, however, allowed its 

forces to move beyond the Tripoli perimeter, ending the 

LNA siege in early June 2020.63

By June 2020 GNA forces managed to secure most 

of the territory surrounding Tripoli and neighbouring 

districts in northwestern Libya, with armed UAVs and 

loitering munitions being used to attack retreating LNA 

troops and logistics columns.64 The arrival of Russian 

MiG-29 Fulcrum and Su-24 Fencer combat aircraft 

deployed at the Al Jufra Airbase further bolstered the 

LNA’s air capabilities.65 Fighting intensified between 

the GNA and LNA in June and July, with the risk of far 

greater foreign intervention, with Egypt and Turkey 

threatening to deploy troops to the conflict.66 In August, 

however, the warring factions agreed a ceasefire, and 

in October the LNA and GNA agreed to terms to move 

towards establishing a unity government and requiring 

all foreign fighters to leave the country. 

The number of UAVs lost by all participants during the 

war is not known. Reports indicate, however, that in 2020 

alone 25 were destroyed.67 During the conflict the GNA 

lost at least 18 UAVs, mainly TB2s, while the LNA lost at 

least ten UAVs, a mix of Wing Loong Is and Wing Loong IIs. 

The LNA was supported in combat operations by sev-

eral UAV types. The bulk of these were provided by the 

UAE, which operated Chinese UAV systems. Of these, 

the Wing Loong II was the most numerous platform. 

The GNA, based out of Tripoli, received significant 

support from allies. Turkey provided and operated the 

TB2 armed UAV in support of the GNA.

Table 1.5: Libyan National Army selected UAVs and 
loitering munitions
Name Type/

Country 
of Origin

Maximum 
Speed 
(km/h)

Endurance 
(hours 
except 
where 
specified)

Sensors/
Payload

Wing  
Loong I

MALE,
China

280 20 EO/IR, laser 
designator, 
air-to-
surface 
munitions

Camcopter 
S100 rotary 
UAVs

ISR UAV,
Austria

240 6 EO/IR,

Mohajer-2 ISR UAV,
Iran

200 2 EO/IR

Orbiter 3 Tactical 
ISR UAV

120 7 EO, laser 
designator

Table 1.6: GNA Forces selected UAVs and loitering 
munitions
Name Type/

Country 
of Origin

Maximum 
Speed 
(km/h)

Endurance 
(hours 
except 
where 
specified)

Sensors/
Payload

Bayraktar 
TB2

MALE,
Turkey

222 27 EO/IR laser 
designator, 
MAM-family 
of munitions

Kargu Loitering 
Munition,
Turkey

72 15 minutes EO, warhead

Anka-S MALE,
Turkey

?? 24 EO/IR, 
radar, laser-
designator, 
MAM-family 
of munitions

Concepts of employment and doctrine
The LNA was able to rely on its UAE-provided UAV support for ISR and air-to-surface attack.68 Armed UAVs were used 

against troop groupings, defensive fortifications and supply lines, contributing to LNA territorial gains while limiting the 

ability of the GNA to counter-attack.69 Armed UAVs were also used to strike enemy UAV ground-control stations.70 Prior 

to the deployment of Turkish air defences, Emirati UAVs gave the LNA an advantage, forcing the GNA to engage in more 

dispersed UAV operations.71
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Faced with the GNA struggling in the face of the LNA’s armed UAVs, Tukey intervened to provide its ally with comparable 

medium-altitude long-endurance (MALE) UAV capabilities. In a similar manner to the Emirati UAV use, Turkey operated 

UAVs and provided ISR and ground attack forces for the GNA in the latter stages of the war. Turkish UAVs were also used to 

counter the LNA’s Pantsir-S1 gun and missile air-defence systems with UAV losses traded against the destruction of these. 

Reports suggest that UAV-based ISR was used as support when trying to engage the Panstir-S1s.72 Systems were tar-

geted while being transported or in shelters and not deployed for combat. EW was also used in attempting to disrupt the 

communication frequency of LNA Wing Loong UAVs.73

Before gaining improved air defences and larger UAV numbers later in the war, the GNA had to engage their UAV units 

in dispersed operations as the result of attacks on its own infrastructure.74 

The GNA is also reported to have utilised loitering munitions, such the Turkish STM Kargu-2 UAV, as part of its offensive 

operations. The GNA used loitering munitions to attack troop groupings and supply lines. 

Syria
The Syrian civil war began in 2011 following the Arab 

Spring and the ensuing domestic revolt against the 

government of Bashar al-Assad. The conflict involved 

a range of rebel groups, jihadist organisations (such 

as Islamic State, also known as ISIS and ISIL), and for-

eign states, either directly or via proxy groups. Many of 

those involved operated a variety of UAV systems. 

Several UAV-capable actors have intervened on the 

side of the Syrian government. Non-state actors such 

as the Lebanese Hizbullah, relying on Iranian-supplied 

UAV systems and having allied themselves to the cause 

of the Assad regime, conducted UAV strikes against 

Syrian jihadist groups near the Lebanese border, begin-

ning in 2017.75 Iranian UAVs are also reported to have 

been used against rebel targets near Aleppo in support 

of Syrian Army forces, beginning in early 2016.76 

Russian UAVs were introduced following the initial 

stage of the civil war, when the Assad regime fared 

badly as ISIS established territorial control over sig-

nificant portions of Syria and neighbouring Iraq. To 

bolster its ally and ensure continuing access to Russian 

military bases present in the country, the Russian Air 

Force engaged in a bombing campaign beginning in 

2015 to support Syrian ground forces and the small 

Russian contingent present within the country. Russian 

airstrikes, supported by UAV real-time surveillance, 

helped the Syrian Army, allowing it to retake the cit-

ies of Palmyra and Aleppo by the end of 2016.77 In the 

case of Palmyra, following its recapture by ISIS in early 

2017, Russian airstrikes allowed Syrian forces to retake 

the city.78

Irrespective of the defeat of ISIS in 2017, and the end 

of its claim to territorial statehood, the Syrian conflict 

was far from over, particularly for Russian forces. On 31 

December 2017, the Russian-controlled Khmeimim air 

base came under attack from very simple improvised 

direct-attack munitions, with the identity of the attack-

ers remaining uncertain.79 The attack took place when 

the EW systems of the base were apparently offline. 

The extent of the damage caused has never been con-

firmed, but the deaths of several soldiers was report-

ed.80 Only days later Khmeimim was attacked again 

using improvised direct-attack munitions, along with 

the Russian Tartus naval base. On this occasion, how-

ever, the Russian defence ministry reported that EW 

and air defence destroyed 13 of the improvised muni-

tions.81 The attacks continued into 2019, when Russia 

is reported to have dealt with numerous attacks at the 

Khmeimim air base.82  

Turkey was also a notable actor in the Syrian civil 

war, with its ISR and armed UAVs employed. From 

August 2016 until March 2017, Turkey launched 

Operation Euphrates Shield across the border into north-

ern Syria in what was officially a push to eliminate ISIS 

and ISIS-affiliated holdings in the border region.83 This 

operation further served to contain the growth of the 

Kurdish People’s Defense Units (YPG), a group viewed 

by Turkey as a terrorist organisation.84 

UAVs were primarily used to provide ISR support for 

Turkish Air Force efforts to locate and engage the mili-

tant groups with Turkish forces and allied Syrian rebels 

operating on the ground.85 The Turkish government 

ended operations on 26 March 2017 after the border 
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region had been ‘secured’ and the towns of Jarabulus 

and al-Bab retaken from ISIS.86 In January 2018, Turkey 

launched Operation Olive Branch in the Afrin province 

bordering Turkey in order to eliminate YPG control of 

the district, with Russia agreeing to allow Turkey use 

of the airspace above the region.87 Turkish UAVs pro-

vided ISR support to artillery fire on the YPG positions, 

preceding attacks by Turkish and allied Syrian rebel 

ground forces.88 During combat operations armed UAVs 

were used in an armed capacity but to also provide ISR 

support to Turkish attack helicopters.89 In October 2019, 

Turkey launched Operation Peace Spring following the 

withdrawal of American troops from the border region 

of northeastern Syria. The aim of the operation was to 

remove the YPG and Syrian Defense Force (SDF) in the 

region to create a 30 kilometre security zone along the 

Turkish border.90 Again, UAVs were used in support of 

Turkish Air Force airstrikes and artillery in preparation 

for a ground attack by Turkish forces and allied rebels.91 

A Russian-brokered ceasefire on 18 October 2019 fol-

lowed, with YPG and SDF forces withdrawing from the 

border regions of northeastern Syria and joint Russian–

Turkish patrols taking place to secure the region from 

November onwards.92 

Turkish operations had so far created de facto secu-

rity zones controlled by Turkish-backed rebel opposition 

forces around northern Syria along the Turkish border, 

including the northwestern province of Idlib which the 

Syrian government sought to eventually control. To 

prevent escalation between the two states on behalf of 

their proxies, Russia and Turkey signed the 2018 Sochi 

memorandum to create a demilitarised zone between 

opposition forces and the Syrian army.93 Disagreements 

between the two sides led to the failure of the agreement 

and no security zone was established. Instead, Russian 

airpower was used to support a Syrian Army push up 

the M5 motorway towards Idlib province in May 2019.94 

In turn, Turkey began deploying soldiers to the region 

and supplying rebels with weapons systems, including 

shoulder-launched surface-to-air-missiles that impinged 

on Russian air operations in the region.95 When airstrikes 

killed 34 Turkish soldiers in Idlib on 27 February 2020 

and Syrian forces began to encroach on rebel positions, 

in response Turkey launched Operation Spring Shield, 

including the largest use of UAVs in the conflict.96

Using TB2 and Anka-S UAVs, reported to number 

a little over a hundred in total, Turkey attacked many 

of the Syrian Army’s Russian-supplied Pantsir-S1 and 

other air-defence systems, as well as other Syrian forces 

present on the battlefield in the first few days of the 

operation.97 The element of surprise played a role in the 

successful use of UAVs, as Russian and Syrian forces 

did not expect such a large Turkish presence in the air-

space over Idlib.98 

Turkey also used the KORAL EW system against 

Syrian air defences and this, combined with inexpe-

rienced Syrian air-defence system operators, were 

further factors in allowing the use of armed UAVs to 

inflict considerable losses on the Syrian and Russian 

ground forces.99 The Turkish military said it had 

destroyed ‘151 tanks, 47 howitzers, three jets, eight 

helicopters, three drones and eight air defense sys-

tems’ before beginning ground operations against the 

Syrian military.100 While this tactical success in the 

first few days of the conflict was considerable, once 

Syrian and Russian forces adapted and employed 

air defence and EW to counter Turkey’s UAVs, their 

effect was somewhat eroded.101 The Syrian civil war 

provided Russia and Turkey with an operational test 

environment for ISR and armed UAVs, with some 

systems still under development deployed in order 

to examine their performance. Non-state actors used 

UAVs and direct-attack munitions in part to try to 

offset their lack of conventional air power. Given the 

numbers of actors involved, the widespread use of 

Table 1.7: Russia selected UAVS and loitering 
munitions
Name Type/

Country 
of Origin

Maximum 
Speed 
(km/h)

Endurance 
(hours 
except 
where 
specified)

Sensors/
Payload

Searcher Mkll/
Forpost

ISR UAV,
Russia/
Israel

201 18 EO/IR, laser 
designator

Orlan-10 MALE 
UAV,
Russia

140 18 EO/IR, EW

Takhion ISR UAV,
Russia

?? 2 EO/IR

Granat-4 ISR UAV,
Russia

145 6 EO/IR, EW, 
SIGINT

Eleron-35V ISR UAV,
Russia

130 2 EO/IR,

Lancet Loitering,
Russia

110 40 minutes EO seeker, 
warhead
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UAVs, and the lack of declared losses, it is not pos-

sible to fully estimate the overall losses; the figure, 

however, is likely to be comparatively large, and 

likely over 100.102

Russia deployed a number of domestically pro-

duced systems in the Syrian civil war. It also used 

the Forpost UAV, based on the Israeli Searcher II. All of 

these types were used for ISR. It tested the Inokhodets 

MALE UAV during the latter stages of the war, includ-

ing in the use of air-to-surface weapons.

Turkish involvement in the Syrian civil war included 

using the Bayraktar TB2 and Anka-S armed UAVs. These 

were employed for ISR and ground attack.

A number of Iranian UAVs were employed dur-

ing the Syrian civil war. These were operated either 

by the Islamic Revolutionary Guard Corps (IRGC) 

 or Hizbullah.

Iranian-produced UAVs have seen frequent use in 

Syrian airspace, either directly flown by Iranian IRGC 

operators or through Hizbullah as a proxy organisa-

tion. Of the UAVs listed below, only the Karrar and 

Shahed-129 were reported to have been used for 

armed missions. 

Along with the support of Russian-operated 

UAVs the government forces also used a number of  

Iranian designs. 

Table 1.8: Turkey selected UAVs and loitering 
munitions
Name Type/

Country 
of Origin

Maximum 
Speed 
(km/h)

Endurance 
(hours 
except 
where 
specified)

Sensors/
Payload

Bayraktar 
TB2

Armed 
UAV,
Turkey

222 27 EO/IR, laser 
designator, 
MAM-family 
of munitions

Anka-S MALE 
Armed 
UAV,
Turkey

?? 24 EO/IR, laser 
designator, 
MAM-family 
of munitions

Table 1.9: IRGC or Hezbollah operated UAVs and 
loitering munitions
Name Type/

Country of 
Origin

Maximum 
Speed 
(km/h)

Endurance 
(hours 
except 
where 
specified)

Sensors/
Payload

Shahed 
129

Armed UAV,
Iran

150 cruise 
speed

24 EO/IR, laser 
designator, 
Sadid family 
of munitions

Concepts of employment and doctrine
The main use of Russian-operated UAVs in Syria was for ISR. Russia, as of 2021, was only beginning to introduce an armed 

UAV into service. UAVs were used to provide ISR support for crewed aircraft, including for battle-damage assessment fol-

lowing an attack.103 UAVs were also used to support and adjust the fire of Russian and Syrian artillery strikes.104 Russia also 

employed UAVs in an EW role.105 Techniques included jamming and the suppression of communication links.106 

Turkish forces employed UAVs for ISR and ground attack during its involvement, with these capabilities more broadly integrated 

into its operations.107 This included providing ISR support for attack helicopters used during the 2018 Operation Olive Branch.108 

Operation Spring Shield in 2020 is noteworthy for the way in which UAVs were used. During this operation armed UAVs 

were grouped together in significant numbers, described by Turkish officials as ‘swarms’, with an aim of overwhelming the 

opponent’s air defence and being used to attack Syrian Army positions.109 Crewed combat aircraft involvement was more 

limited than perhaps might have been expected for this size of operation, with armed UAVs being employed as the primary 

surface-attack platform.110 This approach negated the need to try to ensure that Syrian ground-based air defence had been 

fully neutralised, given the limited used of crewed aircraft.111 Instead, individual air-defence systems were targeted either 

on activation or pre-emptively using armed UAVs. While this resulted in the loss of some UAVs, it also removed the threat of 

the Pantsir-S1 gun/missile mobile air-defence system.112

Table 1.10: Syrian Government selected UAVs and 
loitering munitions
Name Type/

Country 
of Origin

Maximum 
Speed 
(km/h)

Endurance 
(hours 
except 
where 
specified)

Sensors/
Payload

Mojaher 4 ISR UAV,
Iran

180 3–5 EO/IR

Ababil-3 ISR UAV,
Iran

200 4 EO/IR

Shahed 129 Armed 
UAV,
Iran

150 cruise 
speed

24 EO/IR, laser 
designator, 
Sadid family 
of air-to-
surface 
munitions
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Turkey also reportedly used its armed UAVs to operate far beyond the front line and carry out attacks against Syrian 

military personnel or Iranian operatives identified by Turkish intelligence. Turkey has also used armed UAVs against key 

personnel in the YPG in Syria.113 

The KORAL EW system was used widely in support of UAV operations to attempt to disrupt threat radars using, for 

example, jamming or signal-distortion techniques.114 Electronic intelligence was also used in support of UAV attacks by 

tracing the signals of mobile phones used by Syrian forces.115 Turkish Anka-S UAVs operating at high altitudes also played a 

role in relaying this information to precision-strike platforms, such as artillery or other UAVs like the TB2.116 

Footage gained from Turkish UAV platforms further served a propaganda purpose to both domestic and 

foreign audiences.117 

The Iranian IRGC and its allies such as the Syrian government and Hizbullah have utilised Iranian-supplied UAV plat-

forms in Syria primarily for ISR missions. Hizbullah, in particular, used ISR UAVs to monitor the Lebanese–Syrian border. 

Hizbullah and the IRGC are reported to have carried out a limited number of armed-UAV attacks against Islamist militants 

and rebels.118 There are also claims that Iran has used loitering munitions against rebel targets in Syria, although the extent 

of these strikes and the platform in use cannot be confirmed.119 

Islamist militants affiliated with ISIS have utilised improvised UAV and direct-attack munitions built from scratch or 

adapted from commercial models to provide ISR for offensive planning in Syria and neighbouring countries.120 Footage 

collected by these UAVs has also served a propaganda purpose, such as demonstrating the armed strength of ISIS forces, 

for dissemination online and throughout social media.121  
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Armed uninhabited aerial vehicles (UAVs) are now 

established in the inventories of China’s armed forces, 

some European states, and most obviously the United 

States, the first country to deploy such a system nearly 

two decades ago, while Russia is nearing their introduc-

tion. However, capabilities, export ambitions and poli-

cies differ between each.

China appears to take a transactional view of the 

sale of armed UAVs and has readily capitalised on 

markets where US export policy has meant it was not 

willing to release the technology, notably in the Middle 

East. Armed UAVs are now operated by the People’s 

Liberation Army Air Force (PLAAF), with PLA ground 

forces also assumed to have a capability. State-owned 

Chinese industry and private companies continue to 

design and develop an array of small, medium and large 

UAVs, both for the domestic market and export. These 

are often shown with a considerable variety of air-to-

surface munitions and missiles, although the ‘standard’ 

weapons package of the types most widely exported 

has been far narrower. How many of the weapons on 

display that have been integrated or even tested from 

the UAVs they are shown alongside is not clear. An 

increasingly diverse range of UAVs is being introduced 

into Chinese service with very long-endurance and 

high-speed UAVs entering service or in development. 

Europe presents a mixed picture concerning the acqui-

sition or development of armed UAVs. France, Turkey 

and the United Kingdom all operate armed systems: the 

first and last field the United States’ General Atomics 

MQ-9 Reaper, while Turkey has pursued a successful 

national development programme with the likes of the 

Baykar Bayraktar TB2. While European states have long 

recognised the value of UAVs in the intelligence, surveil-

lance, and reconnaissance (ISR) roles and their potential 

in the armed role, this has not been matched by develop-

ment or acquisition. The still-fragmentary nature of the 

European defence-aerospace sector, differing national 

priorities and perspectives with regard to armed UAVs, 

and the availability, at least for some, of a class-leading 

system in the shape of the MQ-9, have repeatedly 

undermined pan-European programme efforts. France, 

Germany, Italy and Spain form the latest European 

constellation of states to attempt to develop a weapons-

capable medium-altitude long-endurance (MALE) UAV, 

although the system will not enter service until near the 

end of the 2020s. 

Russia has been forced to play catch-up with its rivals, 

the result of the damaging effects of the collapse in 

defence expenditure in the 1990s which continued into the 

early years of the 21st century. At the forefront of ‘drone’ 

development in the 1960s, 1970s and into the 1980s, the 

winding-up of the Soviet Union in December 1991 effec-

tively ceased UAV development. Moscow is only now on 

the brink of introducing armed UAVs into service, almost 

20 years after the US. It has also lost out to China in the 

export market, where under different circumstances it 

might have been expected to be able to compete.     

The earliest publicly acknowledged adopter of armed 

UAVs, the US, remains the leading exponent of their use 

and their continuing development. The MQ-1 Predator 

and MQ-9 Reaper have become synonymous in the pub-

lic eye with the armed UAV. With almost 300 MQ-9s in 

the airforce inventory, the US is likely the largest single 

operator of armed MALE UAVs. With the Department 

of Defense’s focus moving from counter-insurgency 

Chapter 2. Armed UAVs: selected 
development programmes

China’s Wing Loong family of UAVs has secured several export 
sales and is being displayed with an increasingly wide range of 
weapon options

(Xiao/VCG via Getty Images)
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(COIN) and counter-terrorism operations to the more 

traditional concern of state-on-state warfare and peer or 

near-peer rivalry, the requirements for the development 

and upgrade of armed UAVs have changed. Irrespective 

of its strong position in terms of platform development 

and use, Washington has taken a restrictive approach to 

the export of armed UAVs, to the advantage of the com-

petition, particularly China. The Trump administration 

relaxed on national policies somewhat, but whether an 

ongoing conventional arms export policy review by the 

Biden administration again changes the United States’ 

approach is yet to become clear.     

China
US reticence and Russian incapability offered China a 

window of opportunity in the 2010s into the armed-

UAV market, an opportunity which it has seized. Along 

with developing a variety of armed systems for China’s 

armed forces, the country’s UAV manufacturers have 

made inroads into the export arena in Africa, Central 

Asia and the Middle East.122 

Beijing’s success was in part facilitated by 

Washington’s restrictive policy on the export of armed 

UAVs and the former’s absence from the Missile 

Technology Control Regime (MTCR), an arms-control 

regime that included the sale of UAVs, of which the 

US is a founding member. Originally, the 1987 MTCR 

was established to curtail the proliferation of ballistic 

and cruise missile-technologies capable of being used 

for the delivery of weapons of mass destruction. Within 

the MTCR, cruise missiles are considered a subset of 

‘unmanned aerial-vehicle systems’ that also includes 

‘target drones’ and ‘reconnaissance drones’. Key per-

formance parameters for the most restrictive MTCR 

category cover the capability to deliver a 500-kilogram 

payload to a range of at least 300 km,123 a restriction that 

includes some armed UAVs.

The MTCR now has 35 signatory nations, and while 

China discussed membership for near-on a decade from 

the early 2000s, it was never able to join. As a consensus-

based regime, unanimity is required to accept a new 

member and by 2010 not all MTCR signatories were con-

vinced that China was in a position to adequately meet 

the requirements for joining.124 As a result, Beijing has 

gone its own way, but irrespective of Beijing’s claims 

that it adheres to its own version of MTCR it has been 

able to adopt a transactional approach to the sale of 

UAVs in general and armed UAVs in particular, which 

in some cases would be considered MTCR Category I 

systems where there is a ‘presumption of denial’. 

Several Middle Eastern states, including the 

United Arab Emirates (UAE) and Saudi Arabia, have 

approached the US over the purchase of armed UAVs. 

As early as 2004 the issue was raised by the UAE, while 

it was brought up by Saudi Arabia in 2009. Both were 

turned down since Washington considered that the 

UAV of interest, the Predator, was an MTCR Category 

I system. An unintended consequence was that Saudi 

Arabia and the UAE would instead look to Beijing, and 

both now operate Chinese armed UAVs.125

While there are numerous Chinese companies offer-

ing UAV designs, Chengdu with its GJ-family and 

China Aerospace Science and Technology Corporation 

(CASC) with its CH-series of UAVs have so far been 

the main providers. The former’s GJ-1 and GJ-2 are in 

service with the PLA armed forces,126 while the latter’s 

CH-series has been exported more widely. Chengdu 

has also exported the GJ-series under the banner of the 

Wing Loong I and Wing Loong II, though to a limited 

number of countries in comparison to CASC.

Countries operating Chinese armed UAVs include 

Algeria, Egypt, Iraq, Indonesia, Kazakhstan, Myanmar, 

Nigeria, Pakistan, Saudi Arabia, Sudan, Turkmenistan 

and the UAE.127 Jordan also acquired Chinese UAVs, 

namely the CH-4B, but has withdrawn these from ser-

vice.128 Pakistan, China’s closest defence partner, has 

unsurprisingly acquired armed UAVs from Beijing. 

Known domestically as the Burraq, this UAV appears 

identical to the CH-3, while its main armament – the 

Burq – looks to be the Chinese AR-1 missile.129 The 

Burraq was first shown by Pakistan in 2014, following a 

Chinese offer to sell the CH-3 in 2012. In 2021, Islamabad 

was believed to have begun to take delivery of the 

CH-4B, a larger UAV than the CH-3, and capable of car-

rying more weapons.130 It may also operate the Wing 

Loong I and Wing Loong II. Other CH-3 operators include 

Myanmar, Nigeria, Turkmenistan, and Zambia, while 

Algeria operates both the CH-3 and CH-4.131,132,133,134,135

Beijing has been ‘open’ about its armed-UAV ambi-

tions, at least in the sense of displaying most of its UAV 
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designs with an array of weapons at recent Airshow 

China events, held biennially in Zhuhai. What is less 

certain is which guided bombs and missiles amongst 

the many displayed in front of the UAVs have been 

integrated. In terms of exports, the AR-1 semi-active 

laser-guided missile, first shown in 2008, appears to 

form part of the baseline weapons package for the 

CH-3 and CH-4. The missile was developed by the 

China Academy of Launch Vehicle Technology, which 

is part of CASC.  The FT-9 50-kg guided bomb looks 

also to be part of the regular weapons package associ-

ated with the CH-3 and CH-4.136 The export variant of 

the GJ-1, the Wing Loong, has been seen fitted with the 

short-range Blue Arrow 7 (KD-10) anti-tank and anti-

infrastructure missile.137

The Wing Loong and CH-families are not the only 

armed UAVs China has exported. It has sold the turbo-

jet-engine powered WJ-600 to Turkmenistan, while it 

is ‘co-developing’ a large twin-boom UAV with Saudi 

Arabia, with the Tengden TW328 serving as the basis 

for the Saudi Al Eqab UAV family.138,139 The TW328 fam-

ily includes twin-engine and tri-motor designs simi-

lar to models of the Al Eqab. The UAV has a reported 

endurance of up to 35 hours with a payload of weapons 

or other stores in excess of 1,000 kg.140 CASC took the 

opportunity of Air Show China 2021 to unveil the latest 

member of its CH-family, the CH-6. This is a large tur-

bofan-powered UAV capable of carrying a substantial 

weapons payload.141 The CH-6 appears to be intended, 

at least in part, for the export market.    

At the other end of the performance spectrum, 

China continues to develop a variety of loitering 

munitions. Its ASN-301 system draws heavily on the 

Israeli Harpy anti-radar system,142 while the WS-43 

also continues to be offered as an export product. The 

weapon, which has a 220-kg warhead, has a range of 

up to 60 km with an endurance of 30 minutes.143 It is 

not clear whether this system has already been intro-

duced into service or is still in development. A further 

product, which has the export designation CH-901, is 

a small loitering munition capable of being launched 

in ‘swarms’.144 As with the WS-43, its status concern-

ing PLA adoption is not known.  

Irrespective of the fate of particular projects and 

their adoption, or otherwise, by the PLA, armed UAVs 

– in their many guises – will increasingly feature in the 

China’s inventory and export offerings.145  

Europe
Despite a long-established and capable defence-aer-

ospace industry, Europe has lagged behind, and, for 

at least some countries, has also been more cautious 

in its acquisition or development of armed UAVs. 

Contributing factors to the lacuna include industrial and 

political rivalries, differing priorities within European 

air forces and inter-service rivalries at the national level, 

and concern among some European nations over the 

ethical implications of armed uninhabited systems. Of 

those European nations that do operate armed UAVs, 

all – with the notable exception of Turkey –  have the US 

General Atomics MQ-9 Reaper.

The UK was the first European nation to acquire 

the MQ-9 Reaper to support operations in Afghanistan. 

Royal Air Force operation of what eventually came to be 

ten MQ-9s began in 2007, with their first use in the armed 

role in 2008.146 The UK MQ-9s came with the standard 

US weapon package of the AGM-114 Hellfire and the 

GBU-12 Paveway II. Italy requested the MQ-9 in 2009, 

and in 2015 appeared to have decided to arm its Reapers; 

however, as of late 2021, this had not occurred.147,148

France followed suit in opting for the MQ-9 in 2013, 

and in 2017 took the decision to also acquire weap-

ons for the UAV. The French MQ-9s are now operated 

with the GBU-12 laser-guided 227-kg bomb.149 Spain 

selected the MQ-9 in 2015, but only for ISR, while the 

Netherlands finally ordered the UAV in 2018, with the 

option of arming these being kept open.150,151

If Washington’s reticence to sell armed UAVs pro-

vided Beijing with a market opportunity, Europe’s 

repeated failure to launch one or more domestic MALE 

UAV programmes meant the default platform of choice 

became the US MQ-9, although so far only the UK and 

France operate the system in the armed role.

Europe nations have, for the better part of two dec-

ades, attempted to pursue development of a medium-

altitude long-endurance UAV, for both ISR and armed 

roles, but have struggled to establish a stable multi-

national programme. The latest effort, a four-nation pro-

ject led by Germany, is intended to deliver from 2028.152 

The other partners in the programme are France, Italy 
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and Spain, with French interest in the Eurodrone includ-

ing both ISR and armed roles.153 

France had previously partnered with the UK on a 

project known as Telemos to develop a MALE UAV. This 

effort was part of the Lancaster House Treaties signed 

between London and Paris in 2010. One of the proposed 

collaborative programmes was to co-develop a MALE 

UAV, with BAE Systems and French defence company 

Dassault as the two industrial partners. In 2012, however, 

the project was dropped in favour of pursuing an unin-

habited combat air vehicle (UCAV) programme togeth-

er.154 The MALE UAV and the UCAV had originally been 

seen as running in tandem, but funding limitations led 

to the former being cancelled in favour of the latter. The 

Anglo-French UCAV effort fizzled out in 2018.

The British requirement for a ‘deep and persistent’ 

armed ISR UAV was part of a broader ISR ambition 

known variously as DABINETT and then SOLOMON. 

In the case of the latter, Scavenger was the name given 

to the armed-ISR element of the programme.155 Prior 

to Telemos, BAE Systems had designed and test-flown 

Mantis, a comparatively large MALE UAV demonstra-

tor aimed at meeting UK Ministry of Defence needs.156 

Mantis was viewed, at least within BAE, as also provid-

ing a starting point for Telemos; neither, however, came 

to fruition. London instead opted to continue to look to 

the US with the decision to purchase the MQ-9B, known 

in the UK as Protector. The UAV is due to enter service 

in 2024. Unlike the previous acquisition, however, UK 

weapons will be integrated with the UAV. It will carry 

the MBDA Brimstone 3 short-range air-to-surface missile 

and the Paveway IV dual-mode guided bomb.157 The US 

has been restrictive in allowing non-US weapons to be 

integrated on its UAV, and London’s ability to introduce 

its own systems may well be the first approval of this.

While most of Europe either dithered in pursuing 

an armed ISR UAV, turned to the US, or in the case of 

Germany, continued to debate the ethics and morality 

of weaponised uninhabited  systems at length, Turkey 

pressed ahead with the development and introduc-

tion into service of armed UAVs. Ankara’s UAV ambi-

tions were part of a far wider governmental push 

to develop the country’s defence industrial base. In 

export terms, the UAV effort has paid dividends. The 

Bayraktar TB2 armed UAV has emerged as an export 

rival to equivalent Chinese systems, with Turkey also 

taking a comparatively relaxed approach to the release 

of the technology.158 The TB2 was used to considerable 

effect by Azerbaijan during the short war with Armenia 

in 2020, providing further ammunition for marketing 

campaigns.159 Turkey has also developed and operates 

the Anka-S armed UAV.

Development of the TB2 was accompanied by that of a 

dedicated suite of UAV weapons. Turkish guided-weap-

ons specialist Roketsan produced the MAM family of 

small air-to-surface munitions  which form the baseline 

weapons package accompanying any sale of the TB2.160

Turkey is also nearing the introduction of the Akinci 

into service, a larger twin-engine MALE UAV. This has 

a considerably larger weapon payload than the TB2 and 

greater endurance.161 Turkey is also a MTCR-signatory 

state, and as such the Akinci would appear to be a 

Category I class system. Ankara’s ability to export the 

system has been improved somewhat by Washington’s 

2020 decision to relax its approach to the export of UAVs 

that it previously would have viewed as falling within 

Category I of the regime.162

Russia
Russia is attempting to rapidly address its lack of armed 

UAVs, the result of an extended period of under-invest-

ment in uninhabited systems, that itself was only a 

small part of the wider collapse in defence expenditure 

in the 1990s and into the first decade of this century.

While Tupolev and Yakovlev developed a variety of 

short-, medium-, and long-range ISR UAVs in the 1960s 

France was the second export customer for the armed variant of 
the General Atomics MQ-9 Reaper; the UK was the first

(Mehdi Fedouach/POOL/AFP via Getty Images)
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and 1970s, with plans for follow-on systems put in place 

in the 1980s, the end of the Soviet Union put paid to the 

latter. In 2009, Moscow had to turn to an Israeli-designed 

system, the Searcher II, known in Russia as Forpost, for its 

first post-Soviet medium-size tactical ISR UAV.163

The year after the Searcher decision, the Russian 

Ministry of Defence began acquisition projects for 

medium- and long-endurance UAVs, and, likely at 

the same time, for a tactical UAV.164 The Kronshtadt 

Inokhodets is a single-engine MALE with a maximum 

take-off weight (MTOW) of 1,000 kg, while the twin-

engine Ural Civil Aviation Plant Altius has a MTOW 

of around 6,000 kg.165 Originally shown as ISR-only 

platforms, both the Inhokodets and Altius have now 

been displayed with air-to-surface weapons. Both pro-

grammes, however, have faced considerable delays in 

entering service. The smallest of the three, the Luch 

Korsar, is also lagging well behind the original devel-

opment schedule.

There is little reason to believe that Russia’s armed 

forces had either failed to recognise or not wanted to 

acquire ISR and latterly armed UAVs; rather, what 

scant resources were available in the late 1990s and 

early 2000s was directed elsewhere. Furthermore, at the 

industrial level, the two design bureaus traditionally 

associated with UAV projects, Tupolev and Yakovlev, 

had struggled in the post-Soviet era. Projects at each 

were cancelled and experienced personnel left.166

Having watched the US adopt and then quickly 

adapt ISR UAVs for the armed role in its Afghanistan 

campaign and the wider (and poorly named) ‘Global 

War on Terror’, Russia’s armed forces gained additional 

insight during its short war with Georgia in 2008.167 The 

latter operated the Israeli Hermes 450 MALE UAV in the 

ISR role, and Moscow did not have anything compa-

rable. Shortly after the war Russia was to remedy this 

with its own Israeli deal.168

A decade after the Georgian war, Moscow was test-

ing some of these UAVs it had developed in an opera-

tional environment. The Inokhodets was trialled in Syria 

in 2019, including for air-to-surface missions.169 An 

initial batch of seven systems, each including three air 

vehicles and an operator ground station, was due to be 

delivered to the defence ministry by the end of 2021.170 A 

larger twin-engine weapons-capable UAV, known as a 

the Inokhodets-RU, is now in development, with deliver-

ies intended from 2023.171 The initial operation standard 

of the Altius, the Altius-RU, is also due to begin hand-

over to the defence ministry by the end of the 2021.172  

Contracts for the Inokhodets-RU, and for the Forpost-R, 

were signed during the Armiya 2021 defence exhibi-

tion held in the Moscow region in August 2021. At the 

same time, weapons contracts were inked for a range 

of UAV weapons, although no detail of what this cov-

ered was made public.173 There are, however, at least 

three potential providers of UAV weaponry: Tactical 

Missile Corporation (KTRV), KB Mashinostroyenia 

(KBM) and Kronstadt Group. KTRV is the largest 

designer and producer of air-launched guided weap-

ons, bringing together several tactical weapons com-

panies, while KBM’s focus has been on anti-armour 

weapons. Kronstadt Group is a newcomer to the muni-

tions sector, but as the designer of the Inokhodets and the 

Inokhodets-RU, is likely looking to utilise this to expand 

its business footprint. 

The Russian guided-weapons sector appears to have 

initially been slow in addressing the emerging market 

for UAV weapons. In part, this may again have been 

down to having to recover from nearly two decades of 

limited domestic investment, and more recently, in the 

case of KTRV, of prioritising Russian Air Force weapons 

requirements for crewed combat aircraft as adequate 

defence-ministry funding began to flow again. 

The Kh-50 small, guided glide-bomb and the Item 85 

missile also known as Kh-MD (MD being the Russian 

acronym for short-range) were on display on the KTRV 

Russia has been attempting to begin to catch up on UAV 
development, including with its twin-engine Altius programme

(Russian Defence Ministry/TASS via Getty Images)
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stand at Armiya 2021. Several munitions were shown 

along with the Altius-M UAV. While these were cov-

ered, the shapes included those resembling the Item 

85 short-range missile and the KTRV KAB-250 guided 

bomb. The KBM Item 305 was shown for the first time 

at Armiya 2021, and while associated with upgrades of 

Russia’s two attack-helicopter designs, the missile may 

also have UAV applications. Given its size, and weigh-

ing in at 105 kg, it is better suited to the Altius-M and the 

Inokhodets-RU. The Item 305 has range of 14 km.174  

With the possible exception of the Kh-50, all of the 

other munitions mentioned above were initially designed 

for crewed combat aircraft or helicopters. Kronstadt 

Group’s family of small guided-bombs were almost cer-

tainly designed from the outset for UAV applications. It 

displayed models of the KAB-50 50-kg guided-bomb and 

the UPAB-50 guided glide-bomb in front of the Inokhodets 

shown at Armiya 2020. The UAV was presented in in its 

export guise and referred to as Orion.175

Altius-RU and Inokhodets-RU are destined for the air 

force, and in the case of the former, also for the navy. 

The Korsar, meanwhile, is likely to be an army asset.

Syria has also provided a test environment for some 

of the loitering munitions Moscow has in development. 

The Zala Group’s Lancet-3 loitering munition has been 

used by Russian special forces in engagements in Syria. 

The weapon has a range of 40 km, with an endurance 

of 40 minutes.176

Like China, Russia will introduce increasingly armed 

UAVs into the inventory of its armed forces. Unlike 

Beijing, however, Moscow will struggle to easily estab-

lish a similar footprint in the export market. Irrespective 

of its Soviet-era prowess with uninhabited systems, the 

lack of research and development in the 1990s and early 

2000s means that Russia is not able to initially address 

the emerging export market for armed UAVs. 

US
The US was the first nation to deploy an armed UAV 

in combat operations, and today it remains at the fore-

front of uninhabited-systems design, development, and 

operation. Irrespective of the growing capabilities of 

some other states in the armed UAV realm, Washington 

will remain a bellwether for capability and will be 

the supplier of choice for many of its allies. Accessing 

armed-UAV systems may also become less difficult for 

some allies, given recent changes in US export regu-

lations.177 Nowadays, the US, under the rubric of the 

MQ-Next banner, has been looking at its future MALE 

UAV requirements with a mission-set more aligned to 

operations in a contested air environment. The US Air 

Force has almost 300 MQ-9 Reapers in its inventory, the 

MQ-1 Predator having been retired. The MQ-9 is being 

developed to provide greater utility in emerging threat 

environments, while the air force also scopes out its 

future armed MALE capability. The US Army and US 

Marine Corps are also MQ-9 operators.

The Predator and Reaper were used widely in US 

operations in Afghanistan and Iraq in ISR and armed 

roles, as well as more broadly in Washington’s Global 

War on Terror. The drawdown in US operations in the 

Middle East and the reduced emphasis on COIN and 

counter-terrorism is being offset by the re-emergence of 

peer or near-peer rivalry and the increased risk of state-

on-state war. This is also reflected in US considerations 

regarding its future UAV needs, where systems are 

increasingly seen as having to be capable of operating 

in a contested, or highly contested, air domain.

US requirements are being driven by rival states 

like China and Russia, which in turn respond to 

developments – or how they view developments – in 

Washington. Beijing and Moscow continue to invest in, 

and field, capable surface-to-air missile (SAM) systems 

nested within what are intended to be integrated air- 

and missile-defence architectures. Subsequently, there 

is greater emphasis on UAV survivability in penetrating 

and operating within defended airspace where there 

is a considerable SAM threat. Some of the system ele-

ments that may emerge as follow-ons to the MQ-9 may 

well have a direct role in countering threat SAMs in the 

Suppression of Enemy Air Defence role.   

The US Air Force (USAF) is pursuing several options 

to develop the next generation of UAVs. This develop-

ment is mostly directed towards a family of systems 

which will encompass expendable, attritable and sur-

vivable concepts, all of which will almost certainly be 

capable of carrying weapons. 

One aim is to lower the cost of next-generation UAVs, 

with this having been a research and development 

driver for some time. Work has encompassed airframes, 
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engines, sensors and weapons. Initial plans for a suc-

cessor to the MQ-9 began almost as soon as the system 

itself was operational. Known originally as MQ-X, the 

programme for the successor platform was envisioned 

as yielding several platforms from 2020 onwards, each 

iteration building on and improving upon its predeces-

sor. The MQ-9 would still be used to conduct operations 

within its ISR/close-air support role, while what were 

referred to as the MQ-Ma, MQ-Mb and MQ-Mc would 

increasingly take on additional, increasingly complex 

tasks. Although this programme was stopped in 2012, it 

appeared that its eventual successor, the MQ-Next pro-

gramme, would take on a similar profile.178 

The MQ-Next concept was revealed in June 2020, 

with the goal of delivering a weapons-capable UAV 

that would prove more survivable than the MQ-9, while 

also being cheaper to procure, operate and upgrade.179 

The industry responses mostly focused on improving 

the MQ-9’s ‘hunter/killer’ role, albeit with a focus on 

improved survivability and the concept designs sug-

gesting some low-observable features.180 However, a 

subsequent request for information (RFI) by the USAF in 

March 2021 suggested a much narrower focus on a new 

mission, that of High-Value Airborne Asset Protection 

(HVAAP).181 Within this scenario, multiple long-range, 

armed UAVs would accompany and protect valuable 

airborne assets such as tankers, e.g. the Air Force’s KC-46 

or expensive sensor platforms such as the F-35. The sec-

ond RFI therefore shifted the focus towards a counter-

air capability which it envisions to be fielded by 2026–27 

on existing platforms and on next-gen UAVs from 2030 

onwards. Yet, HVAAP is only envisioned as a first ‘apex’ 

capability. While capabilities beyond HVAAP have not 

yet been defined, it is likely that they will encompass 

tasks that were originally envisioned for the MQ-Mb 

and MQ-Mc projects, such as SEAD and missile defence. 

So far, the main challenge appears to be combining 

affordability, both in terms of procurement and mainte-

nance, with the desired mission requirements. Ideally, 

the MQ-Next concept will combine the software devel-

oped in programmes such as Skyborg and Collaborative 

Operations in Denied Environment (CODE) with hard-

ware from the Low-Cost Attritable Strike Unmanned 

Aerial System Demonstration (LCASD) programme, 

such as the Low-Cost Attritable Aicraft Technology 

(LCAAT) XQ-58 Valkyrie and Low-Cost Attritable 

Aircraft Platform Sharing (LCAAPS) common chassis. 

Both hardware and software will be characterised by 

modularity and an open-system architecture, enabling a 

spectrum of UAVs tailored to mission needs. Ideally this 

combination will result in a continuously evolving cycle 

of MQ-Next designs and configurations. 

Variants of the MQ-9 Reaper are in service with the USAF, US Army 
and US Marine Corps. What will eventually succeed the MQ-9 in 
the US inventory has yet to become clear

(Franz J. Marty/SOPA Images/LightRocket via Getty Images)
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Several technical challenges remain, delaying the 

deployment of autonomous UAVs by armed forces in 

the near term. 

Firstly, battery power remains a pressing issue that 

constrains how long UAVs can remain in flight and con-

tribute to military missions.182 While autonomous UAVs 

can be pre-programmed, AI-enabled autonomous UAVs 

require machine learning for navigation-data process-

ing and fusing data from a wide range of sensors. This 

is very power intensive and negatively impacts the 

lifespan of UAV batteries.183 Notably, machine-learn-

ing algorithms have been billed as a possible solu-

tion to this problem by allowing UAVs on low power 

to navigate home or to remote charging points.184 The 

battery-power issue will likely be particularly acute in 

a highly contested operating environment, where exist-

ing navigation systems such as GPS may not be usable, 

and autonomous UAVs would need to rely on machine-

learning algorithms to fuse data from a range of sen-

sors to correlate the best course of action. This further 

increases power demands on the UAV’s battery life.185 

Secondly, there are technical challenges to integrat-

ing autonomous UAVs into wider networks in a future 

internet of military things (IoMTs) including bandwidth 

and latency issues that could prevent the timely sharing 

of real-time critical mission data between platforms and 

operators. For example, encrypted data links needed for 

information security  can introduce control latency.186 

Autonomous UAVs also continue to remain vulnerable 

to detection in highly contested environments. To date, 

there is no reliable method to exchange large amounts 

of data in real time between a network of autono-

mous UAVs without the risk of detection. One solution 

could be upgraded low probability of detection (LPD)/

low probability of intercept communications (LPIC). 

For now, LPD/LPIC  is only capable of sharing small 

amounts of data but, at the same time consumes large 

amounts of battery power. 

Thirdly, there remains the technical challenge of inte-

grating autonomous UAVs with existing aerial platforms 

as, for example, seen with the USAF’s ‘Loyal Wingman’ 

concept.187 Integration challenges include lack of inter-

operability between communication systems and soft-

ware language.188 The present limited processing power 

of crewed ‘legacy’ aircraft is also a constraining factor 

when it comes to acting as command nodes or relay 

stations for autonomous UAVs further impeding their 

operational use under emerging crewed–uninhabited  

operating concepts. 

The technical challenge: AI and  
machine learning 
Integrating narrow AI/machine-learning (ML) into 

weapons systems and platforms come with several 

challenges, broadly related to data collection and clas-

sification, as well as data processing and human ‘trust’ 

in these systems. This has hampered the deployment of 

AI-enabled autonomous platforms to date. As one anal-

ysis succinctly put it: ‘Regardless of what you might 

think about AI, the reality is that just about every suc-

cessful deployment has either one of two expedients: it 

has a person somewhere in the loop, or the cost of fail-

ure, should the system blunder, is very low’.189

Progress in AI and ML development over recent years 

rests on the increasing availability of big data in today’s 

society and advances in distributed networking and 

cloud computing. However, rapid advances in the field-

ing of autonomous UAV platforms may be constrained  

by three additional factors. Firstly, there is a perennial 

shortage of trained data scientists for labelling data and 

‘training’ AI/ML algorithms.190 Secondly, there is a con-

tinuing lack of access to the computing power needed for 

the development of AI/ML training sets.191 Thirdly, data 

integrity also remains important. Should AI be trained 

using data sets which potentially could have been com-

promised by malign actors, then trust in the AI’s deci-

sion-making process may be low among operators.192

Additionally, the issue of trust goes far beyond the 

integrity of datasets and is the central issue at the heart of 

the challenges that come with AI and ML techniques.193 

Chapter 3. Autonomous weapon systems: 
technical, ethical and legal issues 
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AI/ML algorithms use statistics to approximate pat-

terns in massive amounts of data. Basic ML algorithms 

require a lot of labelled data to work or human input to 

make statistical inferences. This is also known as super-

vised learning. Unsupervised learning, part of a subcat-

egory called deep learning, is where less human input 

is needed when it comes to processing data and making 

predictions, but it is more power-intensive. AI/ML can 

correlate data, but it cannot infer causality. As causality 

is generally needed for explanations, this constitutes a 

core problem in the deployment of autonomous UAVs. 

Furthermore, the complexity of AI/ML algorithms and 

the speed of their decision-making processes is so great 

that for most individuals AI represents a sort of ‘black 

box’.194 Therefore most AI decision-making processes 

remain inexplicable to human operators, resulting in a 

low level of trust. As a result, human operators are less 

likely to deploy AI-enabled systems, including auton-

omous UAVs, for critical missions.195 Making AI deci-

sions more comprehensible to humans, and vice versa, 

remains a challenge. This has been made more difficult 

by the fact that AI-enabled systems, when placed in 

real-world conditions, have proved to be fallible.196 

The technical challenges: UAV swarms 
There are a range of technical challenges that will likely 

limit the realisation of UAV swarms in the near term. 

Firstly, hardware limitations need to be overcome to 

effectively field UAV swarms. Battery power, already a 

problem with UAVs operating independently, becomes 

all the more an issue for autonomous UAV swarms.197 

Swarms are realistically expected to be composed of 

smaller UAVs only able to carry a limited payload with 

a small battery. Yet power demands on swarm UAVs will 

likely be high, given the need for the nodes to commu-

nicate with one another and transmit data back to the 

swarm operator to even perform ISR missions. Should 

these swarm UAVs eventually be equipped with weap-

ons systems or other payloads, then space for battery will 

be even more limited even as energy demands increase.

Secondly, communication issues outlined in the 

previous section are only amplified when it comes to 

autonomous UAV swarms. Bandwidth will be in lim-

ited supply in contested future operating environ-

ments. As such, real-time transmission of data within 

an autonomous UAV swarm and from the swarm to, for 

example, intelligence, surveillance and reconnaissance 

(ISR) assets within an IoMTs will be extremely challeng-

ing. An alternative of edge computing, made possible 

through cloudlets on cooperating UAVs, would allow 

on-board analysis of data collected by UAV swarms 

before transmission, thus allowing less data that needs 

to be transmitted. However, this has the flip side of 

increasing energy consumption.198 

Thirdly, there are also challenges to command and 

control of UAV swarms.199 For example, in a centralised 

structure, one node will function as the leader from 

which all others take their lead, which in essence makes 

the control of the swarm on a global level easier for the 

human operator. However, this centralised structure 

also has weaknesses, first among which is that the loss 

of the leader will hamstring the swarm in its entirety. 

Additionally, communication with the swarm will run 

through the leading node, causing latency issues as the 

leader is the focal point for data uploads and further 

leading to higher bandwidth demands. In comparison, 

a decentralised structure allows nodes to collectively 

decide on how to execute missions or perform collective 

actions. This structure has the benefits of lower band-

width needs and more robustness in the face of enemy 

counter-measures, as there is not one single node as the 

point of failure.200 However, this programming natu-

rally results in a loss of human control over the behav-

iour of the swarm and nodes will make decisions on the 

basis of the data collected from their on-board sensors 

and pre-stored data – which may not reflect current 

operational developments in the battlespace. 

Fourthly, it remains unclear to what degree AI/ML 

algorithms can successfully adapt and reconfigure to 

real-live battlespace conditions as AI/ML algorithms are 

developed in synthetic environments.201 The extent to 

which these environments and synthetic data reflect bat-

tlespace conditions would be unclear until the moment 

of operational deployment, further undermining trust, 

given that it remains an open question whether the ML/

AI behind autonomous UAV swarms will behave in a 

similar manner in deployment as in synthetic training 

environments. 

Fifthly, there is also the challenge of the cognitive 

abilities of the  human operator. Due to the speed and 
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complexity of UAV swarms as they increase in size, 

the human brain is unable to comprehend the place-

ment and geographic orientation of all nodes on the 

UAV.202 The human operator will likely lose situational 

awareness and suboptimal control of the UAV swarm 

will ensue unless the entire operation can be executed 

with no human operator in command. The same is true 

in reverse, given the delegation of control into a more 

decentralised structure, where increased autonomy will 

still result in the operator losing situational awareness 

as their attention will not be required at all times. 

National developments 
China
China is pursuing AI-enabled capabilities as means of 

improving its offensive and defensive military capabili-

ties, among which autonomous UAVs are expected to 

play a role.203 Publicly-available details on this capabil-

ity, however, are limited.

Claims have emerged of elements of autonomy 

within several platforms already available to Chinese 

forces – or for export. The GJ-2 UAV, the domestic ver-

sion of China’s Wing Loong II export, is capable of auton-

omously identifying the enemy and carrying out threat 

analysis, according to Ziyan UAV, the UAV’s design-

er.204 The US Department of Defense has also raised con-

cerns about China’s willingness to export systems with 

autonomous capabilities.205 

China has been rapidly pushing its development of 

AI-enabled UAV swarms forward. In 2016, the China 

Electronics Technology Group (CETC) was demon-

strating advances in swarm intelligence at the Zhuhai 

Airshow, and in 2017 CETC demonstrated advances in 

swarm technology by flying 119 fixed-wing UAVs in 

complex formations.206, 207 In 2020, China tested a swarm 

of 200 munitions (resembling the CH-901 loitering 

munitions) in combat simulations.208 In the same year, 

EHang showcased a swarm of 1180 UAVs in which the 

UAVs coordinated their flights autonomously.209 

China’s pursuit of uninhabited combat air vehicles 

(UCAV) is also likely supporting interest in the appli-

cation of machine-based decision making. For example, 

the GJ-11 has been in development for around a decade. 

This is a large long-range UCAV which, given its mis-

sion profile, will likely require some element of AI.210,211 

Another example of note is China’s Dark Sword UCAV 

project, which may be more akin to a ‘loyal wingman’ 

concept and which foresees human-machine team-

ing as a significant force multiplier for the PLAAF.212 

Nevertheless, details as to when these platforms will be 

fielded remain scarce.

Europe
Not only autonomous but also armed UAVs remain a 

contentious topic in some European countries. Germany 

remains divided over whether to acquire armed UAVs. 

European defence companies are pushing ahead with 

the development of various machine-learning-enabled 

platforms with the potential for autonomous deploy-

ment, as, for example, seen in elements of both European 

future combat air programmes.

The Future Combat Air System (FCAS) programme 

between France, Germany and Spain is intended to 

integrate a variety of platforms into a networked whole 

conceived of as a ‘system of systems’ linked within an 

Air Combat Cloud.213 At the centre of the programme 

lies the Next Generation Weapon Systems (NGWS), 

composed of a new Next Generation Fighter (NGF) 

and remote carriers.214 The NGF itself will be crewed, 

with the possibly of uninhabited flight if necessary.215 

It remains unspecified as to whether the NGF will be 

able to perform autonomous missions. The remote 

carriers will be weapons-capable uninhabited plat-

forms seen as part of the human-machine teaming 

concept with the NGF. Given that perfect connectivity 

between NGF and the remote carrier will not always 

be ensured, and that multiple carriers may sometimes 

China has so far produced a small number of the GJ-11 
uninhabited combat air vehicle that is likely still being tested

(Zoya Rusinova\TASS via Getty Images)
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function as part of a swarm, there is an expectation that 

they will possess a degree of autonomy.216 However, 

French reluctance to use the term ‘autonomous’ in ref-

erence to uninhabited platforms and the objection of 

some in German politics to autonomous weapon sys-

tems leaves a question mark over whether these plat-

forms will be introduced.217 While exact dates remain 

unclear, the NGWS is expected to be fielded starting 

in the early 2040s, barring production complications or 

political disagreements.218 The United Kingdom, under 

the banner of its Future Combat Air System project, 

with Sweden and Italy also involved, is also looking 

at a next-generation capability that blends crewed and 

uninhabited platforms. Again, autonomous capabili-

ties will be part of the overall effort.  

Further European research and development pro-

grammes include Airbus’s swarm trials in Germany, 

using Do-DT25 UAVs controlled by a pilot in a combat 

aircraft.219 The company is playing a leading role in the 

FCAS programme, along with Dassault, which leads 

the NGF element of the project.220 The German defence 

ministry and Airbus intend to conduct further tests on 

crewed–uninhabited teaming concepts and technology, 

and the European Defence Agency is intending to sup-

port similar research as of 2022.221 In Spain, Escribano 

has announced that it will demonstrate its newly 

developed UAV-swarming technology in October 

2021.222 Funding for the project has been provided by 

the Spanish Ministry of Defence as part of the RAPAZ  

programme (phase II) to develop ISR-capable drone-

swarm capabilities.223 French Icarus UAVs, built by the 

company Parrot Anafi, are already being marketed as 

an AI-enabled swarm for security applications.224 The 

Royal Air Force and Italian defence contractor Leonardo 

announced in 2020 that they had worked together to 

test autonomous UAV swarms carrying EW payloads.225

Russia
In terms of deploying autonomous UAVs, the Russian 

defence industry is still in the early developmental 

stages and is in the process of catching up with other 

major military powers, including the US and China. 

Notably, Russia has utilised its role in the Syrian con-

flict to field-test several AI-enabled UGVs and is further 

reported to be deploying AI-enabled UAVs such as the 

Sukhoi S-70.226

Russia’s conceptual emphasis on the use of UAVs 

seems to focus on the development of AI-enabled UAV 

swarms, of which several are in their testing phase. In 

2018, early swarm trials are reported have been con-

ducted by Russian defence-research institutions such 

as the Advanced Research Foundation.227 In 2020, dur-

ing the Kavkaz military drills, the Russian MoD tested 

UAV ‘swarms’ composed of several UAVs deployed in 

the Syrian conflict, the Forpost, Orlan-10 and Eleron-3 

UAVs among others.228 None of these, however, has any 

element of machine learning.

Additional AI-enabled UAV swarm concepts are 

being explored within the Russian defence indus-

try. Researchers at the Zhukovsky-Gagarin Air Force 

Academy are developing a swarm concept known as 

Staya-93 (‘Staya’ meaning ‘flock’) which will see doz-

ens of UAVs deployed in a swarm armed with explo-

sive payloads.229

The Kronstadt design bureau is advancing its version, 

known as Molniya (‘Lightning’), which involved launch-

ing jet-powered low-observable UAVs from carrier air-

craft (both crewed and uninhabited), to conduct a wide 

range of missions encompassing ISR, electronic warfare  

and ground-attack missions.230 In 2018, the state-owned 

defence company Radio-Electronic Technologies Group 

announced that it would develop a helicopter capable 

of controlling UAV swarms by 2025. The same company 

has also made it known that it is working to incorporate 

AI algorithms within these UAVs.231 In 2021, the Russian 

MoD announced that it would be developing a heavy 

UAV designed for anti-submarine warfare. Equipped 

The Dassault-led combat aircraft element of the French, 
German and Spanish Future Combat Air System is intended 
to be operated alongside uninhabited ‘remote carriers’

(Eric Piermont/AFP via Getty Images)
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with the necessary weapons and sensors to locate and 

engage enemy submarines, these AI-enabled UAVs 

would function within a swarm to achieve their objec-

tive more effectively as a networked whole.232 A fur-

ther proposal by the MoD envisions the deployment of 

jet-powered UAVs from Russia, derived from the new 

under-development PAK DA bomber, expected to be in 

service by the end of the decade.233

While these projects are far from being the capability 

to deploy fully autonomous UAVs, when coupled with 

Russia’s advances in autonomous UGV technology, one 

can see that Russia has clear ambitions to incorporate 

AI-enabled platforms into its air capabilities. It is also 

worth considering that Russia has announced major 

advances in AI-enabled command and control (C2), in 

the form of its Battle Management Information System, 

which allows the networking of uninhabited platforms 

and satellites for information collection and assess-

ment for commanding officers.234 Given these advances, 

Russia is likely to field AI-enabled UAVs of some sort 

within its future network-centric force structure.

US
In 2016, the Air Force Research Laboratory initiated 

the Low-Cost Attritable Strike Unmanned Aerial 

System Demonstration (LCASD) programme. The 

Kratos XQ-58 Valkyrie, a jet-powered UAV with an 

internal weapons bay, emerged as part of a sub-effort 

known as the Low-Cost Attritable Aicraft technology 

(LCAAT) programme. While cost estimates as to what 

constitutes an attritable aircraft vary, the US$3 million 

that Kratos envisions for the Valkyrie is at the lower 

end of the spectrum.235,236

With next-generation UAVs such as Kratos’ platform, 

the USAF hopes to bring mass to the battlefield at rea-

sonable cost. This effort is also sustained by another 

sub-programme of LCASD, known as the Low-Cost 

Attritable Aircraft Platform Sharing (LCAAPS) project 

under which Boeing, GA-ASI, Lockheed Martin and 

Northrop Grumman are working towards developing 

two expendable (attritable) UAV platforms, derived 

from a common chassis.237 

With a pivot back to great-power competition and a 

renewed focus on high-intensity warfare, UAVs are hav-

ing to be adapted to changing threat perceptions. There 

is increasing emphasis on automation, machine-based 

decision-making, and machine-to-machine interaction 

as means of proving greater utility and survivability for 

UAVs in a contested environment. 

While UAVs such as the MQ-9 continue to require 

a remote pilot for at least elements of the flight, ongo-

ing efforts are aimed at introducing increased automa-

tion on future platforms. To this end, the United States 

is pursuing several programmes, one of which is the 

USAF’s Skyborg project, begun in October 2018. The 

aim of the project is to develop a government-owned 

‘autonomy core system’ that can then be combined with 

low-cost, attritable UAVs. Such a system, if developed at 

an affordable cost, could provide part of the mass likely 

to be needed in a high threat environment where com-

bat losses would seem inevitable.238 

Skyborg was flown for the first time on 21 April 

2021 on a Kratos UTAP-22 UAV.239 A further test was 

conducted on 24 June, using DA-ASI’s MQ-20 Avenger 

ER. During this flight the control system made ‘choices’ 

regarding navigation decisions, communicated with 

other aircraft and also performed basic manoeuvres 

with a crewed aircraft.240 Albeit tested with these two 

systems, Skyborg is explicitly not restricted to a particu-

lar type of platform. To that end, the programme empha-

sises an open-systems architecture and modularity.241

In a similar vein, DARPA’s CODE programme seeks 

to enable a group of largely autonomous UAVs to work 

together under the supervisory control of a human oper-

ator.242 Previously, the USAF has experimented with one 

operator directly controlling more than one UAV, and 

the initial MQ-X programme still envisioned that each 

platform would be controlled by a human operator, but 

during experiments this has proven impractical, even in 

a relatively benign environment.243 Instead, CODE will 

allow UAVs to operate autonomously, continuously 

assessing their environments and states and present-

ing the mission commander with recommendations for 

coordinated action.244 In March 2019, it was announced 

that the programme would move from DARPA to the 

US Navy’s Naval Air Systems Command, marking 

another step towards operationality.245 On 28 October 

2020, CODE was flown on a GA-ASI Avenger UAV, join-

ing up and coordinating with five simulated UAVs for 

an air-to-air search.246
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Ethical and legal concerns
There is nothing new about remote killing. Soldiers have 

been attempting to extend the distance of engagements 

between themselves and their opponents for centuries. 

What was new about the use of uninhabited aerial vehi-

cles (UAVs) in exercising lethal force was that it gave the 

appearance of wielding this force with impunity given 

the remoteness of those in control. Public worry was 

compounded by the prospect of increasingly devolved 

lethal decision-making to machine-based judgement, 

with the human no longer just remote but completely 

removed from the decision-making loop.

The environment in which armed UAVs were first 

employed only further fuelled concern. In its Global 

War on Terror a US intelligence agency, rather than the 

armed forces, initially wielded the use of armed UAVs, 

with limited wider transparency on decision-making. 

The apportioning of control to the Central Intelligence 

Agency was a concern not just for the public, but also 

for some within allied forces, whose view was that this 

capability should remain within the armed forces only. 

Washington used the unbounded nature of the con-

flict to carry out UAV strikes against those who were 

deemed to be ‘high value targets’ across borders and 

in states with which it was not at war. The result was 

considerable debate as to the ‘legality’ of the targeted 

killings, particularly in Pakistani territory, and also as 

to which legal rules should be applied to this activity.247 

All of this was compounded by inevitably high-profile 

civilian deaths resulting from targeting errors, and dis-

putes as to whether ‘drone strikes’ were killing many 

more civilians than intended targets.248 What was not 

part of the core argument was whether armed UAVs 

were per se in contravention of the legal conventions 

meant to govern a state’s military activity.

Armed and useful
It is difficult to dispute the military utility of armed 

uninhabited systems, though assertions that they will 

be transformative in the way in which wars are fought 

should be treated with caution.  Remotely piloted or 

operated armed UAVs were in the first instance simply 

a further extension of the platform’s ISR role when fit-

ted with a laser target designator. Rather than be used 

to locate and illuminate a target for a crewed platform, 

most often a combat aircraft, the UAV would instead also 

carry a weapon for release following the confirmation 

of a target. The authority for these activities remained 

with the human operator; they were simply removed 

from the immediate combat environment. From a politi-

cal and military perspective this had the initial attraction 

of reducing the casualty risk for ones’ own forces. This 

asymmetry, however, courted problems: if effective, as it 

has been seen to be, it would encourage other states and 

non-state actors, to pursue similar capabilities. While far 

removed from the operational theatre, UAV operators 

would be legitimate military targets for an adversary, 

with the possibility of attacks on home territory, and 

for some at least there was a question of a loss of moral 

authority if one was able to kill with impunity (see, for 

example, M. Shane Rizza, Killing Without Heart).

Such concerns and questions are to do with the use 

of the technology, rather than the technology itself. 

As such these issues apply to the way in which armed 

UAVs are employed and their tacit acceptance, or other-

wise, in civil society. The issues are more complicated 

and arguably fundamental regarding autonomous 

weapon systems. 

The activities and legitimacy of combatants during 

war is covered by the law of armed conflict (LOAC); 

this is made up of the appropriate international law 

and any relevant national law of the combatants. There 

has been and continues to be considerable debate as to 

the use of armed UAVs and autonomous weapons sys-

tems within the context of LOAC.249 Armed UAVs and 

autonomous weapons, however, are not synonymous. 

While there is no internationally agreed definition of 

The use of armed UAVs has become an emotive issue for some, 
with concern, and confusion, over what constitutes a lethal 
autonomous weapon system

(Wolfgang Kumm/DPA/AFP via Getty Images)
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what constitutes a lethal autonomous weapons sys-

tem (LAWS), presently fielded armed UAVs are not 

autonomous. These systems require human agency in 

their use in selecting, identifying and engaging targets. 

An autonomous armed UAV would arguably have the 

capacity to operate, independently select and engage a 

target within a broad range of parameters without any 

human oversight or approval. Software-based machine-

decision making would replace human activity in the 

engagement cycle. As such, the issues regarding armed 

UAVs which require human operation or oversight and 

autonomous armed systems are different to a degree. 

Machine-based decision-making is an essential element 

of the latter at a level that up until now has remained 

the purview only of humans – the decision to exercise 

lethal force and the approving the use, or using, weap-

ons as a result. LAWS has become the term often used 

to describe this emerging class of military equipment, 

as it is a less weighted term than ‘killer robot’ which has 

been popularised in the public domain.250

Pinning down autonomy
One challenge, however, remains the lack of an agreed 

definition of an autonomous system in the military con-

text. The UK Ministry of Defence suggests that an auton-

omous system can be described as one which is able to: 

‘sense and understand their environment, decide how to 

respond, and then perform tasks to achieve goals, over-

seen by humans.’251 The US Department of Defense pro-

vides a similar description suggesting a: ‘weapon system 

that, once activated, can select and engage targets with-

out further intervention by a human operator.’252

Both are reasonable, but they are also broad, open 

to differing interpretations, and in a key aspect, possi-

bly contradictory. While the UK description retains the 

element of human oversight, this is absent the DoD’s 

generic description. The latter, however, does also offer 

up a second class of ‘human-supervised autonomous 

weapon systems that are designed to allow human 

operators to override operation.’253 In the case of the 

UK and in the latter of the two US definitions, neither 

is genuinely autonomous in that human agency is still 

involved even if only in a supervisory role. 

There are legal and practical implications concerning 

human oversight of an ‘autonomous’ weapons system. 

Regarding the former, it makes adhering to the existing 

international laws that cover armed conflict less prob-

lematic, but in the case of the latter, makes it more so. 

One of the practical interests in autonomy at the mili-

tary level is the worry that the electromagnetic envi-

ronment is only going to become more contested, with 

access and use no longer necessarily a given. The pre-

sent generation of armed UAVs are fitted with datalinks 

to provide operator control or oversight and to relay ISR 

imagery in support of activity. Datalinks, however, are 

potentially vulnerable to electromagnetic attacks.254 This 

would not be the case with an autonomous armed UAV, 

where an operational datalink would not be required 

for target identification and attack, since these decisions 

would be made onboard the air vehicle, based on soft-

ware algorithms.    

All the main principles of the law of armed conflict 

are applicable to armed UAVs and LAWS, though the 

emphasis and the extent of the difficulty differs. These 

principles are proportionality, military necessity, dis-

tinction, avoiding unnecessary suffering and precau-

tion. The language of LOAC, however, is open to debate 

and differing interpretation depending on one’s per-

spective, whether the wider war under consideration is 

deemed legitimate or not, and more generally regard-

ing whether the use of state-sanctioned killing – that 

is, war – is ever acceptable. Some of the debate around 

armed UAVs and autonomous systems has arguably 

been created by those who do not consider the use of 

military force to ever be acceptable, while for others the 

concern is to do with trying to ensure the legitimacy of 

their use through an agreed application of LOAC and 

normative behaviour. 

Legal limits
The present generation of armed UAVs do not appear 

to fundamentally fall foul of LOAC in terms of either 

distinction or unnecessary suffering. An autonomous 

weapons system, however, capable of complex deci-

sion-making in the identification and selection of tar-

gets in a broad rather than narrow context – (‘narrow’, 

for example, being an active-radar guided missile in the 

terminal phase of an engagement where the guidance 

software independently tracks and locks on to the tar-

get) – raises more questions.



30    The International Institute for Strategic Studies

In part the difficulty is the result of the differing pace 

of developments, and at times the way in which a tech-

nology emerges from the research and development 

(R&D) environment and into service. Software-based 

complex decision-making, the short-hand often used 

is AI, has been the focus of R&D for decades, but only 

within the past ten or so years has its potential use as 

the basis for autonomous weapons gained traction and 

speed.255 The laws governing the conduct of war do not 

move at the same pace. This is only compounded by the 

swiftness of development in information technology 

applicable to military applications, including the cyber 

realm. There is a clear risk that autonomous weapons 

systems will be introduced and used well in advance 

of the international law-making and the legal commu-

nity’s ability to keep up. 

This is not to say the challenge has gone unrecog-

nised. A significant international body struggling with 

the implications of LAWS in the context of LOAC and 

International Humanitarian Law is the United Nations 

Group of Governmental Experts on LAWS. This expert 

group was established in 2013 under the purview of the 

UN Convention on Certain Conventional Weapons and 

has met annually since 2014.256 Signatory states include 

China, France, Germany, Italy, Russia, Spain, the UK 

and the US.

The 2019 GGE adopted 11 ‘Guiding Principles’ it 

had agreed concerning international humanitarian law 

(rather than LOAC) and LAWS.257 One of the principles 

was: ‘Human responsibility for decisions on the use of 

weapons must be retained since accountability cannot 

be transferred to machines. This should be considered 

across the entire life cycle of the weapons system.’258

In a submission to the GGE the UK noted: ‘the 

human role in an autonomous weapon system is 

a fundamentally important factor when determin-

ing if a systems can be used in accordance with IHL. 

Identifying where and how control could exist, and 

how it might be impacted is crucial to furthering our 

collective understanding.’259 London has previously 

informed the GGE it ‘has no intention of developing 

systems that could unilaterally employ lethal force 

without human involvement’.260 What constitutes 

‘involvement’ and ‘responsibility’, however, remains 

open to debate.

In preparation for the 2021 GGE a Chair’s paper was 

issued proposing a number of areas for consideration. 

These include tighter ‘characterizations’ of autonomy 

as related to weapons systems that attempted to better 

describe the role or absence of human agency. A fully 

autonomous weapon system is one that is ‘designed to 

operate outside a responsible chain of human command 

and control,’ while a partially autonomous weapon sys-

tem is one that is ‘designed to operate within a respon-

sible chain of human command and control’.261 

Of the two categories of LAWS outlined above it is 

the former that poses the most obvious challenge within 

the context of LAOC or IHL. Its operation outside of 

human responsibility would appear to make the princi-

ple of distinction in the context of human accountability 

within international law problematic. In the case of a 

fully autonomous weapon system, as suggested by the 

Chair, this would imply a system developed from the 

outset with machine-based lethal decision-making as a 

goal, outside of any human agency, posing the problem 

of accountability. 

The second category, however, also constitutes a 

challenge, if of a different order. This is arguably in 

part dependent on the extent of ‘human command and 

control’ in the use of the weapon. In the Chair’s paper 

the overarching description of an autonomous weapon 

system is one that ‘can, through the use of sensors, com-

puters and algorithms, perform the critical functions of 

selecting and engaging to apply force against targets 

without intervention by a human operator or without 

permanent human involvement or control.’262

In the case of the partially autonomous system, it is 

arguably key to determine where human agency would 

be required within ‘a responsible chain of command 

and control’. In terms of the principle of discrimina-

tion, the case continues to be made by some that human 

oversight is required263

Debates regarding armed UAVs and the potential 

emergence of a fully or partially autonomous subset of 

this class of systems are unlikely to be resolved anytime 

soon at either governmental or societal levels. It is quite 

likely that for some the issues will never be resolved at 

all, since one – and possibly likely – outcome is a com-

promise which leaves considerable room for interpre-

tation at the national level with regard to any agreed 
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norms of activity. This, however, should not negate the 

importance of the ongoing discussions and arguments.

The Kargu conundrum
In a 2021 United Nations Security Council report on the 

Libyan civil war the Turkish Kargu-2 small rotary armed 

UAV was described as a ‘lethal autonomous weapons 

system.’264 Describing the Kargu-2 as such exemplifies 

the definitional difficulty, if not confusion, over what is 

meant by full autonomy in a weapon. Kargu manufac-

turer STM describes the UAV as having ‘fully autono-

mous navigation’ while it includes an ‘automatic target 

recognition system’.265 Promotional material for the 

Kargu states that the ‘precision strike missile is fully 

performed by the operator’ with a human-in-the loop 

in the decision-making process. The latter descrip-

tion would not seem to meet the broad threshold for a 

LAWS. The UN report, however, said: ‘The lethal auton-

omous weapons systems were programmed to attack 

targets without requiring data connectivity between the 

operator and the munition: in effect, a true “fire, forget 

and find” capability.’ Even if correct, and it is a claim 

STM contests, it remains debatable whether the Kargu 

does meet the criteria for a fully autonomous weapon.266 
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Conclusion

Far more fraught, however, are the issues surround-

ing LAWS, with even a definition in dispute. A genu-

inely autonomous system would, for instance, remove 

any human involvement in the identification and dis-

crimination of possible targets in a complex environ-

ment, with engagements prosecuted without human 

oversight. Human input would be limited to high-

order mission commands prior to the deployment. 

The machine-based lethal decision process would need 

to address key aspects of the law of armed conflict to 

remain in compliance. 

While technical, ethical and legal issues remain per-

tinent as UAVs continue to develop, the first is likely 

to be at least in part resolved to the point where LAWS 

can be deployed, in advance of any universal resolution 

to the last two. There is a risk that the lack of consen-

sus will see some nations introduce into service what 

some others will consider to be autonomous weapons, 

and that there may be differing thresholds for the use of 

such systems.

Talks in international fora on lethal autonomous 

weapons may be making only slow progress in address-

ing the challenges these systems present. The alterna-

tive, however, is far less attractive. 

Armed UAVs in their many guises are an established 

element of the weapon inventories of numerous states, 

and this number will almost certainly grow. Their util-

ity, however, has also attracted the attention of non-

state actors, posing questions as to how to counter 

such a threat.

First used as part of counter-insurgency operations 

in a permissive air environment, emphasis is shifting 

amongst some states as to how armed UAVs can be oper-

ated in a contested air domain when faced with layers 

of ground-based air defence. Revised concepts of opera-

tion, higher levels of attrition, low-cost large numbers, 

or swarms, and low-observable airframes are being con-

sidered or developed in response to a more demanding 

environment. The counter-insurgency or counter-ter-

rorism application, however, has not disappeared, with 

armed UAVs continuing to be used in these roles. 

The adoption of armed UAVs remains contentious 

at least in some states, with debate as to their ethical 

legitimacy, and whether their use can be accommo-

dated within the law of armed conflict.  The increas-

ing prevalence of armed UAVs, however, suggests that 

this debate continues to favour the argument that such 

weapons do not contravene the laws governing war.



Armed uninhabited aerial vehicles and the challenges of autonomy   33    

Notes
1	 Walter J. Boyne, ‘How the Predator Grew Teeth’, Air Force Magazine, 

1 July 2009, https://www.airforcemag.com/article/0709predator/; 

Richard Whittle, ‘Hellfire Meets Predator’, AIR & SPACE 

MAGAZINE, March 2015, https://www.airspacemag.com/

flight-today/hellfire-meets-predator-180953940/.   

2	 Thomas P. Ehrhard, ‘Air Force UAVs: The Secret History’, 

Mitchell Institute, July 2010, https://apps.dtic.mil/sti/pdfs/

ADA526045.pdf.

3	 Mark Bowden, ‘How the Predator Drone Changed the 

Character of War’, Smithsonian Magazine, November 2013, 

https://www.smithsonianmag.com/history/how-the-predator-

drone-changed-the-character-of-war-3794671/; Chris Woods, 

‘The Story of America’s Very First Drone Strike’, The Atlantic, 

30 May 2015, https://www.theatlantic.com/international/

archive/2015/05/america-first-drone-strike-afghanistan/394463/.

4	 See, for example, Dan Sabbagh, ‘Killer drones: how many 

are there and who do they target?’, Guardian, 18 November 

2019, https://www.theguardian.com/news/2019/nov/18/

killer-drones-how-many-uav-predator-reaper.

5	 See, for example, Peter Svenmarck et al., ‘Possibilities and 

Challenges for Artificial Intelligence in Military Applications’, 

Swedish Defence Research Agency, 2018, https://www.sto.

nato.int/publications/STO%20Meeting%20Proceedings/STO-

MP-IST-160/MP-IST-160-S1-5.pdf.

6	 Alice Spazian, Arthur Holland Michel and Alisha Anand, 

‘UNIDIR on Lethal Autonomous Weapons’, United Nations 

Institute for Disarmament Research, 30 July 2021, https://unidir.

org/publication/unidir-lethal-autonomous-weapons; Arthur 

Holland Michel, ‘Known Unknowns: Data Issues and Military 

Autonomous Systems’, United Nations Institute for Disarmament 

Research, 17 May 2021, https://unidir.org/known-unknowns.

7	 Theresa Hitchens, ‘Air Force Drone Plan May Rile 

MQ-9 Champions’, Breaking Defense, 29 March 2021, 

https://breakingdefense.com/2021/03/air-force-drone-

plan-may-rile-mq-9-champions/; Bill Carey, ‘Experts: 

Unmanned Aircraft Must Operate in Contested 

Airspace’, AINonline, 20 September 2016, https://www.

ainonl ine .com/aviat ion-news/defense/2016-09-20/

experts-unmanned-aircraft-must-operate-contested-airspace.

8	 See, for instance, IISS, The Military Balance 2021 (Abingdon: 

Routledge for the IISS, 2021), pp. 180, 182.

9	 Joseph Trevithick, ’Turkey’s Forward Deployed F-16s In 

Azerbaijan Have Moved To A New Base’, The Drive, 26 

October 2020, https://www.thedrive.com/the-war-zone/37278/

turkeys-forward-deployed-f-16s-in-azerbaijan-have-moved-

to-a-different-airport. Forthcoming paper by Douglas Barrie. 

10	 Franz-Stefan Gady and Alexander Stronell, ‘What the Nagorno-

Karabakh Conflict Revealed About Future Warfighting’, 

World Politics Review, 19 November 2020, https://www.

worldpoliticsreview.com/articles/29229/what-the-nagorno-

karabakh-conflict-revealed-about-future-warfighting. 

11	 Can Kasapoğlu and Sine Özkaraşahin, ‘The Hunt for Armenia’s 

S-300: Assessing Azerbaijan’s Most Sensational SAM System 

Hit in The Ongoing War’, Edam, 1 October 2020, https://edam.

org.tr/en/the-hunt-for-armenias-s-300-assessing-azerbaijans-

most-sensational-sam-system-hit-in-the-ongoing-war/.

12	 Sergey Sukhankin, ‘The Second Karabakh War: Lessons and 

Implications for Russia (Part Two)’, Jamestown Foundation, 

13 January 2021, https://jamestown.org/program/the-second-

karabakh-war-lessons-and-implications-for-russia-part-two/.

13	 Fuad Chiragov,‘Azerbaijan Makes Strategic Advances 

Along Karabakh’s Northern, Southern Flanks’, Jamestown 

Foundation, 19 October 2020, https://jamestown.org/program/

azerbaijan-makes-strategic-advances-along-karabakhs-

northern-southern-flanks/. 

14	 Gustav Gressel, ‘Military lessons from Nagorno-Karabakh: 

Reason for Europe to worry’, European Council on Foreign 

Relations, 24 November 2020, https://ecfr.eu/article/military-

lessons-from-nagorno-karabakh-reason-for-europe-to-

worry/; Ridvan Bari Urcosta, ‘Drones in the Nagorno-Karabakh, 

Small Wars Journal, 23 October 2020,  https://smallwarsjournal.

com/index.php/jrnl/art/drones-nagorno-karabakh#_edn8. 

15	 Human Rights Watch, ‘Armenia: Unlawful Rocket, Missile 

Strikes on ‘Azerbaijan’, 11 December 2020, https://www.hrw.org/

news/2020/12/11/armenia-unlawful-rocket-missile-strikes-azerbaijan. 

16	 Chiragov, ‘Azerbaijan Makes Strategic Advances Along 

Karabakh’s Northern, Southern Flanks’.

17	 Fuad Shazbazov, ‘Tactical Reasons Behind Military 

Breakthrough in Karabakh Conflict’, Jamestown Foundation, 

3 November 2020, https://jamestown.org/program/tactical-

reasons-behind-military-breakthrough-in-karabakh-conflict/.

18	 John Spencer and Harshana Ghoorhoo, ‘The Battle Of Shusha 

City and the Missed Lessons Of The 2020 Nagorno-Karabakh 

War’, The Modern War Institute, 14 July 2021, https://mwi.usma.

edu/the-battle-of-shusha-city-and-the-missed-lessons-of-the-

2020-nagorno-karabakh-war/. 

19	 Pavel Felgenhauer, ’The Karabakh War Ends as 

Russian Troops Move In’, Jamestown Foundation, 



34    The International Institute for Strategic Studies

12 November 2020, https://jamestown.org/program/

the-karabakh-war-ends-as-russian-troops-move-in/.

20	 Ibid.

21	 Oryx Blog, ‘The Fight For Nagorno-Karabakh: Documenting 

Losses On The Sides Of Armenia And Azerbaijan’, 27 

September 2020, https://www.oryxspioenkop.com/2020/09/

the-fight-for-nagorno-karabakh.html.

22	 Ibid.

23	 Haldun Yalçınkaya, ‘Turkey’s Overlooked Role in the Second 

Nagorno-Karabakh War’, German Marshall Fund of the United 

States, 21 January 2021, https://www.gmfus.org/news/

turkeys-overlooked-role-second-nagorno-karabakh-war.

24	 Can Kasapoğlu, ‘Turkey Transfers Drone Warfare Capacity to 

Its Ally Azerbaijan’, Jamestown Foundation, 15 October 2020, 

https://jamestown.org/program/turkey-transfers-drone-

warfare-capacity-to-its-ally-azerbaijan/.

25	 Gady and Stronell, ‘What the Nagorno-Karabakh Conflict 

Revealed About Future Warfighting’.

26	 Feridun Taşdan, ‘Turkish EW Systems – The Unseen Force 

Behind Recent Turkish Drone Successes’, Defence Turkey, vol. 

15, no. 106, 2021; Uzi Rubin, ‘The Second Nagorno-Karabakh 

War: A Milestone in Military Affairs’, The Begin-Sadat Center 

for Strategic Studies, December 2020, https://besacenter.org/

wp-content/uploads/2020/12/184web-no-ital.pdf. 

27	 Australian Defence Business Review, ‘The Use of Drones 

in the Nagorno-Karabakh Conflict’, Defense.info, 6 January 

2021, https://defense.info/air-power-dynamics/2021/06/

the-use-of-drones-in-the-nagorno-karabakh-conflict/. 

28	 Gressel, ‘Military lessons from Nagorno-Karabakh: Reason 

for Europe to worry’.

29	 Nicole Thomas, LTC Matt Jamison, CAPT(P) Kendall 

Gomber, and Derek Walton, ‘What the United States Military 

Can Learn from the Nagorno-Karabakh ‘War’, Small Wars 

Journal, 4 April 2021, https://smallwarsjournal.com/jrnl/art/

what-united-states-military-can-learn-nagorno-karabakh-war.

30	 Kasapoğlu, ‘Turkey Transfers Drone Warfare Capacity to Its 

Ally Azerbaijan’.

31	 Daniel Sandford, ‘Ukraine says Donetsk ‘anti-terror 

operation’ under way’, BBC News, 15 April 2014, https://

www.bbc.com/news/av/world-europe-27031318.  

32	 Michael Kofman et al., ‘Lessons from Russia’s Operations 

in Crimea and Eastern Ukraine’, RAND Corporation, 2017, 

https://www.rand.org/pubs/research_reports/RR1498.html.

33	 European Forum on Armed Drones, ‘Ukraine’, https://www.

efadrones.org/countries/ukraine/#:~:text=In%202020%20

Ukraine%20unveiled%20the,being%20used%20for%20

ISTAR%20tasks.

34	 Amos Fox, ‘The Russian–Ukrainian War: Understanding The 

Dust Clouds On The Battlefield’, Modern War Institute, 17 

January 2017, https://mwi.usma.edu/russian-ukrainian-war-

understanding-dust-clouds-battlefield/. 

35	 Kofman et al., ‘Lessons from Russia’s Operations in Crimea 

and Eastern Ukraine’.

36	 Viacheslav Shramovych, ‘Ukraine’s deadliest day: The battle 

of Ilovaisk, August 2014’, BBC News, 29 August 2019, https://

www.bbc.com/news/world-europe-49426724.

37	 Ibid. 

38	 Randy Noorman, ‘The Battle of Debaltseve: a Hybrid Army 

in a Classic Battle of Encirclement’, Small Wars Journal, 17 July 

2019, https://smallwarsjournal.com/jrnl/art/battle-debaltseve-

hybrid-army-classic-battle-encirclement#_ftn63.

39	 Sandford, ‘Ukraine says Donetsk ‘anti-terror operation’ 

under way’.  

40	 Author estimate based on the reported number of UAVs 

destroyed and taking into consideration the high degree of 

use of small tactical UAVs, which are more vulnerable to 

small-arms fire. 

41	 Robert G. Angevine et al., ‘Learning Lessons from the Ukraine 

Conflict’, Institute for Defense Analyses, May 2019, https://

nsiteam.com/social/wp-content/uploads/2019/07/NS-D-10367-

Learning-Lessons-from-Ukraine-Conflict-Final.pdf. 

42	 Ibid. 

43	 Fox, ‘The Russian–Ukrainian War: Understanding The Dust 

Clouds On The Battlefield’. 

44	 Kelsey D. Atherton, ‘Ukraine experiences the 

future of war’, C4ISRNET, 20 March 2019, https://

w w w . c 4 i s r n e t . c o m / u n m a n n e d / 2 0 1 9 / 0 3 / 2 0 /

ukraine-forces-encountered-3d-printed-drone-bombs/.

45	 Nicholas Lazaredes, ‘Ukraine’s DIY drone war: Self-taught 

soldiers facing up to Russian-backed war machine’, ABC News, 

22 April 2015, https://www.abc.net.au/news/2015-04-22/

ukraines-diy-drone-war/6401688.

46	 Patrick Tucker, ‘In Ukraine, Tomorrow’s Drone 

War Is Alive Today’, Defense One, 9 March 2015, 

ht tps : / /www.defenseone.com/technology/2015/03/

ukraine-tomorrows-drone-war-alive-today/107085/.

47	 Frank Christian Sprengel, ‘Drones in hybrid warfare: 

Lessons from current battlefields’, European Centre 

of Excellence for Countering Hybrid Threats, 

June 2021, https://www.hybridcoe.fi/wp-content/



Armed uninhabited aerial vehicles and the challenges of autonomy   35    

uploads/2021/06/20210611_Hybrid_CoE_Working_

Paper_10_Drones_in_hybrid_warfare_WEB.pdf.

48	 Joanna Frew, ‘On the Edge: Security, protracted conflicts 

and the role of drones in Eurasia’, Drone Wars, January 

2021, https://dronewars.net/wp-content/uploads/2021/01/

DW-Eurasia-WEB.pdf.

49	 Yuri Lapaiev, ‘Ukraine Buys Advanced Turkish Strike Drones’, 

Jamestown Foundation, 6 February 2019, https://jamestown.

org/program/ukraine-buys-advanced-turkish-strike-drones/.

50	 Joseph Hammond, ‘Ukraine offers a glimpse into the future of 

counter-drone warfare’, Defense Post, 2 October 2019, https://

www.thedefensepost.com/2019/10/02/ukraine-unmanned-

aerial-systems-borys-kremenetskyi-future/. 

51	 Sergey Sukhankin, ‘Wagner Group in Libya: Weapon 

of War or Geopolitical Tool?’, Jamestown Foundation, 

26 June 2020, https://jamestown.org/program/

wagner-group-in-libya-weapon-of-war-or-geopolitical-tool/.

52	 Alex Gatopoulos, ‘‘Largest drone war in the world’: 

How airpower saved Tripoli’, Al Jazeera, 28 May 

2020, https://www.aljazeera.com/news/2020/5/28/

largest-drone-war-in-the-world-how-airpower-saved-tripoli.

53	 Ibid.

54	 James Rogers, ‘Future Threats: Military UAS, Terrorist 

Drones, and the Dangers of the Second Drone Age’, Joint 

Air Power Competence Center, https://www.japcc.org/c-

uas-future-threats-military-uas-terrorist-drones-and-the-

dangers-of-the-second-drone-age/. 

55	 United Nations, ‘Foreign Involvement in Libya Must Be 

Stopped, Top Official Tells Security Council, Describing ‘Race 

against Time’ to Reach Peaceful Solution, Spare Lives’, 18 

November 2019, https://www.un.org/press/en/2019/sc14023.

doc.htm. 

56	 Christopher Soelistyo, ‘Death from the Skies of Libya, Part III: 

The largest drone war in the world’, UCL PI Media, 28 January 

2021, https://uclpimedia.com/online/death-from-the-skies-of-

libya-part-iii-the-largest-drone-war-in-the-world. 

57	 Ibid.

58	 Patrick Wintour, ‘Libyan government activates cooperation 

accord with Turkey’, Guardian, 20 December 2019, https://

www.theguardian.com/world/2019/dec/20/ l ibyan-

government-activates-cooperation-accord-with-turkey.

59	 Alex Gatopoulos, ‘‘Largest drone war in the world’: How 

airpower saved Tripoli’.

60	 Ben Fishman and Lt. Col. Conor Hiney, ‘What Turned the 

Battle for Tripoli?’, Washington Institute, May 6 2020, https://

www.washingtoninstitute.org/policy-analysis/what-turned-

battle-tripoli; Yusuf Çetiner, ‘The Turkish Kargu-2 Carries 

Out The First Autonomous Drone Attack, UN Report Says’, 

Overt Defense, 2 June 2021, https://www.overtdefense.

com/2021/06/02/the-turkish-kargu-2-carries-out-the-first-

autonomous-drone-attack-un-report-says/.   

61	 Abdulkader Assad, ‘Libyan Army launches Operation Peace 

Storm against Haftar’s attacks on civilians’, Libya Observer, 

25 March 2020, https://www.libyaobserver.ly/news/libyan-

army-launches-operation-peace-storm-against-haftars-

attacks-civilians.

62	 Harm, ‘Lethal Stalkers: How Turkish Drones Are Neutralizing 

Haftar’s Pantsirs in Libya’, T-Intelligence, 22 May 2020, https://

t-intell.com/2020/05/22/lethal-stalkers-how-turkish-drones-

are-neutralizing-haftars-pantsirs-in-libya-bda/. 

63	 ‘Libyan Forces Aligned With Tripoli Government Take Key 

Base From Rivals’, New York Times, 18 May 2020, https://www.

nytimes.com/2020/05/18/world/africa/libya-tripoli-forces.html.  

64	 Çetiner, ‘The Turkish Kargu-2 Carries Out The First 

Autonomous Drone Attack, UN Report Says’.

65	 Brian W. Everstine, ‘AFRICOM: Russia Deploys Fighter Jets 

to Libya, Hides Military Insignia’, Air Force Magazine, 26 May 

2020, https://www.airforcemag.com/africom-russia-deploys-

fighter-jets-to-libya-hides-military-insignia/.  

66	 Borzou Daragahi, ‘Too late to stop’: Egypt and Turkey ramp 

up Libya war preparations’, Independent, 24 July 2020, https://

www.independent.co.uk/news/world/africa/egypt-turkey-

libya-deployment-el-sisi-khalifa-haftar-a9629661.html. 

67	 ‘Libyan War Claimed 25 Large military Drones in 2020’, 

Defense World, 2 July 2020, https://www.defenseworld.

ne t /news/27332/L ibyan_War_Cla imed_25_Large_

military_Drones_in_2020#.YV7q8NpByUl; see also ‘Drone 

Crash Database’, Drone Watch, https://dronewars.net/

drone-crash-database/. 

68	 Soelistyo, ‘Death from the Skies of Libya, Part III: The largest 

drone war in the world’.

69	 Ibid. 

70	 Alex Gatopoulos, ‘‘Largest drone war in the world’: How 

airpower saved Tripoli’; Dan Sabbagh, Jason Burke and 

Bethan McKernan, ‘‘Libya is ground zero’: drones on 

frontline in bloody civil war’, Guardian, 27 November 2020, 

https://www.theguardian.com/news/2019/nov/27/libya-is-

ground-zero-drones-on-frontline-in-bloody-civil-war. 

71	 Franz-Stefan Gady, ‘Useful, but not decisive: UAVs in Libya’s 

civil war’, IISS, 22 November 2019, https://www.iiss.org/



36    The International Institute for Strategic Studies

blogs/analysis/2019/11/mide-uavs-in-libyas-civil-war/.

72	 Harm, ‘Lethal Stalkers: How Turkish Drones Are Neutralizing 

Haftar’s Pantsirs in Libya’.

73	 Soelistyo, ‘Death from the Skies of Libya, Part III: The largest 

drone war in the world’. 

74	 Gady, ‘Useful, but not decisive: UAVs in Libya’s civil war’.

75	 ‘Hezbollah uses drones against Islamic State in Syria: Hezbollah-

run media’, Reuters, 21 August 2017, https://www.reuters.com/

article/us-mideast-crisis-lebanon-syria-idUSKCN1B11H4. 

76	 Paul McLeary, ‘Iranian Drones Now Hitting Rebel Targets in 

Syria’, Foreign Policy, 29 February 2016, https://foreignpolicy.

com/2016/02/29/iranian-drones-now-hitting-rebel-targets-in-syria/. 

77	 Anton Lavrov, ‘The Russian Air Campaign in Syria: A 

Preliminary Analysis’, Center for Naval Analyses, June 2018, 

https://apps.dtic.mil/sti/pdfs/AD1057649.pdf. 

78	 Ibid. 

79	 Nick Waters, ‘The Poor Man’s Air Force? Rebel Drones 

Attack Russia’s Airbase in Syria’, Bellingcat, 12 January 

2018, https://www.bellingcat.com/news/mena/2018/01/12/

the_poor_mans_airforce/.

80	 Liz Sly, ‘Who is attacking Russia’s bases in Syria? A new 

mystery emerges in the war’, Washington Post, 10 January 2018, 

https://www.washingtonpost.com/world/who-is-attacking-

russias-main-base-in-syria-a-new-mystery-emerges-in-the-

war/2018/01/09/4fdaea70-f48d-11e7-9af7-a50bc3300042_story.

h t m l ? h p i d = h p _ h p - m o r e - t o p - s t o r i e s _ s y r i a -

6pm%3Ahomepage%2Fstory. 

81	 Ibid. 

82	 Ridvan Bari Urcosta, ‘The Revolution in Drone Warfare: 

The Lessons from the Idlib De-Escalation Zone’, Journal of 

European Middle Eastern & African Affairs, vol. 2, no. 3, pp. 

50–65, https://media.defense.gov/2020/Aug/31/2002487583/-

1/-1/1/URCOSTA.PDF.

83	 Sinan Ülgen and Can Kasapoğlu, ‘Operation 

Euphrates Shield: Aims and Gains’, Carnegie Europe, 

19 January 2017, https://carnegieeurope.eu/2017/01/19/

operation-euphrates-shield-aims-and-gains-pub-67754. 

84	 Ibid. 

85	 Murat Yeşiltaş, Merve Seren and Necdet Özçelik, ‘Operation 

Euphrates Shield Implementation and Lessons Learned’, 

SETA, 2017, https://setav.org/en/assets/uploads/2017/11/R97_

Euphrates.pdf.

86	 ‘Turkey ‘ends’ Euphrates Shield campaign in Syria’, 

BBC News, 30 March 2017, https://www.bbc.com/news/

world-middle-east-39439593.  

87	 Martin Gurcan, ‘Assessing the Post–July 15 Turkish Military: 

Operations Euphrates Shield and Olive Branch’, Washington 

Institute, 26 March 2019, https://www.washingtoninstitute.

org/policy-analysis/assessing-post-july-15-turkish-military-

operations-euphrates-shield-and-olive.

88	 Ibid. 

89	 Can Kasapoğlu and Sinan Ülgen, ‘Operation Olive Branch: A 

Political Military Assessment’, Edam, 30 January 2018, https://edam.

org.tr/en/operation-olive-branch-a-political-military-assessment/. 

90	 Umut Uras, ‘Turkey’s Operation Peace Spring in northern 

Syria: One month on’, Al-Jazeera, 8 November 2019, https://

www.aljazeera.com/news/2019/11/8/turkeys-operation-

peace-spring-in-northern-syria-one-month-on. 

91	 Bethan McKernan, Julian Borger and Dan Sabbagh, ‘Turkey 

unleashes airstrikes against Kurds in north-east Syria’, 

Guardian, 9 October 2019, https://www.theguardian.com/

world/2019/oct/09/turkey-launches-military-operation-in-

northern-syria-erdogan. 

92	 Ozlem Kayhan Pusane, ‘Turkish Public Diplomacy 

and Operation Peace Spring’, War on the Rocks, 13 

January 2020, https://warontherocks.com/2020/01/

turkish-public-diplomacy-and-operation-peace-spring/. 

93	 Andrew Higgins and Rick Gladstone, ‘Russia and Turkey 

Announce Demilitarized Zone in Last Rebel-Held Part of 

Syria’, New York Times, 17 September 2018, https://www.

nytimes.com/2018/09/17/world/middleeast/idlib-syria-

russia-turkey.html.  

94	 Jennifer Cafarella et al., ‘Turkey Commits To Idlib’, 

Institute for the Study of War, 18 March 2020, https://www.

understandingwar.org/backgrounder/turkey-commits-idlib. 

95	 Ibid. 

96	 Faruk Zorlu, ‘Turkey’s drone use puts forward new military 

doctrine’, Anadolu Agency, 5 March 2020, https://www.

aa.com.tr/en/science-technology/turkey-s-drone-use-puts-

forward-new-military-doctrine/1755210. 

97	 Scott Crino and Andy Dreby, ‘Turkey’s Drone War 

in Syria – A Red Team View’, Small Wars Journal, 16 

April 2020, https://smallwarsjournal.com/jrnl/art/

turkeys-drone-war-syria-red-team-view. 

98	 Urcosta, ‘The Revolution in Drone Warfare: The Lessons from 

the Idlib De-Escalation Zone’, pp. 50–65.

99	 Ali Bakeer, ‘The fight for Syria’s skies: Turkey challenges 

Russia with new drone doctrine’, Middle East Institute, 

26 March 2020, https://www.mei.edu/publications/

fight-syrias-skies-turkey-challenges-russia-new-drone-doctrine. 



Armed uninhabited aerial vehicles and the challenges of autonomy   37    

100	 Zorlu, ‘Turkey’s drone use puts forward new military doctrine’.

101	 Urcosta, ‘The Revolution in Drone Warfare: The Lessons from 

the Idlib De-Escalation Zone’, pp. 50–65.

102	 Author estimate based on the number of UAV losses reported 

by state actors combined with the reported number of UAV 

attacks committed by non-state actors.  

103	 Ibid.

104	 Vladimir Karnozov, ‘Innovative UAV Technology Helps Syrian 

Army Offensive in Idlib‘, AINonline, 27 February 2020, https://

www.ainonline.com/aviation-news/defense/2020-02-27/

innovative-uav-technology-helps-syrian-army-offensive-idlib.

105	 Samuel Bendett et al., ‘Improvisation and Adaptability in 

the Russian Military’, Center for Strategic and International 

Studies, April 2020, https://csis-website-prod.s3.amazonaws.

c o m / s 3 f s - p u b l i c / p u b l i c a t i o n / 2 0 0 4 3 0 _ M a n k o f f _

Russian%20Military_web_v3_UPDATED%20FINAL.

pdf?w8E_tmNl65QbUPtiv6FomIF5U7yGzqBl.

106	 Urcosta, ‘The Revolution in Drone Warfare: The Lessons from 

the Idlib De-Escalation Zone’, pp. 50–65; ‘The Poor Man’s 

Air Force? Rebel Drones Attack Russia’s Airbase in Syria’, 

Bellingcat, 12 January 2018, https://www.bellingcat.com/

news/mena/2018/01/12/the_poor_mans_airforce/.  

107	 Urcosta, ‘The Revolution in Drone Warfare: The Lessons from 

the Idlib De-Escalation Zone’, pp. 50–65. 

108	 Can Kasapoğlu and Sinan Ülgen, ‘Operation 

Olive Branch: A Political Military Assessment’, 

Edam,  30 January 2018, https://edam.org.tr/en/

operation-olive-branch-a-political-military-assessment/.

109	 Selcan Hacaoglu, ‘Turkey’s Killer Drone Warm Poses Syria Air 

Challenge to Putin’, 1 March 2020, https://www.bloomberg.

com/news/articles/2020-03-01/turkey-s-killer-drone-swarm-

poses-syria-air-challenge-to-putin. 

110	 Zorlu, ‘Turkey’s drone use puts forward new military doctrine’.

111	 Ali Bakeer, ‘The fight for Syria’s skies: Turkey challenges 

Russia with new drone’, Middle East Institute,  26 March 

2020, https://www.mei.edu/publications/fight-syrias-skies-

turkey-challenges-russia-new-drone-doctrine. 

112	 Rich Outzen, ‘Deals, Drones, and National Will: The New Era 

in Turkish Power Projection’, The Washington Institute for 

Near East Policy, July 2021, https://www.washingtoninstitute.

org/media/4697.

113	 Metin Gurcan, ‘Turkey’s targeted killings signal new strategy 

against Syrian Kurdish forces’, Al-Monitor, 27 August 2021, 

https://www.al-monitor.com/originals/2021/08/turkeys-

targeted-killings-signal-new-strategy-against-syrian-

kurdish-forces.

114	 Ridvan Bari Urcosta, ‘The Revolution in Drone Warfare’, 

European, Middle Eastern & African Affairs, Fall 2020, https://

media.defense.gov/2020/Aug/31/2002487583/-1/-1/1/

URCOSTA.PDF; Ali Bakeer, ‘The fight for Syria’s skies: 

Turkey challenges Russia with new drone doctrine’.

115	 Urcosta, ‘The Revolution in Drone Warfare: The Lessons from 

the Idlib De-Escalation Zone’, pp. 50–65.

116	 Ibid.

117	 Heiko Borchert, Torben Schütz and Joseph Verbovszky, 

‘Beware the Hype: What Military Conflicts in Ukraine, 

Syria, Libya, and Nagorno-Karabakh (Don’t) Tell Us About 

the Future of War’, Defense AI Observatory, 2021, https://

defenseai.eu/wp-content/uploads/2021/10/DAIO_Beware_

the_Hype.pdf.

118	 McLeary, ‘Iranian Drones Now Hitting Rebel Targets in 

Syria’; ‘Hezbollah uses drones against Islamic State in Syria: 

Hezbollah-run media’, Reuters.

119	 Michael Rubin, ‘Iran’s ‘suicide drones’ in Syria’, American 

Enterprise Institute, 22 October 2015, https://www.aei.org/

articles/irans-suicide-drones-in-syria/.

120	 K. E. Truitte, ‘Drones over Syria: Proliferation of Drone Use 

in the Syrian Civil War’, The Eastern Project, 3 January 2015, 

https://medium.com/the-eastern-project/drones-over-syria-

proliferation-of-drone-use-in-the-syrian-civil-war-bd6e8fbd32d5.

121	 Ibid.

122	 Greg Waldron, ‘China finds its UAV export sweet spot’, 

FlightGlobal, 14 June 2019, https://www.flightglobal.com/military-

uavs/china-finds-its-uav-export-sweet-spot/132557.article

123	 For more information on the MTCR, see https://mtcr.info/

mtcr-guidelines/.

124	 Wade Boese, ‘Missile Regime Puts Off China’, Arms Control 

Association, November 2004, https://www.armscontrol.org/

act/2004-11/missile-regime-puts-china.

125	 Jeremy Page and Paul Sonne, ‘Unable to Buy U.S. Military 

Drones, Allies Place Orders With China’, The Wall Street 

Journal, 17 July 2017, https://www.wsj.com/articles/unable-

to-buy-u-s-military-drones-allies-place-orders-with-

china-1500301716; Federico Borsari, ‘The Middle East’s Game 

of Drones: The race to Lethal UAVs and Its Implications 

for the Region’s Security Landscape’, Italian Institute for 

International Political Studies, 15 January 2021, https://www.

ispionline.it/en/pubblicazione/middle-easts-game-drones-

race-lethal-uavs-and-its-implications-regions-security-

landscape-28902.



38    The International Institute for Strategic Studies

126	 Elsa Kania, ‘The PLA’s Unmanned Aerial Systems: New 

Capabilities for a “New Era” of Chinese Military Power’, 

China Aerospace Studies Institute, Air University, 10 August 

2018, https://www.airuniversity.af.edu/Portals/10/CASI/

Books/PLAs_Unmanned_Aerial_Systems.pdf.

127	 Bruce Einhorn, ‘Combat Drones Made in China Are Coming 

to a Conflict Near You’, Bloomberg, 17 March 2021, https://

www.bloomberg.com/news/articles/2021-03-17/china-s-

combat-drones-push-could-spark-a-global-arms-race; for 

more information see SIPRI Arms Transfer Database, https://

www.sipri.org/databases/armstransfers.

128	 Garrett Reim, ‘Jordan military tries to sell off ‘knock-off’ Chinese 

drones’, FlightGlobal, 4 June 2019, https://www.flightglobal.com/

helicopters/jordan-military-tries-to-sell-off-knock-off-chinese-

drones/132985.article; RUSI, ‘Armed Drones in the Middle East’, 

n.d., https://drones.rusi.org/countries/jordan/.

129	 Usman Ansari, ‘Pakistan Surprises Many With First Use of 

Armed Drone’, DefenseNews, 8 September 2015, https://www.

defensenews.com/air/2015/09/08/pakistan-surprises-many-

with-first-use-of-armed-drone/; Faseeh Mangi and Natalia 

Obiko Pearson, ‘Pakistan kills three with Burraq armed 

drone experts say is based on China’s CH-3’, The Sydney 

Morning Herald, 11 September 2015, https://www.smh.com.

au/world/pakistan-kills-three-with-burraq-armed-drone-

experts-say-is-based-on-chinas-ch3-20150911-gjkjq3.html; 

Farhan Bokhari, China assisted Pakistan on armed drone, say 

experts’, Financial Times, 10 September 2015, https://www.

ft.com/content/6df963c4-576e-11e5-a28b-50226830d644.

130	 Gabriel Dominguez, ‘Pakistan receives five CH-4 

UAVs from China’, Janes, 27 January 2021, https://

w w w. j a n e s . c o m / d e f e n c e - n e w s / n e w s - d e t a i l /

pakistan-receives-five-ch-4-uavs-from-china.

131	 Kelvin Wong, ‘Wings over Mandalay: Myanmar’s junta 

deploy Chinese-made CH-3A tactical UAVs to observe protest 

movements’, Janes, 8 April 2021, https://www.janes.com/

defence-news/news-detail/myanmar-junta-deploy-chinese-

made-ch-3a-tactical-uavs-to-observe-protest-movements.

132	 Jeremy Binnie, ‘Nigeria to get more armed UAVs from China’, 

Janes, 14 October 2020,  https://www.janes.com/defence-news/

news-detail/nigeria-to-get-more-armed-uavs-from-china; 

Guy Martin, ‘Nigerian Air Force getting Wing Loong, CH-3 

and CH-4 UAVs’, defenceWeb, 12 November 2020, https://www.

defenceweb.co.za/aerospace/unmanned-aerial-vehicles/

nigerian-air-force-getting-wing-loong-ch-3-and-ch-4-uavs/.

133	 Ben Brimelow, ‘Chinese drones may soon swarm the market 

– and that could be very bad for the US’, Business Insider, 

16 November 2017, https://www.businessinsider.com/

chinese-drones-swarm-market-2017-11?r=US&IR=T.  

134	 ‘Zambia receives UAVs for counter-poaching 

operations’, defenceWeb, 16 March 2018,  https://www.

defenceweb.co.za/aerospace/aerospace-aerospace/

zambia-receives-uavs-for-counter-poaching-operations/.

135	 Seth Frantzman, ‘A look at Algeria’s drone program’, 

dronewars2021, 26 June 2020, https://dronewars2021.

com/2020/06/26/a-look-at-algerias-drone-program/.

136	 Adam Rawnsley, ‘Meet China’s Killer Drones’, Foreign 

Policy, 14 January 2016, https://foreignpolicy.com/2016/01/14/

meet-chinas-killer-drones/.

137	 Ministère des Armées [Ministry of Armed Forces ], ‘Articles 

Airshow China 2014’, 23 February 2015, https://www.

defense.gouv.fr/espanol/ema/sitta/les-salons-precedents/

china-air-show-2014/articles-airshow-china-2014.

138	 ‘Turkmenistan took delivery Chinese high speed WJ 600 

unmanned aerial vehicle’, Defence Blog, YouTube, 28 October 

2016,https://www.youtube.com/watch?v=kIcQVXsMmms.

139	 Prasun K. Sengupta, ‘Business as Usual: A range of state-

of-the-art weapons and platforms were on display at the 

IDEX and NAVDEX’, FORCE, n.d., https://forceindia.net/

feature-report/business-as-usual/.

140	 Andreas Rupprecht, ‘Three-engined variant of China’s Tengden 

TB001 UAV makes maiden flight’, Janes, 21 January 2020, https://

www.janes.com/defence-news/news-detail/three-engined-

variant-of-chinas-tengden-tb001-uav-makes-maiden-flight.

141	 Kelvin Wong, ‘Airshow China 2021: CAC’s twin-turbofan 

CH-6 armed reconnaissance UAV prototype breaks cover’, 

Janes, 27 September 2021, https://www.janes.com/defence-

news/news-detail/airshow-china-2021-cascs-twin-turbofan-

ch-6-armed-reconnaissance-uav-prototype-breaks-cover.

142	 Ami Rojkes Dombe, ‘China Unveils a Harpy-Type Loitering 

Munition’, Israel Defense, 1 March 2017, https://www.

israeldefense.co.il/en/node/28716.

143	 Defense World, ‘China to Buy 2 Types of Loitering 

Munitions’, 12 March 2020, https://www.defenseworld.

net/news/26507/China_to_Buy_2_Types_of_Loitering_

Munitions#.YVVzTZpBwnI.

144	 Joseph Trevithick, ‘China Conducts Test Of Massive Suicide 

Drone Swarm Launched From a Box On A Truck’, The 

Drive, 14 October 2020, https://www.thedrive.com/the-war-

zone/37062/china-conducts-test-of-massive-suicide-drone-

swarm-launched-from-a-box-on-a-truck.



Armed uninhabited aerial vehicles and the challenges of autonomy   39    

145	 Kania, ‘The PLA’s Unmanned Aerial Systems: New 

Capabilities for a “New Era” of Chinese Military Power’.

146	 Royal Air Force, ‘Reaper (MQ-9A)’, n.d., https://www.raf.

mod.uk/aircraft/reaper-mq9a/.

147	 Andrea Shalal, ‘U.S. government approves Italy’s request to arm 

its drones’, Reuters, 4 November 2015, https://www.reuters.

com/article/us-italy-usa-drones-idUSKCN0ST1VI20151104.

148	 Tom Kington, ‘Italy funds arming of its Reaper 

drones’, DefenseNews, 29 September 2021, https://

www.defensenews.com/global/europe/2021/09/29/

italy-funds-arming-its-reaper-drones/.

149	 Ministère des Armées [Ministry of Armed Forces], 

‘BARKHANE: Le Reaper Block 5 atteint sa pleine capacité 

opérationelle’ [‘BARKHANE: The Reaper Block 5 reaches 

full operational capability’], 24 August 2021, https://www.

defense.gouv.fr/english/operations/actualites2/barkhane-le-

reaper-block-5-atteint-sa-pleine-capacite-operationnelle.

150	 Esteban Villarejo, ‘Spain To Buy Four MQ-9 Reapers for 

$168.2 Million’, DefenseNews, 22 November 2015, https://

www.defensenews.com/air/2015/11/22/spain-to-buy-

four-mq-9-reapers-for-168-2-million/; General Atomics 

Aeronautical, ‘Spain to Acquire Predator B’, 17 February 

2016, https://www.ga-asi.com/spain-to-acquire-predator-b; 

Defense Security Cooperation Agency, ‘SPAIN – MQ-9 

BLOCK 5 AIRCRAFT’, 6 October 2015, https://www.dsca.mil/

press-media/major-arms-sales/spain-mq-9-block-5-aircraft.

151	 Valerie Insinna, ‘Netherlands signs deal for 

unarmed MQ-9 Reaper drones’, DefenseNews, 

17 July 2018, https://www.defensenews.com/

d i g i t a l - s h o w - d a i l i e s / f a r n b o r o u g h / 2 0 1 8 / 0 7 / 1 7 /

netherlands-signs-deal-for-unarmed-mq-9-reaper-drones/.

152	 Bundeswehr [German Armed Forces], ‘Die Eurodrohne ist auf 

dem Weg’ [‘The Eurodrohne is on its way’] , 24 March 2021, 

https://www.bundeswehr.de/de/organisation/luftwaffe/

aktuelles/die-eurodrohne-ist-auf-dem-weg-5044732.

153	 Sebastian Sprenger, ‘German, French defense ministers push 

for Eurodrone progress’, DefenseNews, 18 September 2020, 

https://www.defensenews.com/global/europe/2020/09/18/

german-french-defense-ministers-push-for-eurodrone-

progress/.

154	 Alice Pannier, ‘Complementarity or competition? Franco-

British Cooperation and the European Horizon of French 

Defense Policy’, Focus stratégique, no. 96, Ifri, April 2021, 

https://www.ifri.org/sites/default/files/atoms/files/pannier_

franco_british_cooperation_2021.pdf; Julie Burguburu et al., 

‘The UK–France defence and security relationship: How to 

improve cooperation’, Kings College London and Institut 

Montaigne, November 2018, https://www.kcl.ac.uk/policy-

institute/assets/uk-france-defence-and-security.pdf.

155	 David Donald, ‘Mantis prays, and waits for Europe 

to bite’, AINonline, 15 July 2010, https://www.

ainonl ine .com/aviat ion-news/defense/2010-07-15/

mantis-prays-and-waits-europe-bite.

156	 Craig Hoyle, ‘BAE hails Mantis UAV success, nears Taranis 

roll-out’, FlightGlobal, 30 June 2010, https://www.flightglobal.

com/bae-hails-mantis-uav-success-nears-taranis-roll-

out/94322.article.

157	 Royal Air Force, ‘Protector RG MK 1 (MQ-9B)’, n.d., https://

www.raf.mod.uk/aircraft/protector-rg-mk-1-mq-9b/.

158	 Paul Iddon, ‘Cheap And Combat-Tested: The Growing Market 

For Turkish Drones’, Forbes, 26 July 2021, https://www.forbes.

com/sites/pauliddon/2021/07/26/cheap-and-combat-tested-

the-growing-market-for-turkish-drones/; Burak Ege Bekdil, 

‘Export potential: Turkey’s homemade drones could boost 

local industry’, DefenseNews, 22 April 2019, https://www.

defensenews.com/unmanned/2019/04/22/export-potential-

turkeys-homemade-drones-could-boost-local-industry/.

159	 Douglas Barrie and Niklas Ebert, ‘Armed UAV’s: an asset, but 

not alone all-conquering’, IISS Military Balance blog, 5 July 

2021, https://www.iiss.org/blogs/military-balance/2021/07/

nagorno-karabakh-armed-uavs.

160	 ‘Bayraktar TB2’, BAYKAR Unmanned Aerial Vehicle Systems, 

n.d., https://baykardefence.com/uav-15.html.

161	 Cem Devrim Yaylali, ‘Turkey takes delivery of Akinci 

armed reconnaissance UAVs’, Janes, 1 September 2021, 

https:/ /www.janes.com/defence-news/news-detai l /

turkey-takes-delivery-of-akinci-armed-reconnaissance-uavs.

162	 Mike Stone, ‘U.S. relaxes rules to export more aerial drones’, 

Reuters, 24 July 2020, https://www.reuters.com/article/

us-usa-arms-trump-idUSKCN24P2IC; Daryl G. Kimball, 

‘U.S. Reinterprets MTCR Rules’, Arms Control Today, 

September 2020, https://www.armscontrol.org/act/2020-09/

news/us-reinterprets-mtcr-rules.

163	 Julian Cooper, ‘The Nagorno-Karabakh war: a spur to 

Moscow’s UAV efforts?’, IISS Research Papers, 31 March 

2021, https://www.iiss.org/blogs/research-paper/2021/03/

nagorno-karabakh-war-moscow-uav-efforts.

164	 Ibid.

165	 Denis Fedutinov, ‘Russia confirms Orion UAV strikes in Syria’, 

Janes, 25 February 2021, https://www.janes.com/defence-news/



40    The International Institute for Strategic Studies

news-detail/russia-confirms-orion-uav-strikes-in-syria.

166	 Cooper, ‘The Nagorno-Karabakh war: a spur to Moscow’s 

UAV efforts?’.

167	 Isabelle Facon, ‘A Perspective on Russia’, Center for a New 

American Security, May 2016, http://drones.cnas.org/

wp-content/uploads/2016/05/A-Perspective-on-Russia-

Proliferated-Drones.pdf; Ariel Cohen and Robert E. Hamilton, 

‘The Russian Military and the Georgia War: Lessons and 

Implications’, Strategic Studies Institute, June 2011, https://

www.files.ethz.ch/isn/130048/pub1069.pdf; Dan Gettinger, 

‘“Drones Are Not Toys”: The Russian Program’, The Center 

for the Study of the Drone, 5 March 2014, https://dronecenter.

bard.edu/drones-toys-russian/. 

168	 Yaakov Lappin, ‘Report: Moscow purchased 10 Israeli 

drones’, The Jerusalem Post, 8 September 2015, https://

www.jpost.com/israel-news/politics-and-diplomacy/

report-russia-purchased-ten-israeli-drones-415575; 

‘Russia bought 12 drones from Israel’, Delfi.ru, 22 

June 2009, https://www.delfi.lt/ru/abroad/russia/

rossiya-kupila-u-izrailya-12-bespilotnikov.d?id=22761996.

169	 Fedutinov, ‘Russia confirms Orion UAV strikes in Syria’.

170	 ‘New Russian Factory to Make ‘Inokhodet’ Attack Drone, Seen 

as Competitor to U.S.’ Predator’, Defense World, 17 April 2021, 

https://www.defenseworld.net/news/29374/New_Russian_

Factory_to_Make____Inokhodet____Attack_Drone__Seen_as_

Competitor_to_U_S_____Predator#.YV29otpBwuV; ‘Drone 

Developments’, Air International, 12 March 2021,https://www.

airinternational.com/article/drone-developments.

171	 Ministry of Defence of the Russian Federation, 

‘Inokhodets-RU new attack drones to enter troops in 2023’, 

26 August 2021, https://eng.mil.ru/en/news_page/country/

more.htm?id=12380045@egNews; Yury Laskin, ‘New UAVs 

for Russia’, European Security & Defence, 1 September 

2021, https://euro-sd.com/2021/09/articles/exclusive/23850/

new-uavs-for-russia/.

172	 Inder Singh Bisht, ‘Russia to Test Attack Drone Prototype 

With Guided Munitions’, The Defense Post, 19 March 2021, 

https://www.thedefensepost.com/2021/03/19/russia-test-

guided-munitions-drone/; ‘Contract signed for the supply 

of the first batch of heavy Altius drones to the Ministry of 

Defense’, Interfax, 20 February 2021, https://www.interfax.ru/

russia/751915.

173	 Ministry of Defence of the Russian Federation, 

‘Inokhodets-RU new attack drones to enter troops in 2023’; 

Ministry of Defence of the Russian Federation, ‘Russian 

Armed Forces will receive new unmanned aerial vehicles 

“Inokhodets-RU”’, 25 August 2021 ,https://eng.mil.ru/en/

army2021/news/more.htm?id=12379816@egNews.

174	 Douglas Barrie, ‘Armiya 2021: tactical developments in Russia’s 

guided-weapons sector’, IISS Military Balance Blog, 3 September 

2021, https://www.iiss.org/blogs/military-balance/2021/09/

armiya-2021-russias-guided-weapons-sector.

175	 Thomas Newdick and Tyler Rogoway, ‘Russia’s Predator-

Style Drone With Big Export Potential Has Launched Its First 

Missiles’, The Drive, 28 December 2020, https://www.thedrive.

com/the-war-zone/38446/russias-predator-style-drone-with-

big-export-potential-has-launched-its-first-missiles.

176	 Yury Laskin, ‘Russia Developing LANCET UAV for “Air 

Mining”’, European Security & Defence, 27 April 2021, https://

euro-sd.com/2021/04/articles/exclusive/22590/lancet/; 

‘Russian Lancet loitering munitions tested in Syria’, Army 

Recognition, 21 April 2021, https://www.armyrecognition.

com/defense_news_april_2021_global_security_army_

industry/russian_lancet_loitering_munitions_tested_in_

syria.html.

177	 Mike Stone, ‘U.S. relaxes rules to export more aerial drones’; 

Daryl G. Kimball, ‘U.S. Reinterprets MTCR Rules’.

178	 Carlo Munoz, ‘Air Force Ices MQ-X; Spends On 

Better Data Management’, Breaking Defense, 15 

February 2012, https://breakingdefense.com/2012/02/

air-force-ices-mq-x-spends-on-better-data-management/.

179	 Valerie Insinna, ‘US Air Force relaunches effort to replace 

MQ-9 Reaper drone’, DefenseNews, 4 June 2020, https://www.

defensenews.com/air/2020/06/04/the-air-force-is-looking-

for-a-next-gen-replacement-to-the-mq-9-reaper-drone/; 

Mitchell Institute’s Aerospace Nation Webinar with Will 

Roper, assistant secretary of the Air Force for Acquisition, 

Technology and Logistics, on June 9, 2020.

180	 Steve Trimble, ‘Reaper Replacement Reveals Bold New 

GA-ASI Vision’, Aviation Week, 14 September 2020, https://

aviationweek.com/special-topics/air-dominance/reaper-

replacement-reveals-bold-new-ga-asi-vision; ‘Lockheed 

Martin Unveils Details of MQ-9 Replacement Offer’, 

Aviation Week, 11 September 2020, https://aviationweek.

c o m / d e f e n s e - s p a c e / s e n s o r s - e l e c t r o n i c - wa r f a r e /

lockheed-martin-unveils-details-mq-9-replacement-

offer; ‘Northrop Grumman Unveils SG-2 Vision For 

Replacing MQ-9’, Aviation Week, 11 September 2020, https://

aviationweek.com/defense-space/aircraft-propulsion/

northrop-grumman-unveils-sg-2-vision-replacing-mq-9.



Armed uninhabited aerial vehicles and the challenges of autonomy   41    

181	 Gareth Jennings, ‘USAF seeks Next Gen Multirole UAS 

capabilities’, Janes, 8 March 2021, https://www.janes.

com/defence-news/news-detail/usaf-seeks-next-gen-

multirole-uas-capabilities; ‘Request for Information - Next 

Gen Multi Role UAS’, SAM.gov, 5 March 2021, https://

sam.gov/opp/9806db5c366d4167b41819078758a209/

view?keywords=Aflcmc&sort=-modifiedDate&index=&is_

active=true&page=1.

182	 Judith M. Myerson, ‘Military Adopts AI to Help Drones Stay in 

Flight Longer’, EE Times, 12 March 2020, https://www.eetimes.

com/military-adopts-ai-to-help-drones-stay-in-flight-longer/.

183	 For more information, see for example ‘Energy Efficient 

Autonomous UAVs’, IIS-Projects, n.d.

184	 Myerson, ‘Military Adopts AI to Help Drones Stay in 

Flight Longer’.

185	 Sachin Kurlekar, ‘Autonomous drones come with challenges 

and great potential’, Internet of Things Agenda, 5 August 

2019, https://internetofthingsagenda.techtarget.com/blog/

IoT-Agenda/Autonomous-drones-come-with-challenges-

and-great-potential.

186	 Emmanuel Bloch et al., ‘Ethical and technical challenges in the 

development, use, and governance of autonomous weapons 

systems’, IEEE Standards Association, n.d., https://standards.

ieee.org/content/dam/ieee-standards/standards/web/

documents/other/ethical-technical-challenges-autonomous-

weapons-systems.pdf.

187	 Tate Nurkin, ‘The importance of advancing loyal wingman 

technology’, DefenseNews, 21 December 2020, https://

www.defensenews.com/opinion/commentary/2020/12/21/

the-importance-of-advancing-loyal-wingman-technology/.

188	 Katherine Hendrickson, ‘Overcoming the Barriers to 

Human-Machine Teams’, Defense Systems Information 

Analysis Center, 2 November 2019, https://dsiac.org/articles/

overcoming-the-barriers-to-human-machine-teams/.

189	 Rodney Brooks, ‘An Inconvenient Truth about AI: AI won’t 

surpass human intelligence anytime soon’, IEEE Spectrum, 29 

September 2021, https://spectrum.ieee.org/rodney-brooks-ai. 

190	 Erich Feige, ‘THE ARMY NEEDS FULL-STACK DATA 

SCIENTISTS AND ANALYTICS TRANSLATORS’, War on the 

Rocks, 14 February 2020, https://warontherocks.com/2020/02/the-

army-needs-full-stack-data-scientists-and-analytics-translators/. 

191	 Jim Perkins, ‘Trust Algorithms? The Army Doesn’t 

Even Trust Its Own AI Developers’, War on the Rocks, 

7 October 2020, https://warontherocks.com/2020/10/

trust-algorithms-the-army-doesnt-even-trust-its-own-

ai-developers/.

192	 ‘DOD must pay more attention to building people’s trust 

in AI, researchers say’, Center for Security and Emerging 

Technology, 16 October 2020, https://cset.georgetown.edu/

article/dod-must-pay-more-attention-to-building-peoples-

trust-in-ai-researchers-say/.

193	 Hendrickson, ‘Overcoming the Barriers to Human-

Machine Teams’.

194	 Francesca Rossi, ‘Building Trust In Artificial Intelligence’, 

Journal of International Affairs, 6 February 2019, https://jia.sipa.

columbia.edu/building-trust-artificial-intelligence.

195	 Luke Hartig and Kendall Vanhoose, ‘Solving One of the 

Hardest Problems of Military AI: Trust’, Defense One, 1 

April 2019, https://www.defenseone.com/ideas/2019/04/

solving-one-hardest-problems-military-ai-trust/155959/. 

196	 Brooks, ‘An Inconvenient Truth about AI: AI won’t surpass 

human intelligence anytime soon’.

197	 Maaike Verbruggen, ‘Beyond the buzz: A primer on 

swarms’, the interpreter, The Lowy Institute 29 April 

2020, https://www.lowyinstitute.org/the-interpreter/

beyond-buzz-primer-swarms.

198	 Mohan Liyanage et al., ‘GEESE: Edge computing enabled by 

UAVs’, Pervasive and Mobile Computing, vol. 72, April 2021.

199	 Maaike Verbruggen, ‘The Question of Swarms Control: 

Challenges to Ensuring Human Control Over Military 

Swarms’, EU Non-Proliferation and Disarmament 

Consortium, December 2019, https://www.sipri.org/sites/

default/files/2019-12/eunpdc_no_65_031219.pdf.

200	 Ibid.

201	 Jennifer Chu, ‘System trains drones to fly around obstacles 

at high speeds’, MIT News, 10 August 2021, https://news.mit.

edu/2021/drones-speed-route-system-0810.

202	 Verbruggen, ‘Beyond the buzz: A primer on swarms’.

203	 Ben Noon and Chriss Bassler, ‘How Chinese Strategists 

Think AI Will Power a Military Leap Ahead’, Defense One, 17 

September 2021, https://www.defenseone.com/ideas/2021/09/

how-chinese-strategists-think-ai-will-power-military-leap-

ahead/185409/.

204	 Elsa B. Kania, ‘“AI WEAPONS” IN CHINA’S MILITARY 

INNOVATION’, Brookings Institute, April 2020, https://

www.brookings.edu/wp-content/uploads/2020/04/

FP_20200427_ai_weapons_kania_v2.pdf. 

205	 Garrett Reim, ‘DoD warns China exporting killer 

autonomous drones to Middle East’, Flight Global, 6 

November 2019, https://www.flightglobal.com/defence/



42    The International Institute for Strategic Studies

dod-warns-china-exporting-killer-autonomous-drones-to-

middle-east/135194.article.

206	 Elsa Kania, ‘Swarms at War: Chinese Advances 

in Swarm Intelligence’, Jamestown Foundation’, 

6 July 2017, https://jamestown.org/program/

swarms-war-chinese-advances-swarm-intelligence/.

207	 Ibid.

208	 Franz-Stefan Gady, ‘How Chinese Unmanned Platforms 

Could Degrade Taiwan’s Air Defense and Disable a US 

Navy Carrier’, The Diplomat, 8 June 2021, https://thediplomat.

com/2021/06/how-chinese-unmanned-platforms-could-

degrade-taiwans-air-defense-and-disable-a-us-navy-carrier/.

209	 Jeffrey Lin and P.W. Singer, ‘China is making 1,000-UAV 

drone swarms now’, Popular Science, 13 July 2021, https://

www.popsci.com/china-drone-swarms/.

210	 Justin Bronk, ‘Future of autonomous air platforms in 

the Indo-Pacific, Observer Research Foundation, 24 

March 2021, https://www.orfonline.org/expert-speak/

future-autonomous-air-platforms-indo-pacific/.

211	 Ibid.

212	 Ibid; Tyler Rogoway, ‘Image of China’s Stealthy ‘Dark Sword’ 

Fighter-Like Combat Drone Emerges’, The Drive, 5 June 2018, 

https://www.thedrive.com/the-war-zone/21324/image-of-chinas-

stealthy-dark-sword-fighter-like-combat-drone-emerges.

213	 ‘Future Combat Air System’, Airbus, n.d., https://www.airbus.

com/defence/fcas.html; Ulrich Renn, ‘Unbemannte Helfer: 

Zur Bedeutung der Remote Carrier im Future Combat Air 

System’, Europäische Sicherheit & Technik, 13 April 2021, https://

esut.de/2021/04/fachbeitraege/26300/unbemannte-helfer-zur-

bedeutung-der-remote-carrier-im-future-combat-air-system/.

214	 Dominic Vogel, ‘Future Combat Air System: Too Big to Fail’, 

SWP German Institute for International and Security Affairs, 

8 January 2021, https://www.swp-berlin.org/en/publication/

armament-project-future-combat-air-system-too-big-to-fail.

215	 Ulrich Renn, ‘Unbemannte Helfer: Zur Bedeutung der 

Remote Carrier im Future Combat Air System’.

216	 Ibid.

217	 Ibid; Joseph Hammond, ‘France plots an autonomous 

course on drones‘, The Defense Post, 1 October 2019, 

h t t p s : / / w w w. t h e d e f e n s e p o s t . c o m / 2 0 1 9 / 1 0 / 0 1 /

france-uav-technology-doctrine-xavier-foissey/.

218	 Franz-Stefan Gady, ‘Network-Centric Warfare: Can Europe be 

ready?’, Wavell Room, 21 December 2020, https://wavellroom.

com/2020/12/21/network-centric-warfare-europe-defence/.

219	 ‘Airbus demonstrates manned-unmanned teaming for future air 

combat systems’, Airbus, 2 October 2018, https://www.airbus.

com/newsroom/stories/Airbus-demonstrates-MUT.html.

220	 Matthias Monroy, ‘Reconnaissance and attack: German 

Bundeswehr is working on drone swarms’, 19 April 2021, 

https://digit.site36.net/2021/04/19/reconnaissance-and-attack-

german-bundeswehr-is-working-on-drone-swarms/.

221	 Ibid.

222	 David Ing, ‘Spain’s Escribano readies UAV swarm system for 

demonstration’, Janes, 11 January 2021, https://www.janes.

com/defence-news/news-detail/spains-escribano-readies-

uav-swarm-system-for-demonstration.

223	 ‘Escribano designs a swarm system of UAVs for Surveillance and 

Recognition missions’, European Defence Review, 4 January 2021, 

https://www.edrmagazine.eu/escribano-designs-a-swarm-

system-of-uavs-for-surveillance-and-recognition-missions.

224	 ‘Autonomous Drone Swarms’, Icarus Swarms, n.d., https://

www.icarusdroneswarms.com/.

225	 Joseph Trevithick, ‘RAF Tests Swarm Loaded With 

BriteCloud Electronic Warfare Decoys To Overwhelm Air 

Defenses’, Drive, 8 October 2020, https://www.thedrive.com/

the-war-zone/36950/raf-tests-swarm-loaded-with-britecloud-

electronic-warfare-decoys-to-overwhelm-air-defenses.

226	 Rod Thornton and Marina Miron, ‘Towards the ‘Third 

Revolution in Military Affairs’’, The RUSI Journal, vol. 165, 

no. 3, 2020, pp. 12–21.

227	 Samuel Bendett, ‘Strength in Numbers: Russia and the Future 

of Drone Swarms’, Modern War Institute, 20 April 2021, 

https://mwi.usma.edu/strength-in-numbers-russia-and-the-

future-of-drone-swarms/.

228	 ‘Swarm of drones used in Kavkaz-2020 exercise first time 

against enemy forces’, TASS, 24 September 2020, https://tass.

com/defense/1204513.

229	 Kelsey D. Atherton, ‘Flock 93 is Russia’s dream of a 100-strong 

drone swarm for war’, C4ISR.net, 5 November 2019, https://

www.c4isrnet.com/unmanned/2019/11/05/flock-93-is-

russias-dream-of-a-100-strong-drone-swarm-for-war/.

230	 Ryabov Kirill, ‘The project of the unmanned complex of group 

use “Lightning”’, Top War, 3 March 2021, https://en.topwar.

ru/180494-proekt-bespilotnogo-kompleksa-gruppovogo-

primenenija-molnija.html.

231	 ‘Russia to develop helicopter capable of controlling a 

swarm of drones’, TASS, 24 May 2018, https://tass.com/

defense/1006048.

232	 Anton Lavrov and Roman Krezul, Stajnoe oružie: 

Minoborony v poiske protivolodočnogo drona ‘Стайное 



Armed uninhabited aerial vehicles and the challenges of autonomy   43    

оружие: Минобороны в поиске противолодочного дрона’ 

[‘Packing weapons: the Ministry of Defense in search of an 

anti-submarine drone’], 2 April 2021, https://iz.ru/1145514/

anton-lavrov-roman-kretcul/stainoe-oruzhie-minoborony-v-

poiske-protivolodochnogo-drona.

233	 Andrey Kots, Nevidimyj i točnyj”: Rossija opredelilas’ s 

glavnoj udarnoj siloj  ‘“Невидимый и точный”: Россия 

определилась с главной ударной силой’ [“Invisible and 

precise”: Russia has decided on the main striking force], РИА 

Новости [RIA Novosti], 11 April 2021, https://ria.ru/20210411/

pakda-1727420886.html.

234	 Sten Allik et al., ‘The Rise of Russia’s Military Robots: 

Theory, Practice and Implications’, International Centre for 

Defence and Security Estonia, February 2021, https://icds.

ee/wp-content/uploads/2021/02/ICDS-Analysis_The-Rise-of-

Russias-Military-Robots_Sten-Allik-et-al_February-2021.pdf.

235	 ‘Kratos Receives Low-Cost Attritable Strike Unmanned 

Aerial System Demonstration Contract Award’, 

KRATOS, 11 July 2016, https://ir.kratosdefense.

c o m / n e w s - r e l e a s e s / n e w s - r e l e a s e - d e t a i l s /

kratos-receives-low-cost-attritable-strike-unmanned-aerial.

236	 Mark Gunzinger and Lukas Autenried, ‘Understanding the 

Promise of Skyborg and Low-Cost Attritable Unmanned 

Aerial Vehicles’, Mitchell Institute, 1 October 2020, https://

mitchellaerospacepower.org/wp-content/uploads/2021/01/

a2dd91_2a1da65374434775b321619daf50a0a3.pdf.

237	 Ibid.

238	 Bryan Ripple, ‘Skyborg program seeks industry input for 

artificial intelligence initiative’, U.S. Air Force, 27 March 2019, 

https://www.af.mil/News/Article-Display/Article/1796930/

skyborg-program-seeks-industry-input-for-artificial-

intelligence-initiative/.

239	 Daryl Mayer, ‘Skyborg autonomy core system has 

successful first flight’, U.S. Air Force, 6 May 2021, https://

www.af.mil/News/Article-Display/Article/2596671/

skyborg-autonomy-core-system-has-successful-first-flight/.

240	 ‘Skyborg Successfully Integrates into Orange Flag Large 

Force Test Event’, U.S. Air Force Research Laboratory, 29 

June 2021, https://www.afrl.af.mil/News/Article-Display/

Article/2675883/skyborg-successfully-integrates-into-orange-

flag-large-force-test-event/; ‘USAF’s Skyborg ACS flies 

onboard MQ-20 Avenger tactical UAV’, Airforce Technology, 

30 June 2021, https://www.airforce-technology.com/news/

usafs-skyborg-acs-flies-onboard-mq-20-avenger-tactical-uav/.

241	 Bryan Ripple, ‘Skyborg program seeks industry input for 

artificial initiative’.

242	 ‘Collaborative Operations in Denied Environment 

(CODE)’, DARPA, n.d., https://www.darpa.mil/program/

collaborative-operations-in-denied-environment.

243	 John M. Colombi et al., ‘Predictive mental workload modeling 

for semiautonomous system design: Implications for systems 

of systems’, Systems Engineering, vol. 15, no. 4, Winter 2012, 

pp. 448–60.

244	 ‘Collaborative Operations in Denied Environment 

(CODE)’, DARPA.

245	 ‘In the Sky and on the Ground, Collaboration Vital to 

DARPA’s CODE for Success’, DARPA, 22 March 2019, 

https://www.darpa.mil/news-events/2019-03-22; DARPA (@

DARPA), tweet, 27 March 2019, https://twitter.com/DARPA/

status/1110995915010129927.

246	 Joseph Trevithick, ‘General Atomics Avenger Drone Flew 

An Autonomous Air-To-Air Mission Using An AI Brain’, 

Drive, 4 December 2020, https://www.thedrive.com/the-

war-zone/37973/general-atomics-avenger-drone-flew-an-

autonomous-air-to-air-mission-using-an-ai-brain; ‘GA-ASI 

Demonstrates Government-Supplied CODE Autonomy 

Engine’, General Atomics Aeronautical, 4 December 2020, 

https://www.ga-asi.com/ga-asi-demonstrates-government-

supplied-code-autonomy-engine.

247	 E.g. Max Brookman-Byrne, ‘Drone Use ‘Outside Areas of 

Active Hostilities’: An Examination of the Legal Paradigms 

Governing US Covert Remote Strikes’, Netherlands International 

Law Review, vol. 64, 2017, pp. 3–41; Christoph Heyns, ‘The 

International Law Framework Regulating the Use of Armed 

Drones’, International & Comparative Law Quarterly, vol. 65, no. 

4, 2016, pp. 791–827; Peter Vedel Kessing, ‘The Extraterritorial 

Use of Armed Drones and International Human Rights Law: 

Different Views on Legality in the US and Europe?’, in 

Europe and the Americas: Transatlantic Approaches to Human 

Rights (Leiden, the Netherlands: Brill|Nijhoff, 2015), pp. 

360–92; Andrew C. Orr, ‘Unmanned, Unprecedented, and 

Unresolved: The Status of American Drone Strikes in Pakistan 

under International Law’, Cornell International Law Journal, 

vol. 44, no. 3, Fall 2011, pp. 729–52.

248	 E.g. Scott Shane, ‘C.I.A. Is Disputed on Civilian Toll in Drone 

Strikes’, New York Times, 11 August 2011, https://www.nytimes.

com/2011/08/12/world/asia/12drones.html; ‘The Civilian Impact 

of Drones: Unexamined Costs, Unanswered Questions’, Human 

Rights Clinic at Columbia Law School and Center for Civilians in 

Conflict, 2012, https://web.law.columbia.edu/sites/default/files/



44    The International Institute for Strategic Studies

microsites/human-rights-institute/files/The%20Civilian%20

Impact%20of%20Drones.pdf.

249	 Vincent Boulanin, Laura Bruun and Netta Goussac, 

‘Autonomous Weapon Systems and International 

Humanitarian Law’, SIPRI, June 2021, https://www.sipri.

org/sites/default/files/2021-06/2106_aws_and_ihl_0.pdf; 

Elliot Winter, ‘The Compatibility Of Autonomous Weapons 

With The Principle Of Distinction In The Law Of Armed 

Conflict’ International & Comparative Law Quarterly, vol. 69, 

no. 4, October 2020, pp. 845–76; Sandra Krähenmann and 

George Dvaladze, ‘Humanitarian Concerns raised by the 

se of Armed Drones’, Geneva Call, 16 June 2020, https://

www.genevacall.org/humanitarian-concerns-raised-by-

the-use-of-armed-drones/; ‘ICRC position on autonomous 

weapon systems’, International Committee of the Red 

Cross, 12 May 2021, https://www.icrc.org/en/document/

icrc-position-autonomous-weapon-systems.

250	 See Brian Stauffer, ‘Stopping Killer Robots’, 

Human Rights Watch, https://www.hrw.org/

r e p o r t / 2 0 2 0 / 0 8 / 1 0 / s t o p p i n g - k i l l e r - r o b o t s /

country-positions-banning-fully-autonomous-weapons-and. 

251	 Ministry of Defence, ‘Defence Technology Framework’, 

September 2019, p. 18, https://assets.publishing.service.gov.

uk/government/uploads/system/uploads/attachment_data/

file/830139/20190829-DTF_FINAL.pdf.

252	 Department of Defense, ‘Directive No 3000.09’, 8 May 2017, 

p. 13, https://www.esd.whs.mil/portals/54/documents/dd/

issuances/dodd/300009p.pdf.

253	 Ibid.

254	 André Haider, ‘The Vulnerabilities of Unmanned Aircraft 

System Components’, in: ‘A Comprehensive Approach to 

Countering Unmanned Aircraft Systems’, Joint Air Power 

Competence Centre, n.d., https://www.japcc.org/the-

vulnerabilities-of-unmanned-aircraft-system-components/.

255	 E.g. Vincent Boulanin and Maaike Verbruggen, ‘Mapping 

the Development of Autonomy in Weapon Systems’, SIPRI, 

November 2017, https://www.sipri.org/sites/default/

files/2017-11/siprireport_mapping_the_development_of_

autonomy_in_weapon_systems_1117_1.pdf.

256	 For information on the GGE, see ‘Background on LAWS 

in the CCW’, United Nations Office for Disarmament 

Affairs, n.d., https://www.un.org/disarmament/

the-convention-on-certain-conventional-weapons/

background-on-laws-in-the-ccw/.

257	 UN, ‘Meeting of the High Contracting Parties to the Convention 

on Prohibitions or Restrictions on the Use of Certain Conventional 

Weapons Which May Be Deemed to Be Excessively Injurious or 

to Have Indiscriminate Effects: Final Report’, 13 December 2019, 

https://undocs.org/CCW/MSP/2019/9.

258	 UN, ‘Meeting of the High Contracting Parties to the 

Convention on Prohibitions or Restrictions on the Use of 

Certain Conventional Weapons Which May Be Deemed to Be 

Excessively Injurious or to Have Indiscriminate Effects: Final 

Report’, p. 10.

259	 United Kingdom Government, ‘Written Contributions 

On Possible Consensus Recommendations In Relation To 

The Clarification, Consideration And Development Of 

Aspects Of The Normative and Operational Framework On 

Emerging Technologies In The Area Of Lethal Autonomous 

Weapons Systems’, June 2021, https://documents.unoda.org/

wp-content/uploads/2021/06/United-Kingdom.pdf.

260	 United Kingdom Government, ‘UK Commentary On The 

Operationalisation Of The Laws Guiding Principles’, n.d., https://

documents.unoda.org/wp-content/uploads/2020/09/20200901-

United-Kingdom.pdf.

261	 GGE LAWS Chair, ‘Draft elements on possible consensus 

recommendations in relation to the clarification, consideration 

and development of aspects of the normative and operational 

framework on emerging technologies in the area of lethal 

autonomous weapons systems: Revised Chair’s paper’, 20 

September 2021, p. 2, https://reachingcriticalwill.org/images/

documents/Disarmament-fora/ccw/2021/gge/documents/

chair-paper-september.pdf.

262	 Ibid.

263	 UK Ministry of Defence, ’Joint Doctrine Publication 

0-30.2 Unmanned Aircraft Systems’, page 42 

h t t p s : / / w w w. g o v. u k / g o v e r n m e n t / p u b l i c a t i o n s /

unmanned-aircraft-systems-jdp-0-302

264	 Final report of the Panel of Experts on Libya established 

pursuant to Security Council resolution 1973 (2011), United 

Nations Security Council, 8 March 2021 p. 17, https://undocs.

org/S/2021/229.

265	 ‘KARGU – Rotary Wing Attack UAV’, STM, n.d., https://www.stm.

com.tr/en/kargu-autonomous-tactical-multi-rotor-attack-uav.

266	 Sinan Tavsan, ‘Turkish defense company says drone unable 

to go rogue in Libya’, Nikkei Asia, 20 June 2021, https://asia.

nikkei.com/Business/Aerospace-Defense/Turkish-defense-

company-says-drone-unable-to-go-rogue-in-Libya.



© The International Institute for Strategic Studies, 2021

Acknowledgements
IISS–Europe acknowledges the financial support of the 

German Federal Foreign Office in producing this research 

paper, including for a workshop that helped inform the 

paper’s contents.

The International Institute for Strategic Studies – UK
Arundel House  |  6 Temple Place  |  London  |  wc2r 2pg  �|  UK
t. +44 (0) 20 7379 7676    f. +44 (0) 20 7836 3108    e. iiss@iiss.org    www.iiss.org

The International Institute for Strategic Studies – Americas
2121 K Street, NW  |  Suite 600  |  Washington, DC 20037  |  USA
t. +1 202 659 1490    f. +1 202 659 1499    e. iiss-americas@iiss.org 

The International Institute for Strategic Studies – Asia
9 Raffles Place  |  #49-01 Republic Plaza  |  Singapore 048619
t. +65 6499 0055    f. +65 6499 0059    e. iiss-asia@iiss.org

The International Institute for Strategic Studies – Europe
Pariser Platz 6A  |  10117 Berlin  |  Germany
t. +49 30 311 99 300    e. iiss-europe@iiss.org

The International Institute for Strategic Studies – Middle East
14th floor, GBCORP Tower  |  Bahrain Financial Harbour  |  Manama  |  Kingdom of Bahrain
t. +973 1718 1155    f. +973 1710 0155    e. iiss-middleeast@iiss.org


