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enrichment plants in the region will operate under 
IAEA safeguards. It would be very difficult to use 
such plants in a weapons-proliferation programme 
without being detected or breaking out of the NPT. 
A safeguarded enrichment plant could, however, 
support a parallel weapons programme in more 
than one way. 

Firstly, a declared plant could be operated at 
higher capacity than reported to the IAEA, in a proce-
dure similar to the reprocessing scenario described 
above. Data on input feed to the plant and product 
withdrawal could be falsified by the operators to 
hide greater plant throughput, and undeclared 
enriched-uranium product could be siphoned off to 
the clandestine facility for further enrichment. 

The basic problem with this scenario, which is 
known as ‘excess production’, concerns the extra 
fresh uranium feed. Assuming the IAEA has a 
record of the uranium feed obtained by the country 
in question, and can calculate how much feed 
would be required to produce the reported LEU 
product, then it should be able to determine if clan-
destine overfeeding of the enrichment cascade has 
occurred. A determined proliferator proceeding 
with this diversion scenario would therefore need to 
acquire an unreported uranium supply, as well as a 
mill and a conversion plant that could feed uranium 
hexafluoride (UF6), the main uranium compound 
suitable for enrichment, to the declared cascade in 
the secret enrichment operation. This clandestine 
uranium supply could come from a domestic mine, 
should one exist, or it could be covertly purchased 

abroad and imported 
without declaring it to the 
IAEA. A country oper-
ating domestic uranium 
mines and an enrichment 
plant, even a declared 
one, enjoys a heightened 
potential for enriched-
uranium diversion. In a 
diversion scenario, mine 
operators could falsify 
the mine’s output records 
to hide a higher uranium 
production rate than 
reported to the IAEA, 
which does not verify 
mine production under 

standard safeguards and only verifies to within an 
order of magnitude under the Additional Protocol. 

Depending on the exact way in which IAEA safe-
guards were implemented in the country, it might 
even be possible to modify the piping configuration 
of a portion of the declared plant so as to effectively 
create a new cascade with which to re-enrich the 
extra LEU created by excess production to HEU 
level. The piping configuration could then be modi-
fied back to its original form prior to the next IAEA 
inspector’s visit. Alternatively, the LEU could be 
transported for re-enrichment to a small clandestine 
enrichment plant located elsewhere.

Secondly, a declared enrichment plant would be 
useful to a parallel clandestine programme in terms 
of providing operating experience and personnel 
training, as well as information about plant design, 
equipment characteristics and operating condi-
tions. The secret installation need not be of the same 
type, however. It might use a second technology to 
further hamper detection. Although the gas centri-
fuge process is the most commercially viable and, 
thanks to A.Q. Khan, the most widespread tech-
nology, proliferators could also turn to obsolete, 
yet sufficient, technologies such as electromag-
netic isotope separation and chemical exchange. 
Scientists trained in modern and open commercial 
programmes could be transferred to a clandes-
tine facility that used simpler technology that was 
easier to construct and did not require significant 
amounts of traceable, controlled commodities such 
as maraging steel or ring magnets. 
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Conversion or fabrication plants
Uranium conversion plants, which convert yellow-
cake to UF6 and other compounds suitable for 
enrichment, are not normally safeguarded from the 
beginning of the conversion process. Certain mate-
rial flows could therefore be diverted to a clandestine 
enrichment plant or used for excess production in a 
declared enrichment plant. Fabrication plants, which 
handle only LEU-grade material, are considered the 
least diversion-sensitive part of the front end of the 
nuclear fuel cycle. The IAEA’s input–output mate-
rial accounting as it is applied to a fabrication plant 
guarantees that no diversion occurs during routine 
operations while under the safeguards inspections 
regime. The use of a fabrication plant in a nuclear-
weapons programme, or the diversion of material 
from it, could, therefore, occur only in a nuclear 
break-out situation. 

Sources of other materials and expertise
Civilian nuclear programmes can facilitate illicit 
procurement and provide technology and exper-
tise to support a clandestine programme. The 
large volume of foreign procurement necessary for 
nuclear-power-plant construction in the Middle 
East means that here, as in most other areas of the 
world, it is possible that the procurement of dual-use 
items or materials requested by a parallel weapons 
programme could be accomplished without suspi-
cions being raised. This is one of the reasons why 
Western states opposed the sale of material and 
equipment for Iran’s Bushehr reactor. 

Such covert procurement may be more likely 
in the case of plants provided by new suppliers 
outside the small circle of international corporations 
that now account for most nuclear-power-plant 
construction. A worldwide expansion in demand 
for nuclear power may entice new suppliers from 
countries such as China, where export controls 
have been problematic. A supplier eager to secure 
a multi-billion-dollar contract might turn a blind 
eye to covert procurement. Most likely, clandes-
tine transfers would not be handled by the supplier 
itself, but rather by an affiliated trading company or 
a trusted network of middlemen. Several different 
middlemen may be used to transfer different tech-
nical components of a specific equipment system 
and to handle money transfers, as happened in the 
Khan network’s dealings with Libya. Trans-shipped 

equipment could be mislabelled as a different type 
of product, and end-use certificates and final desti-
nations falsified. Multiple trans-shipments and the 
use of free-trade zones can help disguise ownership, 
documentation and destination. 

Any large-scale technology-related project 
will employ and train many engineers and scien-
tists, some of whom will develop and exhibit 
management capabilities. Some of the capable and 
ambitious managers identified during the construc-
tion phase of a large nuclear power plant might be 
reassigned to a parallel clandestine national prolif-
eration programme. The importance of managerial 
expertise to a national nuclear-weapons programme 
cannot be underestimated, as demonstrated by the 
success of South Africa’s programme, led by a team 
of able managers, and the achievements of lead 
programme managers such as Robert Oppenheimer 
in the US, Igor Kurchatov in the Soviet Union and 
Homi Bhabha in India. Conversely, the problems 
encountered by Iraq’s programme can partly be 
ascribed to a lack of effective management.

As discussed in regard to enrichment plants, 
declared fuel-cycle facilities could also provide 
direct training value to a clandestine weapons 
programme. A legitimate enrichment or reproc-
essing plant would train a large number of plant 
operators in the exacting discipline of handling bulk 
quantities of radioactive substances. If their career 
paths were not subsequently monitored, these 
trained personnel could apply their newly acquired 
skills and experience to a clandestine programme. 

NPT break-out scenarios
A state with a nuclear reactor that decided to break 
out of the NPT could try to obtain weapons mate-
rial either by converting partially enriched fresh 
fuel or, more likely, by separating plutonium from 
spent fuel. A break-out attempt involving an oper-
ating nuclear power plant would be likely to have 
severe international consequences, including the 
cutting off of fresh fuel imports for power reactors, 
economic sanctions and, perhaps, a military attack. 
The state concerned would have to weigh the value 
of obtaining fissile material against these conse-
quences.

From a proliferator’s point of view, for break-
out to be judged worthwhile, and preferable to 
operating a parallel clandestine programme while 
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still party to the NPT, timing would be crucial. 
Article X of the NPT requires that parties give 90 
days’ notice of withdrawal from the treaty. In order 
to achieve near-term results, therefore, break-out 
would probably be timed to take place just after a 
new fuel reload had arrived, so that the state would 
have enriched uranium available imminently, or 
lightly irradiated plutonium, closer to weapons-
grade level, available for recovery a few weeks 
later. A break-out would have to be planned well in 
advance to allow the proliferator time to construct 
either a conversion facility and an enrichment plant 
or a reprocessing plant.

The amounts of uranium involved in a break-out 
scenario could be significant. The fresh-fuel annual 
reload for a 1,000MW reactor weighs about 23 
tonnes. At a U-235 concentration of 4.5% in LEU, the 
total amount of U-235 in that load exceeds one tonne. 
If converted and re-enriched to weapons grade, the 
entire reload could provide enough fissile mate-
rial for many warheads. A break-out scenario could 
involve the fresh fuel assemblies being removed 
from the reactor and transferred to a facility where 
the oxide-form LEU pellets could be removed from 
their assembly configuration, crushed and then 
fluorinated to yield UF6 , in preparation for further 
enrichment. 

Multi-country joint break-out scenarios
The above discussion concerns a proliferating 
country which has an operating reactor and a parallel 
clandestine fuel-cycle facility prior to break-out. 
But a division of labour among states is also hypo-
thetically possible. One country could concentrate 
on constructing and operating a reactor in an open 
manner within the NPT safeguards regime, while 
another like-minded country could at the same time 
develop covert fuel-cycle facilities (a conversion 
and enrichment capability, or a reprocessing plant), 
in the expectation that it would not be detected. 
It would be essential that the country choosing to 
construct the clandestine fuel-cycle facility had 
developed some prior nuclear infrastructure and a 
cadre of trained personnel that could be assigned to 
the secret plant. 

Once both states were ready – one with its 
operating reactor, the other with a working clandes-
tine fuel-cycle facility – then, hypothetically, they 
could break out of the NPT regime simultaneously, 

renounce their safeguards obligations and start 
an open joint proliferation programme, removing 
material from the operating reactor in one country 
for processing in the hitherto clandestine fuel-cycle 
facility in the other. The fissile material obtained 
from such a joint programme could be shared 
between the participants. Should such a scenario 
prove successful, other like-minded regional states 
with budding nuclear programmes might then join 
in. There have been several examples of countries 
abetting the nuclear proliferation of allies in the 
past, for instance China’s assistance to Pakistan’s 
weapons programme and Pakistan’s purported 
assistance to North Korea and Iran.7 Such prece-
dents are reason not to rule out future coordinated 
NPT break-out attempts. 

A possible subgroup of the putative joint multi-
state break-out scenario is ‘assisted break-out’, in 
which one state openly breaks out of the NPT regime 
and rescinds all its safeguards obligations, while a 
like-minded state remaining in the NPT continues 
to provide it with clandestine nuclear-proliferation 
support. 

Conclusion
It is not easy to divert fissile material from declared 
facilities operated under the IAEA safeguards 
regime. A civilian nuclear-energy programme could 
nevertheless support a parallel clandestine nuclear-
weapons development project directly and (mostly) 
indirectly. Diversion might be possible through the 
use of falsified operations records to enable opera-
tion at higher capacity factors than reported and 
the removal of incremental amounts of product 
from declared facilities to a parallel clandestine 
programme. Such operations would require a 
source of undeclared natural uranium as the start-
up feed material. 

Yet nuclear power plants cannot be considered 
proliferation nodes in the absence of supporting 
fuel-cycle facilities. In fact, a country’s interest 
in fuel-cycle facilities is a far better indicator of 
possible interest in developing covert or overt 
nuclear-weapons production capabilities than is the 
operation of commercial reactors alone. Clandestine 
enrichment of an illicit uranium supply completely 
divorced from reactor operation is perhaps the 
easiest proliferation pathway, if a secret source of 
uranium can be obtained. A country operating both 
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cised its right to withdraw from the NPT would 
pose a serious challenge to the regime. Much of the 
civilian nuclear-energy infrastructure constructed 
prior to withdrawal from the treaty could be useful 
to a parallel secret programme. Once break-out were 
announced, any clandestine facilities could openly 
mesh with existing nuclear-energy facilities. In such 
a case, any available fresh nuclear fuel or low-burn-
up spent fuel assemblies from a nuclear-energy 
programme could be used to contribute to the open 
pursuit of a weapons programme. An assisted or 
joint break-out involving at least two like-minded 
countries synergistically using their combined facil-
ities for a collaborative weapons programme is a 
further possible, though more remote, scenario. The 
most pressing proliferation threat, however, is that 
posed by a state which has civilian fuel-cycle facili-
ties in conjunction with a parallel secret weapons 
programme.

uranium mines and enrichment facilities might thus 
be best positioned to proliferate, should it choose to 
do so. 

The option most likely to yield fissile material 
for weapons is the dedicated, covert production 
facilities route. The existence of a civilian nuclear-
energy programme could mask the development of 
some components of such a clandestine operation 
by enabling them to be disguised as declared infra-
structure facilities. The civilian programme could 
provide further support to the clandestine one in 
terms of personnel training, process design, procure-
ment and operational simulation. Nevertheless, a 
concealed weapons programme could proceed with 
its own dedicated facilities without the support of 
civilian energy-generation facilities. 

The NPT/IAEA safeguards system, buttressed by 
the Additional Protocol, is currently the best bulwark 
against proliferation. By corollary, a state that exer-
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